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sendmail\[\d+\]
sendmail\[\d+\]

:Ato=

:*from=

(sendmail\\d+\]: .*.relay=".) && (!.*.reject.”.)

sendmail\[\d+\]
sendmail\[\d+\]
sendmail\[\d+\]
sendmail\[\d+\]
sendmail\[\d+\]
sendmail\[\d+\]
sendmail\[\d+\]
sendmail\[\d+\]
sendmail\[\d+\]
sendmail\[\d+\]
sendmail\[\d+\]
sendmail\[\d+\]
sendmail\[\d+\]
sendmail\[\d+\]
sendmail\[\d+\]
sendmail\[\d+\]
sendmail\[\d+\]
sendmail\[\d+\]
sendmail\[\d+\]
sendmail\[\d+\]
sendmail\[\d+\]

. .*.: clone .*., owner=

: NOQUEUE:*

. .*.User unknown

. .*.DSN: Service unavailable

. .*.DSN: Host unknown

. .*.DSN: Return receipt

. .*.could not send message for past \d+ hours

: .*.Domain of sender address .*. does not resolve
: .*.Domain of sender address .*. does not exist
: .*.Relaying temporarily denied

: .*.Relaying denied

. .*.timeout waiting for input from

: .*.collect: premature EOM: Error 0

. .*.collect: unexpected close on connection from
: .*lost input channel from

. .*.forward .*. Group writable directory

: .*.sender notify: Service unavailable

: .*.return to sender: Service unavailable

. .*.runqueue: Flushing queue from

. .*.aliases rebuilt by root

. aliases.*.longest

update.virus.scanners

MailScanner\[\d+\]: .*.Uninfected
MailScanner\[\d+\]: .*.Virus and Content Scanning
MailScanner\\d+\]: .*.New Batch
MailScanner\[\d+\]: .*.Using locktype



MailScanner\[\d+\]
MailScanner\[\d+\]
MailScanner\[\d+\]
MailScanner\[\d+\]

MailScanner\[\d+\]:
MailScanner\[\d+\]:
MailScanner\[\d+\]:
MailScanner\[\d+\]:
MailScanner\[\d+\]: .
MailScanner\[\d+\]:
MailScanner\[\d+\]: .
MailScanner\[\d+\]:

MailScanner\[\d+\]
MailScanner\[\d+\]

: .*.MailScanner .*. starting...

. .*.New Batch

: .*.RBL Check

: .*.SpamAssassin

*.Virus and Content Scanning: Starting

*.Virus Scanning

.*.Saved infected

.*.Cleaned: Delivered \d+ cleaned messages
*.Sender Warnings: Delivered \d+ warnings to virus senders
.*.Notices: Warned about \d+ messages

* Disinfection:* Attempting to disinfect \d+ messages
*.Virus Re-scanning: Sophos found \d+ infections

. .*.Disinfection: Rescan found only \d+ viruses

. .*.MailScanner child dying of old age

sshd(pam_unix)\\d+\]: .*.session opened for user .*. by (uid=0)

sshd(pam_unix)\[ \d+\]: .*.session closed for user .*.

su(pam_unix)\[\d+\]: .*.session opened for user .*. by .*.

su(pam_unix)\[\d+\]: .*.session closed for user .*.

login(pam_unix)\[\d+\]: .*.session opened for user .*. by .*.

login(pam_unix)\[\d+\]: .*.session closed for user .*.
CRON\Nd+H\]: \(root\) .*.
CROND\N\d+\]: \(mailman\) .*.
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Virus (\S+) found in file::Found virus $1::Correlation-*** be careful

***..email=ssupacho::0::3::300

Back Orifice Traffic detected::Found trojan - Back Orifice::Correlation-

*kk

your system ***::email=ssupacho::0::0::0

Large ICMP Packet::Found Ping Flood attack::Correlation-*** be careful

***::email=ssupacho::0::0::0

SYN Flood detected::possible SYN Flood attack::Correlation-*** SYN Flooding

***..email=ssupacho
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authentication failure.* rhost=(\S+) user=(\S+)::User $2 login failure more than 10 times from
$1::** Password Brute-force attack **::email=ssupacho,root::0::10::60

device (\S+) entered promiscuous mode::Device $1 entered promiscuous mode::*** device $1

entered promiscuous mode, check sniffer program in your computer***::email=ssupacho

NOQUEUE: \[(.*?)\] did not issue .*? during connection to MTA::Client quit before
communicating, may be scanning service from $1::Correlation-*** be careful

***:.email=ssupacho

\[([0-9\.]1)]: (VRFY|vrfy) (\S+) \[rejected\]::rejected VRFY, may be scanning service from
$1::Correlation-*** be careful ***::email=ssupacho

reject connections on deamon (\S+):load average: ([0-9]+)::too many load on $1::Correlation-
*** checking load/process on your machine ***::email=ssupacho

POSSIBLE ATTACK from (\S+)::possible attack to local exploit of sendmail::Correlation-*
** Update/Patch Sendmail ***::email=ssupacho,root
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Active Attack

Anomaly Detection

Attack

Audit Trail

Availability

Brute Force

Confidentiality

Denial of Service
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False negative

False positive

Integrity

Intrusion

Intrusion Detection

Intrusion Detection System

Intrusion Signature

Misuse Detection
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Passive Attack

Pattern Matching

Sniffer

Social Engineering

Subversion

Syslog

Vulnerability
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