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ABSTRACT

The quantity of computer network attacks is almost proportional to the
increasing usages of the Internet. Most of these attacks have made use of vulnerable
un-patched network elements which some are known as zero-day attacks. Although,
several protection mechanisms such as firewalls, antivirus protection or encryption
method are used to protect the resources, many systems are still vulnerable to new
technique penetrations. Thus, intrusion detection system is also required as one of
network defenses.

Anomaly detection technique is one of the intrusion detection methods
suitable for a new, or an unknown pattern, attack. It can reveal suspected behavior or
usage deviated from normal usage which normally can be set in a profile. Therefore, if
a profile of each network or a target system is properly established, the majority of
suspicious behavior could be detected. The problem is how to set up an appropriate
profile which symbolizes network characteristic so that normal behavior is well
represented.

This thesis studied intrusion detection profile measurements and
presented several necessarily data in terms of Management Information Base (MIB)
objects. These objects are new to the existing MIB-Il objects, thus they are
implemented as experimental objects in a MIB tree structure. To demonstrate the
efficiency of these new objects regarding to the anomaly detection mechanism, several
profiles were created in according to some known attacking methods and an intrusion
detection system was also created to test these profiles. The result of this test shows
that 100 % of tested attempts can be detected with 3.47% of false positive while the

false negative is 0%
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2.41 Misuse Detection
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2.4.2 Anomaly Detection
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2.6.1 Network-based Intrusion Detection System (NIDS)
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2.6.2 Host-based Intrusion Detection System (HIDS)
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2.6.3 Application-based Intrusion Detection System (AIDS)
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manlm@ngnﬂﬁdw

2.8 aa@i‘ﬂiznauwaaszuummifummn‘gn
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%
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2. Analysis (Hugunvhwihnlunsianisuaziienzidayanldiuunn
1 v ] ¥ > A 1 6 A o A o [ Aa J & A ]
wndsdayadne g udrdaduinngmItivIanInaziididsiedmdunsyninniald
A a A = . . .
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I o d s vV a J
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Information Source Analysis
Response
Misuse
Signature Active Response
Detection
Host Sensor
Network Anomaly User/System/
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Detection Network Profile
Response
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o A A v A a aa & o &
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ﬁmm‘mlmwu"l,@m"l,ﬂslumimawumiqﬂgﬂ Fadlws WL wasnlsznaunan
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wananigsldandtnisafrslnslng $s355msmdulyldlunsat
Inslndaasnu 3 35 laun
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ﬂ’]iqﬂgﬂﬂ’miﬁ%a Next-Generation Intrusion Detection Expert System (NIDES) (SRI
International, 1995) Faiduszuunldisnsstaidiantis mliszuuasrasuniyniniu
o v ] = a a ‘3/ J 1o =3 @ A a U 1
Mauldat19idsz@nTAwunau IDES mz"lummimuuummmﬁmaagﬂmmazﬂu
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Data Mining LLazmiL”swfmaam’%'m (Machine Learning) lum3iianzinianuiadnd

v v
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211 Management Information Base (MIB)

MiB Liugudoyaiadioniiltlunisiiunguuazanuduiuivasdauiand
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I3 6 o a a [
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dauLang Aa muaniduwdavasantsnianiale MIB Setseznavllaqe
siauad aULaNG (Object Type) WRZAIWNUVBIBaULIA (Object Instance) @9
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Object Type LA8NUa1234 Object Instance taUINNTINHILI 1k AaNRILABTIATaIWILIRN

2 dunasingnisa

Object
Object Type Object Instance N
Object Instance 2
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OBJECT IDENTIFIED ASN.1 BER Object Instance 1

AMWUsznay 2-3 #wIenauueddaulang (Subranmanian, 1999)
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fautandlugutoys MIB - wuaziiuiissaulasiaidayaunudulsd
(Management Information Tree: MIT) 284 O8I lagiilnuannnitilnuaagiuuugauas
a A . o o = : = @ A = &al
flnuadug agmuldlnuannluszaudiasan ssluudazlnuafazlfununisdaviand
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T8 internet Az VA NYINNY 1.3.6.1 @IAWAIWLUIZNaUN 2-4
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iso (1)

org (3)

dod (6)

internet (1)

/’\

directory(1) ~ mgmt (2)  experimental (3) private (4)  security (5)

mib-2 (1)

%\N

system interface at ip icmp tcp udp egp cmot transmission snmp

Q) (2) 3) (4 (5) (6) (7 (8) 9) (10) (11)

mMwilsznau 2-4 Imoaﬁ”ﬂoﬁuvlﬁmaanéjuﬁamaﬂ@ﬂu MIB-II

(McCloghrie Waz Rose, 1991)
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nnndsznauf 2-3 avRdsenauvesriaueddauiang (Object Type)

v A 6 v L . o A
2zdvznaume®a (Name) 1ensal (Syntax) waznsitnIva (Encoding) lasasltTaiia
J2yWIad19098auLand uazlinm Abstract Syntax Notation One (ASN.1) lun13
o a 6 1 . % U > .
fruansaziduavad ensoluadudas Object Type uwazlinsidnIvisuwuy Basic
Encoding Rule (BER) (§5Wug, 2551) lumudhivadayazasdeviandifadstoyalian

' A a ' 6 < [ p.?
3R Manager LLae Agent 533188218 JaURdlGazaIalIzna Ul uadth

1. #a (Name)

lﬁum‘sszqu%aéﬁaﬁagauLaﬂﬁ%aﬁaaﬁmﬁhisgflﬁuﬁuSamﬁmﬁ%‘u6]
lasludauiananiisfouiandesiFosasags #a DESCRIPTOR Wae OBJECT
IDENTIFIER  (OID) Adwwusiu lay DESCRIPTOR  1Hufaflidugauasdinmys
MENBINO AT UAUTIDAIBNBIFIEN 1T% internet, ipAddTable LTude #2% OBJECT
IDENTIFIER Lﬂu"q@"naaéf’gl,ama‘imfml,ﬁwﬁ'uﬁ’;quﬁé’uﬁuﬁfﬁu DESCRIPTOR LTt
Souland internet 925 OBJECT IDENTIFIER ¥iAw 1.3.6.1 (annwisznaufl 2-3)
A ASN.1 LElunnsinvua OBJECT IDENTIFIER leénansuuy 1o

internet OBJECT IDENTIFIER ::={1 36 1}

internet OBJECT IDENTIFIER ::= {ios org dod 1}

internet OBJECT IDENTIFIER ::= {iso(1) org(3) dod(6) internet(1)}
internet OBJECT IDENTIFIER ::= {dod 1}

§m5U SNMP snfifoutandeonneld interet asnwisznauit 2-3 Tag
directory(1) Qﬂﬁﬁ%uﬂlﬁLﬂuﬁaULaﬂ@Tﬁammmvl,ﬂ‘*ﬂuamﬂm &1 mgmt(2) bElunns
LﬁuﬁauL'ﬂﬂ@T&n@]‘sgmﬁv’mmﬁﬁmmﬁuhsl Internet Engineering Task Force (IETF)
&1 experimental(3) M BSULAL BauLanNALUMINARDS private(d)  IHAUBaULANG
ﬁgmmmaa;jwamqﬂmtﬁu@ia:iw NwispiaswanniudnSauandnneld private(d)
enterprises(1) I@&lﬁ%”lﬂ%u@%‘a PSUMIB(99999) meld enterprises(1) %dﬁ%aﬁama
AGT1 intrustionMIB  Lazld1 OID  UBIBaULANGLYINAL 1.3.6.1.4.1.99999.2 GILAAI LY
mwisznaufl 2-5
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Root-Node

iso (1)

org (3)
|

dod (6)

internet (1)

e

directory(1) mgmt (2) experimental (3) private (4) security () snmpV2 (6)

mib-2 (1) enterprises (1)

|

PSUMIB (99999)

intrusionMIB (2)

nMwilsznay 2-5 Imdai*’]dﬁuvlmﬁal,ﬁm@wﬁamﬁ]ﬂﬁ intrusionMIB 1 MIB-II

2. Thgnnsol (Syntax)

Wunsiinuaeaziduasiaveideuiang lagls heinsalaesnis
ASN.1 (Miller, 1993) %ammmLLﬂaﬂ@;mﬁ@ﬁa;&amaaﬁamﬁm@ﬁﬂu 3 ngw fa Primitive
Type ?‘ilﬁﬂmﬁ@ﬁa;&aﬁugm léuA INTEGER, OCTET STRING, OBJECT IDENTIFIER
waz NULL mjwﬁaaa Ao Defined Type ﬁa%ﬁwﬁaga%sjﬁﬁ’mu@mﬂmﬁmﬁagmaw leun
NetworkAddress, IpAddress, Counter, Gauge, TimeTicks L8z Opaque LLa:ﬂﬁjuq@‘ﬁwﬁa
nga Contractor  Type & wiulflunsafifaduazasnsanmaldud SEQUENCE uaz
SEQUENCE OF quuaadmMuaziduasiiatoyavaidauiandls SMIvVT uaz SMiv2
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79N 2-1 mﬁ@ﬁagammﬁamaﬂ@ﬂu SMIv1 ez SMIv2

%ﬁ@iﬁga

a1aduNY

INTEGER

%@L WIBLANLINKIDAL WAZEINITONINABAAIVDIAILEY
SrwrmduIuga9le 1w INTEGER (0..255) wisldimuaunu
TAV84618Y (Enumerated) F9a=13l% 0 lunsunugavasdiigg
L% ifOperStatus INTEGER {

up (1)

down (2)

testing (3)
}

OCTET STRING

Husnodnuszvesdisnesfifauia 8 da wialranu 1 Octet
ﬁ”'al,l,@igmﬁﬁu"l,ﬂ Toafisnansnfmuesmaldnasuuy imu
OCTET STRING (SIZE 0..255)
OCTET STRING (SIZE 8)
OCTET STRING (SIZE 4 | 8)
OCTET STRING (SIZE 0..255 | 8)

OBJECT mmméhLaméﬂmmﬁug’mauﬁﬁ"uﬁa bl FaazlFunudiunils

IDENTIFIER ga9fautandlugiudaya MIB 193 1.36.1.21.1.6  AlFunu
dauLang sysLocation

NULL TFunuaning

NetworkAddress LﬂuéfaLﬁaﬂﬁl"ﬁ‘lumﬂmuuaﬂLmamaomiwﬂwﬂaaﬁﬁa%i
wannwany §MIuLavad TCP/P ﬁl%mnmamvlaﬂuaz“ﬁﬁmﬁa;&a
fa ipAddress

Gauge Wuaaudrwiw@uuinuwe 32 da %aﬁ]:ﬁ@hagszij 0-2%
(4.294.967,295)  lagfiswnsariunsaandle 1w erfildia
anuTlunsiuuazasdayaves interface

TimeTicks WuataudrwiwiGuuinuwe 32 da G'fiaazﬁma%iszmw 0-2%

(4,294,967,295) llumyiadianlunsieuas 17100 Juwdl wan

i'm‘hmumaanmﬁmmﬁiwuL%&Jﬁwmmauﬁdﬂﬁ]ﬁ;ﬁ'u
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79N 2-1 mﬁ@ﬁagamaaﬁauwﬂﬁu SMIv1 ez SMIV2 (6ia)

%ﬁwﬁa;&a f1aduny
Opaque lﬁmﬁ@ﬂ]’ayaﬁmaa ASN.1 gu13anwaLdu OCTET STRING
SEQUENCE 1l NI’ IR IARIALDIVDIANNTNI TIX LN TR

SEQUENCE {<type1><type2>,...,<typeN>}
39 type Ao whadayalungy Primitive type 174
ifEntry ::= SEQUENCE {

iflndex INTEGER
ifType INTEGER
ifSpeed  Gauge

ifSpecific OBJECT IDENTIFIER

SEQUENCE OF

}

I#lumssfrannss Fodhensoleod
SEQUENCE OF <entry>

39 entry @0 RE6 LU
ifTable := SEQUENCE OF ifEntry

DisplayString lfunu OCTET STRING é’m‘m%’uLLamﬂTa%mﬂs:mwﬁammﬁ;ﬁ%
sansaawdnlale

PhysAddress LALATRIUIZAL Media #38 Physical

MacAddress LanLa I8y MAC 284 IEEE 802 %aﬁmmmawﬁﬁ'u 6 Octets

Integer32 TNuazldoailonny INTEGER

Counter32 NuazldsaMilawny Counter

Unsigned32 ALaTIIWINANIREDIWIG 32 T4 sansausasan laasue
0 — 2% (4,294,967,295)

AutonomousType | @1 OID AlFgwsunstivue Subtree Tw MIB

RowPointer @1 oID Atfud i lusouanluansna

RowStatus TFunuaIan B INIENILALALLA LA

StorageType

lfgnsuinuasiauainiiiaanuinn Agent b
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MIMABALAZATLN ElIﬂix‘i aﬁ‘?ﬂa"uaaﬁamﬁ]ﬂﬁ%ﬂizﬂauﬁa Uﬁ'?%iﬁ"lﬂma%i

o

5 &% fa Textual Name, Syntax, Definition, Access Was Status ﬁGLLamﬁ’mﬂ’mifayja

289 ifNumber @3MNWLUTznNaLN 2-6

ifNumber OBJECT-TYPE
SYNTAX INTEGER
ACCESS read-only
STATUS mandatory
DESCRIPTION

"The number of network interfaces (regardless of their current
state) present on this system."

::={ interfaces 1}

% 1l a a v = 6
MwWUsenay 2-6 mamamsa'ﬁmmummagamaaaam%ﬂm ifNumber

(McCloghire and Rose, 1991)

- Textual name Lﬂummaaé”sé'ﬂmm%ﬁmm OBJECT DESCRIPTOR
=3 {& J £ £ s s s =3 s 1 dﬂl =) A
28980 ULINATIAUAUAILAIONHIAUEN Iad8e19%h Ao sysDescr  wazdlidruaas
OBJECT IDENTIFIER Wi iivaszyduniazasdauiand sysDescr

o A @ 3 A
- Syntax Lﬂ%ﬂ’]iﬂ’]‘ﬁ%@“ﬁ%@“ﬂE]\‘i“ﬂaaa“ﬂax‘]aaumﬂ(ﬁ SYSDeSCf' sﬁ\ﬂ,u

v
=

dnatatfa OCTET STRING

- Definition |Jusun lflunseTunsanuninewasdauiang sysDescr

& ' A o A S v 2 o = & &

- Access \ugunlslumatmuadntlunadifsdaysvesdovand o
1 3 3Uupy da druldatnudud (Read Only) d1uniaidunld (Read Write) uazlal
TN le (Not Accessible) 15w dautananduasns

- Status (Jumsiinuaaauzvaddoulang 398 3 @1 fa nImnuald
dautanandnludasdl (Mandatory) fMnualidavianaiazinde lifinla (Optional) waz

myfwuaindauiandignianld (Obsolete)
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3. NSLA13%d (Encoding)
nadsnatoyavasdeuianduuazliisnadhsRauny Basic Encoding
Rule lunisdsdayaluaunsznite Manager fiu Agent Tadsznaueis 3 &au fa Tag,

Length wae Value #3ai3anin TLV lagfl Tag acltlumsiwuadszinnvasudazsiia

]
v L '

Teyanazidnsva 1w slladoya OBJECT IDENTIFIER e Tag vy 00000110,

(0646) #udlad Length azlFlunmnuaninusninieswiuzas OCTET fagludiuvas

A '

Value I@&Jﬁmu@lﬁﬁm%ﬁﬂq@umlﬂu 0 &udn 7 JaNaea IMiruanINe1) A%
%‘ammml"ﬁﬁmu@m’mm’a*’naaﬁagagaq@ﬂﬁ 128 lud Lwiﬁﬁagaﬁﬂ’a’mmamﬂn’j’l
128 lud Tadrogadaniu 1 udldan 7 denrdarnuwasiwinluanlaluniiiinue

{ Y = 9 oo o ' A
mmmaﬁagmvlﬂ emLﬂuvluﬁﬁlmﬂﬁﬂu@]mmmwaa&a uazaInaINad Value azllu

s '

MIMARARIVDITOUN AIDEILTY ﬂﬁiLﬁﬁiﬁ/ﬁﬁﬁﬁaHﬂLLUU OBJECT IDENTIFIER <83

'
o v e A

kN
QU
A | = o a & o

yatn1nu 1.3.6.1 Tﬂfﬂglﬁg@iﬂm@ﬁqﬁ(ﬂiLwaﬂquqmn']ilfﬂ’]?ﬂﬁ f

98U13N4 internet ﬁl
(x * 40) + y Tagfi x @i %mmammaoé‘mqﬂamﬁqﬁ%ﬁa Fsluiiide 1 uaz y Aovaneiaw
maaé’aszqﬂaséﬁﬁaaa Fsluiiiae 3 aariuazlelusin Tag infiu 06, §auv89 Length
WU 3 OCTET  use@Iuaad Value winu 43 6 1 @smisdnsiadildasiidnes

Mwdsznaun 2-7

Tag Length Value

A A A
Y N N

00000110 | 00000011 | 00101011 | 00000110 | 00000001

6 3 43 6 1

mMwisznau 2-7 MadhIREue98auLaNg internet (FNTWUST, 2551)
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4. M99 HIAT04aBIDBULANG (Object Instance)
. & =2 o = = =
Object Instance HUITHNNLTIAILNUYBINITONDIANVBIDBLLING B9 b4
7 =S 1 % =3 b‘d‘ % o ‘ﬂ' =3 6 <
midiisandayauasdauiandfidainmaan Agent vhlasnisszyTavasdauianduazau

& <

@189@NUAN Object  Instance  VBIDAULINGUL LTU TNABINITEYAVBITOTZUY

%

(sysName) ﬁﬁ]:ﬁadizqﬁd OID uaz Instance la@adh

Iso org dod internet mgmt  mib-2 system  sysName Instance

1 3 6 1 2 1 1 5 0

%

é’af{mz"l,ﬁmLLﬂ‘ﬂum‘saaumuﬁagam 297232 UU Ao 1.3.6.1.2.1.1.5.0

v

A Ade & = o ' 2 1 aa P
%38 sysName.0 lunsdindautandnisluaedl Instance launninwitedn 3501381984
ﬁagaﬁ@‘mmuwaa Instance ﬁfummiﬂ51@50°ﬁa§a"lﬁmmﬁaga°ua\15auLﬁm (ﬁgﬂ
Anualwidudulandaiiig ImgmmﬁUa:L‘Smmmﬁamaﬂﬂu MIB LT @139

ipAddrTable 1% RFC1213 A8autane ipAdEntAddr LHuduwianduasansd

2.12 9w afinaas

Tutl .41 2005 Lee uazatuz (2005) ﬁnLauaizuumn%'umiqﬂ;ﬂLLuuﬁ'
idedvariais Misuse Detection U8z Anomaly Detection A lEFnITuaIraTunIynIn
lagiiaue Multi-step Multi-class Intrusion Detection System (MMIDS) I@]Ui:‘uuﬁl
wiauaitlalfinaiia SVM lunsusnszwitamemanidndwiansland uazld Fuzzy-Art

@

£ i i { [ d o Y =
Tailu Clustering Algorithm 1HazilunIamadumslan@niin vlitianumaiile
miusngduuumslandnladan e
lui) a.¢1. 2008 Bruno  uazAme (2008) lainiauani13ld DSNS  (Digital
Signature of Network Segment) fnsultiduiaIaslalunisasrasuanuiadndives
A 1 é L = v =3
wiadne  Daldlwilneea SNMP  lun1sdaiudayavzaddauiandlu MIB uazn
e o 6 (=3 6 1 a U a a o 6
ANNFNNUTURIBaLLANGLAAz@ laslt Dependency Graph lwnsaTunaanuRUWKS

3 6 A v o [ v A A & ea v o o
VBIDULINGATN 9 LWB&SWGI&IL@Q&’]%?ULL%GL@I@%LNQWH’NﬂaULﬁJﬂ@W]VL@Y]"Iﬂ’ﬁ@IT)ﬁ]"ﬂ‘LI

g; = a a A J 1 ‘ﬂl A v a s [ lﬂ. 1
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WWTIZ2UL9 Bruno sintauanuiidadinade szuulaisnnsadansnudSunm Tayanann
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cda & " o

A a 6 A a6 dw val 3 a 6
LAIRIANBUNA LmaimaLsﬁswL’;aiw@mmIﬂimeua ] ‘Yﬂl‘ﬁ&lﬂ’]’]&]i’)@Li')l%ﬂ'ﬁ')Lﬂi’]t%

U

Toyaniannuiadnd udiidaiFoagaisnil False Positive uaz False Negative g9 uazlu
Tiduariu Cup-Mei uaz Shandong (2009) WiauaszuuaTIATLMIYNInlasld MIB
Bauiand lunaifiuTiusandayaain SNMP Agent Lasald SVM vimsdianziaia
a a l 1 a 6 < e A o d' A a a
AaUnd lasutsdwmadianzieanidu 2 szauda szaun 1 lumaszyifianuiiadnd
a & & . o A & Aada X A o A &

adunialal uazluszauf 2 Wlunsrzydsziansaimslandniielu Sluszaui 2 wu
Y = .o = v & @ A A

6833 Support Vector Data Description (SVDD) Gmsl,mﬂu*’qmagaLwalﬂumﬁzq"ﬁm

maammﬂ;ﬂﬁ’m

2.13 mna?ﬂ
M oo ~a o A A o o o A w & X

luunilaiguangei nannis MNeaTasnuninITuaiei asonan
s ' Aa o gi gi % gﬁ d' 6 %
208199 IR T DINI LTIV INT LW S ﬂ’li@]i’Jﬁ]ﬁ]Uﬂ’]iHﬂ?ﬂI@Uﬂ’]ﬂ’fﬂ:wﬂ@]ﬂaa
SNMP 18z MIB SauLﬁm@ﬂumnﬁummwLLaﬁme:ﬁ‘*ﬁaga Tuunoaldazinaualn
1 a 6 s 6 o -5 -5 n:ll a J
FIUVDINTILATIER aaﬂu;uuLLazwmmeﬂwammulﬂumsm’maumiqm;ﬂ“nm@mu

UNIZUUADNNILA E]%LLE*]SLFI%E]‘I]’] ]



UNN 3
a 6 [ 6
MMINATEH sanuvvuazNwIaadaanssalnslna

3.1 UNUI

nnna liudrluwuna 1 dﬁiaga%%agamﬁmmﬁlu MIB ﬁﬁagjivlmﬁmwa

2
o a

1 o v Q/ { AI J a 1 e U
@ E]ﬂ’]i%’]lﬂl‘ﬁ@l?)%ﬁ]ﬂﬂ'ﬁl!ﬂ?ﬂﬁ PNNDBUBISUUABDUNILG ﬂ%LLRZLﬂ%E]‘IJ’] | @]G%%a El%d

Qa v

o @ Ao g o . & & o v & a & o
u’]LauaﬂlaHal“Nﬂﬁ]’]Lﬂu Gﬁﬁﬂxagluzﬂﬂlaﬂaaﬂlﬂﬂ@ LWﬂlTLﬂquiqﬂJL@aiﬁqﬂ§Uﬁ5’N

{ Q a =Y { =) J {
InslnsinaasrasuanuiaUndniiedulaslsInslnaas SNMP uwaz MIB 1iuiadadsie

luﬂﬁﬁuaua"ﬁayaﬁandn 1HadannIlwilnaas SNMP  waz MIB - 3n13banwating

6 v d'Fst

LWTRAN LRSI N IR T TuTat é’aﬁfmﬁamluuwﬁazﬂa'nﬁamﬁLmﬁzmagaﬂ o
[ 6 & [ a 6 dd‘ a J a 6
T 1839 Ins g d9lauianmsiascvnitlauaninelnluunizuunaunlaasLas
=} 1
ensal

I@mLﬁﬂ%ﬂ%ﬁhmmnﬁfm}zﬂﬁinﬁamﬁLmﬁzﬁqmﬁ'ﬂwmwadaaﬁm

]
= o v

ém%’ua%ﬂa‘[wsvlwaﬂ,ﬁaﬁﬂLauamﬁ@maﬁagaw LN INTING dannaztduniy
ATUNSTINITIIUWANITIANAURIZULABNNILADTLAZLATATY 91NHwaIzLTWN1396

a 1 g; a 1 =3 { AI a J
aunINITIUMIYNIN dennuuaziiuatuneneaziduavasngudouiandninaiiniu

LN ai‘fa%m%’umﬁLm"n:ﬁmii_qlm;ﬂ Iudauq@ﬁﬁ e n1 3300 LLmﬁﬂlumiﬁTﬁagamﬁ

>

PR % lauaazldaaaus1aUaIh
a ' > 6 o o [-7] '3
3.2 mi'aLﬂi’\zﬁqmanﬂmzmada\‘)ﬂn‘m’miua‘ﬂdfwﬂﬂa

AV o ' v A ' o o @ [ ' A A =)
’i]’]ﬂ“/]vL@]ﬂﬂ’TJLLﬂ’ﬂ%ﬁJ‘YWl 2 qmanmmzmmymaﬂwﬂﬂaammmﬂa N
ﬂ']’]&l"ﬁ']LW’]ZL"i]’]%NﬁU@GFTﬂi%%@Wﬂ']Elx'i’]% Lﬁﬂdﬁ]’mﬂmgﬂﬂmzLLﬂzﬂ’ﬁl"ﬁ/\ﬂuLﬂ%E]"lhEl"llﬂx‘]
' a & A ' & a ' [ & AL x> o a
LL@]NzﬁN’lﬁﬂI%aﬁﬂﬂiﬁiaﬁ%?El\‘]’]%%% NAULANANININY Y]d%?l%ﬂ%lﬂﬂﬂ'ﬁﬂﬂﬂﬂ'm&‘n%‘ﬂ
o a ¥ A o 1 1 =) 6 1 v Y A
1N wz]@mimmﬂ?jmu mammugﬂﬁmmawmUmumaaﬂm aawal%magama

a ¥ A a £ ' 6 & a ' .
ﬂsmmmﬂm’m‘nm@muslul,l,@azaaﬂnmum’nuLmn@mﬂu

29



30

[
[ %

Iumw‘hmﬁ%'ﬂmoﬁ :’3"% Eli@ﬂ“ﬁlﬂ%ﬂ“ﬂ"l BNTAN®IVEINIATITIINGINT

a 6 a o a 6 A 1R AR A o A
ABUNILADT URIINYINURIVITUATUNT ’JYIU’WL“I](?’M’]@IWZ]J”LﬂuﬂimﬂﬂH’W moﬁ%mlﬂu

v
£ [ [

IR son Ul InT IWdnularans 2 123y Aa Qmé’nmmzmiﬁﬁgsmsmm

VUL LASANE NI ITINWATaL LI FU TN 1411281975

1. @mé’nﬂmwawﬁwmu

MAITIINYINIIADUNILG agflgl’ﬂ‘]:}m3ﬂ’ﬁﬁ"lﬁqiﬂ‘§‘iuL%a\‘]ﬂ’ﬁl,%ﬂuﬂ'ﬁﬁau

v
9 >

a a o g a =< 3 = = [ & =
ﬂGSZQUUiG‘.}ny@IiLLaziz@]UUMWI@Iﬂﬂiﬂl”‘l I@ﬂLL@ﬂzﬂﬂﬂiﬂﬂH"lLLUGLﬂu 2 NNON1IANTN

o oA =2 P a & |A a K2 A 2 A
NAN ANIANIIANBIN 1 LS&JGIGLL@IL@E]%&IQ%’]Eluﬂol,ﬂau@lmﬂ&l LRZNIANIIANIN 2

1 A = A = o A = s = v v |
ICHINN L@]E]%@;ﬂ’]ﬂ&m\‘ll,@]au&l%’]ﬂll ‘YNua’lﬁ]ﬁlzwﬂﬁiﬁ](ﬂﬂ'ﬁ'ﬂﬂH”]sl,%ﬂ’]ﬂf]%ﬁauﬂ’]\ﬂ%ﬂ’]dﬂ

= ' A P 2 A o a A a 2
NIANEI (FERINLABUNUIANDILADUNE HN1AN) LL@]’%’]%’J%’J”E’]‘Y]Lﬂ@]ﬁﬂuluﬂ’]ﬂﬂ’ﬁﬂﬂ‘]ﬂ"]

@
9

gafauddlininin lunsdans@nsmaniu ansaznsdeunsreuiiniwuunns]
a v a { =) 1 Qs ¥
wazUid lasdneszdsaimndasean (lullmsfinwn 2554) @it fa
o = A
WHWNNIREULTZIN AN TANIIN 1

PN = P
ANTNN 3-1 LNUNITRAUNIANITIANIN 1

2

YSneasuiln 2

dszinnim I nou | UJua
Structure Programming v v
Computer Logic and Architecture v -

A1uRen Knowledge Management System v v

PSygreIzuin 3

Data Structures

Data Communication and Networking

A719AL Information System Analysis and Design

ANERNERNERN
ANERNERNERN

Principles of Database System

o

Tnnsdnmn 2554 ulnsAnsngiaaninisifiudeyanisldanueiadneaesnaianainispenianas

iatnun M lunnsaFalnstng



A =2 A .
ANTWNN 3-1 LNUNITRIUNIANITANTIN 1 (@a)

31

UFnneruilhn 3 (da)

ATLIAL Mathematics for Computer Science I v -

Graphics Design and Applied Arts v v
i8en Logic Programming and Prolog v v
Management Techniques v v
Digital Image Processing v v
USynnesTuili 4
sz I noug | UJua

o5 R PYSLaTY] Project in Computer Science | - v
Seminar in Computer Science - v
Internet Technology and Applications v v
Database Application Management v v

T8N Compiler Construction v
Network Security v v
Job Training in Computer - -
Special Topic in Computer Science (Software v v
Testing)

LLN%ﬂ’]iﬁauﬂﬂﬂﬂ’]‘iﬁﬂﬂﬂﬁ 2
@]’]5’]\‘1“7; 3-2 LLN%ﬂ’]iﬁauﬂ’]ﬂﬂ’liﬁﬂ‘]ﬂ"]ﬁ 2
USynnesaudi 1
sz patiehig noug | UJua

TN Fundamentals of Computer Science v v
Basic Computer Laboratory v v
Fundamental of Digital Systems and Data v -

Communication




A =2 A .
ANTWNN 3-2 LHUNITRIUNIANITIANTN 2 (@a)

32

Y3z nnI T

N )

£9)
=
)]

Introduction To Object-Oriented Programming

AN

Algorithmic Process and Programming

AN

Computer Organization

Mathematics for Computer Science |

Extracurriculum |

a A
ATILRDN

Web Programming Techniques

AN

Business Data Processing and Programming

ANERNER NERNERNERN

<

UFnneruiln 3

A9

Integrated Laboratory

Microprocessors and Interfacing

Operating System

Software Engineering

File Organization and Management

a A
ITIURDN

Computer Network System

Simulation

Database Application Management

AT NI NER N NER BN

Artificial Intelligence |

AN IR NER NER N NERNEANEAN

v

USanessuilhn 4

AT19aL

Project in Computer Science |l

AN

Seminar in Computer Science

a A
ITIURDN

Introduction to Computer Graphics

Introduction to Cryptography

Professional Training

SPCS(Problem Solving with Visual Programming)

AN IR NERN




33

P = A
ANTWNN 3-2 LHUNITRIUNIANITIANTN 2 ((ﬂa)

]
a a

Tm“nL?J@aauiﬁmﬂ%mmé'ﬂgmﬁu

FT1UTNATRIRSURNANEN | Computers and Applications v |V
a a P . ‘/ ‘/
INNAaWsaw g I1L38 %N | Computer and Programming
nAIT
ai o @ <K ai ¥ <K a a a 6
AN 3-3 ﬁi;ﬂ'%’]%’)%%ﬂﬂﬂ‘]:}’mL“Il']?lﬂfl&"ll%ﬂ’]ﬂ')"ﬁ"l’)ﬂEl’m’ﬁﬂalJW’JL@lai
A =S o
Unsfnw 2554 IIUIU (A)
qﬂmm 24
v <K a A a
wnans (Usgana3) nadm 206
v X a a
unfnw (USanln) medm 16
%ﬂﬂﬂﬁ:ﬂﬂ’]ﬂ’)"ﬁ’]/ﬂmzauﬂ NRILIYWITN Computers  and 564
Applications

INAITN 3-1 Uaz 3-2 wwrnlainingdmntasgaw 70%  1uio
dsztandfuany deazdasiinisldiuniatnonaufaad ﬂszﬂauﬁ'm‘hmupﬁ%mu

= [ Aa ¢:§ o g: dq‘ 1 1 a ¥ A 1
LA30T8AAITT ¥ TITATBNIREIRITFINAGaUTU T E’Jﬂalumiﬂ“ﬂ’]ﬂ

= ¥ - 1

2. anBAEMIITNNIATaNY

L3 v 1 a a a J T

snsazn1sldnueiadnszasniainineinisneafiaiaeituag iy
! =) a A a a P = 1 &
7991381M13AN B wazArilageulunade a1uwa19n 3-1 uar 3-2 Fsuyadu 2

= ' v A ¥ = ' A ' o A

mMamsfne gRa iU mmsldoute3adnsiianuuandsnuauszozaainiaie
wazdanianis@nuiaay szpziianainaltssauljiunisanuwilsednl 2554 §

[

a &
IUNZLDUANIU



34

MATuun 1 1e91nsAnE 2554

- ANl awTURLATINN-DaW LWREWAIT TN YwN 7 Qumﬁuﬁf- 20 WA 2554

- YWIN TSI

Qs =1 =
- ARRINs RSN
- ’E‘uvl,wffﬂg
- IRROUNAIAA

el 6 a
- U 0.9, 3TN
- TuRaU A

o A =
- MYan1an1IEnsn

MATEuN 2 1a91lnNsAnEN 2554

) a a a A a a
AURINLLTYULIIYY LNN-DW LURIWITITOU

AW TWEI LI

% s =}
IRINTL T WITLURNE
IURDUNAINA

Jusauls

€

a =S
IUaN1an13FNEN
WRINERUL T WLITNIWIA N TUU ST W
YrAngasLsttznelng asen 39

(ldfinmaSounsaan)

MANQIa%

A a A
ANzt D TUULAZLAN-D A%
Q v g; A
WL TULTEIU
s a a
TnaINzIU eI WY
Jusaula

o A

ulanansans

'
a a

TN 6 Vw8 2554

q

a

Suft 6-12 Ununaw 2554

Sufl 16 Anuen 2554

30 NINGAN — 7 FIWAN 2554
§Uai7 3 va9Leausinna 2554
Fufl 3-14 qanaw 2554

Tudt 15 qaAN 2554

Suft 5 fiuenamn - 30 ANAN 2554
Fufl 25 ANAY

Sui 25 AAAN — 1 WOAINLU 2554
Fufl 19 — 29 Ay 2554

Fufi 20 NUAWUS - 2 Tunan 2554

o A a
1N 3 Yu1ad

’E‘uﬁ' 26 LYW — 8 WO NIAN 2555

Sufl 30 wnTaw — 27 Surew 2555
Sufl 26 Swiaw 2555

Fuft 26 furnn — 1 Wwenaw

Sufl 14 — 18 womunA 2555

Sufl 21 womnA 2555



35

P ¥ = ' a 6 a J =) o K A
LuaamﬂgﬂmmmiamUﬂauwamasmaammm Y muimymunﬁnmn
amnﬁsm’m%’maamﬂ%m Y LLﬂzﬂﬂiLﬁﬁiﬁdﬁuLﬂ%a"lhUflﬂ’]’?llLL@lﬂ@hdﬁ’ulu?j"NL’Jﬂ"l

99 vodudaziuudazidian sanaliansuztayalundaziutazudazifouiuuaned anu

13

a8l ‘lumﬂﬁuiagaﬂ%m mmﬂ"ﬁmum%a"mslL'ﬁaﬁnmLﬂuﬁagaﬁmﬁmmmﬂﬂamaa

= 1 g: v o =3 = Q dl 1 = U v dl v Y dl o U
iTatuu devdnflafistadpdestrsnanvesnafivteyadin ialddayafithanly
AT UAILNUWAG NI ATz RaNNUNG Lo é’aﬁuﬁ%’v%ﬂﬁ°mu@3ﬂLLquWﬂW§

=

a a a 6 & 3 o ' =3 A 6
PYIN1AITIINLINTABNNUADITLT U 3 E‘]JLL‘LIU@YJﬂﬂu@']ll“li')d"lladL’Ja’W]Lﬂ‘Ll M Iwﬂvxla

a o

[ o [ A = ' d‘y
8% NUFUAA LazIuLaat I@]Eli’]UQZLEIU@mﬂdLL@ﬂzEﬂLLU‘U&I@N%

=3 v

1. IW?VLW 83787% Lﬂ‘]J‘IJE]Nﬂﬂ'W{L"ﬁ/\‘i’]%Lﬂ%E]?h puasnInITINaaI 9 Tdn

U

A

6 [ [ > 6 R > a 6 { v & s 1 [ 6’: > dl'
TS WS 8 R T I UNS DI UL LN LTI AN WU DILARZIWNG 7 I 11D 9917
AU AZINAI YSurmwnsitaruaIadne (ﬁ‘hmu;jwﬁﬁsl%mut,ﬂ%aﬂw) YRITWAUNT
1 A L = v A 1 Q L =1 Qs ‘ﬂ. v
VL;Jmuauﬂuﬂimmmﬂmwmmamﬂlmuaamsmmuwﬁ 489 L11991NA1TIINT LT
ﬁaaﬂﬁﬁ'ﬁmimaaLwiazi'uvl,&imﬁauﬁ'u
2. Invlwdnasan Lﬁuﬁaa&amﬂ‘*ﬁmul,ﬂ%ammjaamﬂ%’uﬁaa%ﬂd
> g; 1 @ { & > { { v Qs 1
LTINS WO RUASA asuaaUa1riNrikfIganwn 52 vastiNa M uaunuuadnaa:
e I@ﬂﬁaugagmdﬁ U'%uwmifas&aﬁLﬁ@mﬂmﬂ"ﬁmﬂuﬁﬂmﬁﬁ Wk, s uiludas
WRauAUFUAAN Wk, 189D vinninuali Wk, Wk, ... Wks, bt 52 §ansi (1 1)
3. InslWanuidan Lﬁuiagamﬂ*’ﬁmw,ﬂ%aﬂwmlaamﬂ%%ﬁaa‘?’mlﬂu
& A & LA ~ A [ A v & [ ' A
Ty lnasudan asudtdawinItaufifawntuwinny i ltiduaIunuuasudazifa
o a a o o o < A a o A \ \ A
Imlmuwgmmmﬂuﬂwa 1 uaz 2 nudadSuImn Tl TIwiaTat s luudaazifan

LANENIN 1)

3.3 afiadoyalnsina

lunsasaduanaiadn@lugiiuy Anomaly Detection #is tndiiludas

& A o A o a @ & A @ @
“ni’]‘LlLﬁ@;ﬂ’]iﬂ)ﬁﬁiﬂ"ﬂQHEWIFL“IJLLVI‘LL@TJ’]Nﬂﬂ@]“ﬂa\‘m’ﬁl"ﬁ\‘l’mﬁiaLﬂi@“ﬂ’mv[,’maml,a’ﬂﬂﬂﬂ’ﬁ

Y e A

3 = ¥ A a J Py v = = o 6 A ¥
Ny u‘nﬂmﬂm’mwm@*’nmwavl’aLﬂmumwﬂum@]mimmamﬂmmluﬁﬁ]ﬁguu Bi]

Qs & G’J [

@ P & C AN v ~ . o ) A a
Taﬂaﬂ @Lﬂuuu&lvl@]ﬁa’]ﬂ%aqﬂﬂdu °l|1/|>a%Jn@]fpjiﬁﬁ(imuﬂ’]il%@'ﬁ']ﬁ]ﬁ]ﬂﬂ?’]u“@ﬂﬂ@



36

a o

Tuauia bk

a

U"L@TLﬁufa%Jamﬂ%mum%am olagltinsinaaa SNMP

ez MIB Lflum'%aaﬁalumsaaumwLLazﬁ'@LﬁmTa%mﬁaﬂdn Fanalwilnaaa SNMP Lz

o o

MIB 14 dn9nLTuiaTa9danlFa1nIUaan1sUSHIILATaNaNEzaIN ez NI T TINwi il

£)9 SANTUTa iagaﬁ]'m MIB 7 :%'le,@ﬁﬁanﬁmﬂﬂumuﬁm‘?agaa%’aﬁﬁaia;&a

v 1

= & . A A o & & A a & PN o
aULANG ifiInOctets  TINADINWIBLANLNANLUININIBDWLADILWFNLINYINNITROLUDIWY

D

A o ~ '

v . A = a { °

Toya uaz ifoutOctets  TadaduIuLANIAANH UBENEULABTINFNLTIININTREUNY
Toyn Sedaviandinaniidudaviandanagiuniiedlu MIB (Standard MIB) uaziu
SaULINENIZULIANNILAIBLNE (Network Management System) ain b ln139@NTLIANS

Ry Rl mezﬁ]:ﬁﬂﬁlﬂumwmwﬂ’%mmﬁagamaamﬂ%mumaam%aﬂiwvlﬁasm%‘mw

a 6 ~ L% A6 Yo o %
3.4 ﬂﬂi')tﬂ?’lzﬁﬂ'l‘i‘[%&lmua$°llaﬂaﬂsl%ﬁﬁﬁiﬂ(ﬂi?%%'ﬂﬂ'ﬁl‘!ﬂ‘gﬂ

Iummnm‘fﬂmmﬁ@ﬂﬂm@ﬂl%"ﬂ’aya%%aﬁamaﬂﬁlu MIB %@ a
_ ) g . \ o - ada &
ifinOctets LAY IfOutOctets 11 T LIAIAWRINITNNINNTATIVILANVAAUNGNLAAT WL

MWTINLYINTH INTIZL9NAN RN NY D INIFDIBaULANABWL T WAITN BT IBLANLAAN

| ¥ a

puLd-aanduwaasin s it lagiunn Lwﬂ“ﬁﬁmaﬁagﬂﬁdnﬂm anaThalansa

U

]
a o

suupuladldldaunnszysilaniegduuuvasmianszinmldifeanuiiadndle
foudacdunsdoutandlu MIB nasguimansasih Wl ddmiusygduuunnuiaundle
14 iplnReceives 31%7% IP Datagram fidnanluta3asng wSa tepinSegs $1147% TCP
Segment firknwananlweSatne uew  wanssliiisswedan1sasrasunslandng

- & o
LW&J?J']ﬂ“U%FL%ﬁ’i]i!U%

= o ada & P & A, & A
ﬂ\jLLNﬂ']iI"ﬂﬂJ@]V]Lﬂ@"ﬂuuui:ﬁu‘ﬂﬂaNWﬁL@]aiLLﬂzLﬂia"ﬂqUuu"ﬂzuvia']ﬂvia']ﬂ

v A

E‘ﬂ WUU wenasaianduwndssianiney anqmé’nwm:maamﬂwﬁ Lﬁdﬁﬁ%qﬂ y

v A v ' v o ' i & & a '
»NII El‘ﬂa’]UY]’]%VLGWI’]T’]’WLL‘]J\‘iﬂﬁzLﬂ“(]fﬁiiﬁ]&laﬁLﬂ@]"ll%ll%ﬁz‘]J‘]JﬂﬂlJW’)L@]agLLQZLﬂ%aT’]U

1 m%@lﬁaglugﬂLLUUﬁL’%Uﬂd’]mgﬂm%m Taafiilvran m’l,umi%‘m‘i’ul,um;miaul,l,az

Juuuyy aam‘sqngnlﬁa g’luﬂ@;wmmé’uﬁuﬂa SN

@ K

v R a A A o a s a
ek U‘ﬂdi@ﬂﬂﬁ’]ﬂi{:ﬂi&l')ﬁﬂuﬂm F;I’]ﬂiJﬂ’ﬁIﬁ]&l@]LL@&ﬂ’WS@ITJ’%%Uﬂ'ﬁIﬁ]N@I

U

'
a a

& o
(Specht and Lee, 2003);(Qayyum et al., 2005) (Igure and Williams, 2008) Analuluade



37

NWEL%L‘I“J%LL%'JVI'NSL%ﬂ'ﬁﬁﬂHW Lﬂam"ljﬁ@ﬁagaﬁa:ﬁwﬂ%&%m%’umw%’umﬁm‘gﬂ Wl

a

3
Py a 3 A o 1 ' v = v
Luaommju@mauam’lmuu’muaz%a’m%mmLanLwa;ﬂu MIB AU cu') Uﬁ]dvl,@]

U

ﬁnLauaiagammﬁfﬂﬁaglugﬂmeaaﬁamﬁmﬁ uaztAuLdwdauland lrauas MIB-II

dl ¥ 1 ] L4 ca' a a v v ;ﬂl A A [l a cg/
LW al‘ﬁa&‘(ﬂ'}ﬂ(ﬂﬂﬂ?i%’]vLﬂI%G’I%LLﬂzLWZJL@]&I"U%@"ll@&]ﬂvl,@]LlJﬂ&lﬂ']‘iI’i]&l@]l%ﬁJ ] tNAV

U

=2 = & ° o o { A o [y )
smmgmauLﬁ]ﬂ@irmmﬁﬁ]xmvlﬂslmh:ﬂaunmﬁaLﬂumimL@aﬂuIWivaﬁm‘muM

@m%%’ummngﬂﬁammﬁ@ﬂﬂ@luizuumw%’ummngﬂ@i a

]
a o

Paulauskas W@z Garsva (2006) balendszianuasnmslandniianuszuy

a 6 = 1 AL o ad a £ Al 1 a 14
ABNNILABDILLRSLATIDDN U‘ﬁd"ﬂ’]LL%ﬂﬂiZLﬂﬂﬂTﬂ‘ﬂ&l(ﬂ’ﬂ Lﬂ@]“ll%I@il&JW%ﬁ’]%a HUBNIIILAINEN

o8 U

A o adve o o o o A
LWE]ﬁnLLuﬂﬂ’]iIﬁ]N@]ﬂE'ﬂﬂa’]N’]iﬂﬁ]’]LLuﬂvL@“a’]Uﬂqmaﬂjﬂ'mz AQININYIznaun 3-1

Network Type

Effect Type Internet Service

OS Type OSI Model Level

Attack Classification

Objective Impact Type

awdsznaun 3-1 mif{hLLuﬂﬂi:mwmﬂﬁmamu@mé’nwm:@iw6]

(Paulauskas and Garsva, 2006)

= ] = a o ] dq‘
I@]smﬂazl,aﬂmlaaLLma:qmaﬂum:mom"Lﬂu
1. Network Type: LJunissuunnislandeudrunisnsasiavas
A 1 [ a A 1 [ uAa A (%3 Qs s 1
\W38208 L% NNTlaNGLASeY BUWUD Local  System  LTW MITANTANIUITARHIU
(Password Sniffing) (Armstrong, 1996) wIaUaaunauLay MAC (MAC Address

Spoofing) (Sasu, 2010) tJua%



38

- M3laNALAIaT8uwLY Global Network las3tnnsvinle Routing Table
o a A g ) 1 & ¥ a A [l .
MuAanana risandusadlnivasinsinees tJudu landiaTading Wireless Network
L% WEP Cracking (Lai et al., 2008) en) Sybil Attack (Zhang et al., 2005)

2. Internet Service: \unsfuunmslandanuniniadne g nildnues
vudwnasifia 13w HTTP Injection, HTTP Session Hijack, FTP Bounce %38 DNS Flood
(Cheng wazatue, 2010) LHuan

I o ‘é U 1
3. 0SI Model Level: tHunssuunnislan@ay 0SI Model a4laun
3.1 Physical Layer azifzifasnunisssdayaluszauie
o A { 2 % ' { a & . [ '
ludsranlslunisdsdaya dragranslandiiialiuun Physical Layer  launA
Eavesdropping (Lin et al., 2007) Aan13niglandsansndhfsndusyyrmniinsiess
> dl o Q v dl 1 dl Qs v A .
iu ariminaaiadeyafiasluluedusyyiald wia Jammer Attack (Salim, 2011)
JumsaauiniianiuSunmunnuuuainuwaIate 15ane (Wireless Network) tival#
A o . ' v q o A v & v
\esImIunIw (Noise) wag bimansadnldnweiotnela 1Hudn
3.2 Data Link Layer ﬁ]:%'ll“ﬁa%mmﬁ]’m Physical Layer il

v

ﬂa"lﬂslum‘semaaaummﬁ@wm@mawaua LL@iﬁx‘]LL&T"ﬂzﬁﬂavlﬂluﬂ’]i@i’lﬁ]ﬁaﬂﬂ’ﬂil

U

& @ A

a 1 1 v v { a ; g; ¥ [l 1 v
N@]Wﬂ’]@]LLE\]Z@]’J‘]JG!&JT]’]??NN’]%‘IJGQ;JJNLLN’J ﬂﬂﬂﬂJﬂ’ﬁIﬁlﬂJaﬁLﬂ@T%U%%uﬁ LT I%LQ%E]?I’]EIVH

né/d A

sumIlandniialuda Virtual Jamming  Attack 802.11 (Salim, 2011) Aaglan@azds
= = Aa ) = = A o & o a A
wAnLAaflinsgaudniia RST/CTS wiatayatduiruinuinfadanwinaiidiuim
~ =3 a tg’ A 1 o o vV Aa U A ~ =3
uAnifaiialuuwazatisswminnuaziiiianmsurastayaniaunniia RTS/CTS
3.3 Network Layer Lﬂumsdaﬁagamnﬁumﬂﬂﬁa
) A o ] ad a £ [y A o '
Umsnedhaaiatnonu Samsladniieluazendolnslnaaafivihnuaguu Network
Layer T4 Ping of Death, Ping Flood %38 Tribe Flood (Keshariya and Foukia, 2010)
« o A AV o a A o oA 1A = & a &£ A o
Hudu Sewan laanmslandwmans azvihldidsunauinifaiiesuuiasadnadiwin
0 ganabitasaaiinuisldzsunsaldusnnslénseatarinldniwensvesiaIes
hrangnuaas
3.4 Transport Layer 32¥iin3sds0ayaannduniy (Source)

o . . ¥ v = o~ A @ '
lufadarena (Destination) T ldatigndas GsaziuRazaulunslunsdsdayaszning



39

@ @ { a & &
IW?L%&TQG@]%VH\N]UIW?LT@Taﬂﬂa’]ﬂ‘ﬂ’]ﬂ ﬂ’]‘ﬂﬁ]wg‘lﬁmﬂ"ﬂuuu TranSport Layer whb

mumﬂazmﬁm‘*ﬁaa‘[wjmaﬂwﬂﬂﬂaaﬁﬁ’muag’uui’uﬁ Ao TCP uaz UDP
3.5 Session Layer LIulalgasninmsainaloasnizning
a A 9 o ~ A o A a o ' = a o o
La3ad LwaluQﬁl"ﬁmmmm:maﬂmnumsaaau6] & 1B nsRanduidldnn

= ' &< = o
AT095 82 Ina LAz AYI LTlwe

3.6 Presentation Layer Lflul,awa%ﬁmauﬂmgﬂuuu%ga
LLa:LLﬂJamagmwamﬂmmmamﬂayumagauue] lugmmummﬂu L% NVTLTLAS
naawiateys nabudadaya udn

3.7 Application Layer ‘Jusiuivinldeildanunsanazls

L]
a ' Aa ' A ' o A ad a &£ & °
NBURZUINTA 9 ﬂuaglmwmmamﬂ@ FanslananiAarunwazinlwldsunya

. . a o a { v v & a al v v
Uszgnd (Application) wiaiGinaiinauianaa iwaldilandldundaanslunadnls
=} =} [
NUTTULURIaLATaTNe
4. Impact Type: lagaziuunmslandiduuuy Passive waz Active laaf
a . t;l’ 1 o v Aa t:ll L% 1 1 s ]
milanfuuy Passive #azlilifamaasuudasasdoyaudoindanisniady igu
Sniffer, Wiretap (Communication Security Inc, 2011) L8 Eavesdropping (Lin et al.,
2007) lwamzAimilanduny Active  iunslan@nvhldifansdasuudasvesdoya
s U [ s a 6 & A A A 1
0072990 16 1n 3w nuauduiaasifia wia mslandriunelnsinaeaiaiadng
L% UDP Attack, ICMP Attack (Goto and Kojima, 2005) L uein
5. Objective: Jun1slandnsuunauitnunswesnsland wu tivald
U té a al L% v tﬂl v [l o v ‘ﬂl v ™
laandsdnslumsdldnuszuy Waldszuulaismunsarinuld (Dos) wWweldniwens
A & v
va9insaaihninenuass 1w
6.0S Type : tHumslaw@ndruuneudszinnuasszuudfianis
dl' a Aa wa a A v [ ] a [ A 1 B
iasandszunlfianmswanssiianlfnuiuegunszuunauiiaeiuaziaiatie i
. . . v d 1 a wa gs = v v 1 )
9210% Windows, Linux %38 Solaris tHudu Siuedszszuuljianiswunaiwuaiuaiites
Inindlavdsansaldliifadselonilunslan@ld
| o a d' a J
7. Effect Type: (Junsituunmslandanudszinnaesnansznuiiiadin
a ' a ) = o &
nnMlaNG 1w Mslandlszian IP Fragment Flood (Ziemba, 1995) @4ty luwian

AIRILANLAG 1P lasvinnisudsuiniAaduwswiaianuazgdtlgaaIasinunale



40

USuramnuinagnsTiaisavinlviasaaivunaia Buffer Overflow %3an13ld TCP Scan
(Gadge and Patil, 2008) Lﬁﬂﬁﬁﬂ’]i%’]Wﬂ%@ﬁLﬂ%ﬂdLﬂ"m&l']m‘ﬂﬂl"ﬁag WWalddwsuidn

af agaslumﬂﬁmﬁ@ia"lﬂ Rt

910NN ﬁ%ﬂvl,ﬁﬁﬂmsﬁﬂmmwmﬂ mmmﬁuauaﬂi:mwﬂq’wmi
lan@undnlddn 2 ngu fia Source  of Attack  Waz Exploited  Vulnerability 619

mMwisznaun 3-2 lasdnuazidoaadis

Network Type

Effect Type Internet Service

OS Type OSI Model Level

Attack Classification

Objective Impact Type

Source of Attack Exploited Vulnerability

= ' ad a & % '
Awisznauhn 3-2 ﬂizLﬂ‘ﬂﬂEﬂﬂJﬂ’ﬁI’ﬂﬁJ@]‘ﬂLW%J‘IJ%@]’]%JﬂmaﬂH'mz@"ﬂﬂ‘5]

Exploited Vulnerability: (Junmysuunnislanailddsslomiangas
Tnid99 lag33n1s Brute Force Attack (Mirkovic, 2004) Gsgnansnuan’endu
Filterable Attack 8z Non-Filterable Attack I@mﬁ Filterable Attack 3zvinn1iUasa
wasuiniia wialduinifaseldduadoninunodeldaiasivuneniing

%

ﬁﬂLﬁumiﬁvl,&iﬁﬁmy (Non-Critical Services) &3% Non-Filterable Attack LHunsld
Uselpmianuiniianviminfifasueusns (Request) lusaa3asilwusnmilagaes
sefnTosnaluiwmnunnlUgaesesflwusns ihw HTTP Request Flood N13&3
HTTP Request d1wuanlUes Web Server %38 DNS Flood til1nn5&9 DNS
Request $19131n 1453 Name Server  wananiigsiimslavafiandodszlomiann
Twslnaaaing 1w TCP SYN Attack, CGl Request Attack uaz Authentication

Server Attack (Noureldien, 2011)



41

Source of Attack: unasAunasn13landiniludnmme One-to-One
Jumslandfananiaiasnitslusaeisadmanenits Many-to-One tHunslandn
fnslandananwansunsadialandludsadoanimansifoni uaz One-to-Many
Humslandndunannunaslandidorinnslandlusomansdimane

s

ﬁ]’lﬂﬂ’]?{]”lLLuﬂﬂm&/ﬂ‘lﬂ'mzﬂl E]\‘iﬂ’lii'ﬂlla{l/’]\‘iﬁu :’QJ ﬂﬁmﬁ@ﬁ’]mgmﬁmu

oA

laslduuriavas Simon (Simon, 2005) wufanidaraunaisulaslfuuwifavainig
uLialduid (Dimension) & mivaynsuimuildimualiinisdaniuiany 4 46 ldun
First Dimension, Second Dimension, Third Dimension W8z Forth Dimension LARZNG
a o &
NURLDIAAIT
- First Dimension: L‘ﬂumsfﬁ'@majumsqngnmmﬁ@maamsqngﬂ
dradnangumayninlufiaildun 1aix wueuduinafifia lusunsulnydu dywninisdu
L 6 a Y A a A 1 a 04 1 a
yasuWiWas nsufiasnisliuinas nslawdiia3adng nislandsianin nslandnig
MUAIW miﬂwwﬁaga Ve 1
. . & a & gy A '
- Second Dimension: \IumiaBunsfaihwansveaInTynIn Teuus
& o o ) & & o ¢ &2 a a o &
aantiln 2 5201 oA S2AUTTALIT LazITAUTANGINT TINTUas DAt
(¥ 4 '3
1. ihwangszauasanls
& Qs 1 s 6 A [
Lﬂumsqngﬂlmz@mnwmw LT mﬂamqﬂmmmsamy
A & A ¢ A o o Ao = v &
maqﬂmmmﬂluﬂauwamamwammwagawuum% BIpTGH)
' I's I3
2. whuaigszausandnls
Lﬂmmﬁmii_qm;ﬂsl,mzﬁumawﬁLLﬁLu_ioaaﬂL‘ﬂuﬁhufjaﬂ leun
mIyninszuudianis wWIaldsunyutdswiies LLazmii_qlﬂgﬂN'miﬂﬂmimhzﬂqﬂ@?ﬁ'i?a
Muldiimaynindwadanvaslnilnaaaaiatiodae
- Third Dimension: LJuduvaIn13aTUN8adauvaITzUY 1H8997N
' A wen = o ad a o ' 2 aa
Iadeuvedszuuljianiwilae o qﬂ;ﬂmmmmaﬁmﬂaumzuuvl,@mﬂmmumﬁms
e g; { 1 U o 1 1 'a J v o a
mumﬁamnwu«’g@aaulmwmmaamvm@ﬂqwaoﬁ;@aauﬁl,nmulwmwu NIV

a 1 a dw A a A dn:ll | 1 n:l. a J ¥
mmmmmaaumaaa%mmﬁ’mu URDILWINAND 1uﬂsmmﬂu<~g@aaumﬂUm@mumum

I#lfrzuunn3é19899mgauain Common Vulnerabiliies and Exposures (CVE) Tatiunns



42

a a A ) a & A P a &
i'ﬂUi’JNLLﬂzLiﬁ‘ULiU\jiqU‘?jama\‘]"gﬂaaul%izuu@QNW’JL@]aiLLazLﬂiaT’]UﬂLﬂULﬂ@“ﬂuI@ﬁ
a @ " Y I U { =) J ] va U Qo 1 a
U Mitre (1999) °l|a\3LL@]ﬂ']Lﬂu?@aauﬁLﬂ@mul%ml%uﬂ’]uﬁ‘]‘@aau@ﬂﬂﬂ’]’]@n&]LLuﬂﬂ@

a o I 1 é v 1
284 Howard (1997) ﬁaum&la\‘iﬁﬂﬁﬂEl‘]J"llﬂdﬂ’]‘iﬁ]’]LL%ﬂﬂ’]‘i‘quﬂ‘gﬂLﬂu 5 /% GﬁGvL@]LLﬂ

= % A
1. Attack 114N ﬂﬂdiz@umaﬁqﬂﬂaﬂw mmuqﬂ;mwu

'
v

= A A de A
2. Tools %N’]UnﬂLﬂiaﬂwawﬁd ﬂiﬂLaaﬂldﬁ

3 9

3. Access %mmﬁaﬁaamm’%amdauﬁg nsntRanlTlunITdNasE UL

q 9 9 U

4. Result %3 mﬁaNaé'wﬁﬁﬁ]zl,ﬁmmﬁamsqﬂgnﬂi:aumméw 159

5. Objective %N Uﬁd whwang adﬂ'ﬁl!ﬂ?;ﬂit‘]_l‘ﬂ

- Forth Dimension: Lﬁﬂdﬁﬁﬂﬂ’?i‘]{ﬂﬁ;ﬂitﬂﬂﬂ’]ﬁ]ﬁ]tﬁ&l’]ﬂﬂ’h%ﬁd"ﬁﬂdﬂ’]d

2
=

ms%‘@%mm%yﬂuﬂéjuu%aLﬂumsﬁmu’?%mmﬂ;ﬂLﬁmam’mﬁaﬁ 1 47

]
=4

a & = X [ o A [ A \ | A
RUAWIULNAILIEG baFIdwlUsunsuInTanliNataTun T Tandan NIz uInnIT

%

a d 1 1 1 v a =3 v
ATIVRAUAIAH TINLITHENINNIINONIBIZUULATOLIHA DA WD WLN Q‘EL'LW] BRI 83

AanutaIaainuigarallsuntuInIawndnals 3NNNA1INITIIAH NITTILWA LT A

=

N1 Lﬂumsfﬁ'@]m@lmsrﬁﬁaﬂdnLﬂuﬂﬂsqﬂgﬂﬁawuauﬁumaﬁﬁm Lmzs:qdﬂm@;m‘szﬁ
ﬁfmﬂumiqﬂ@ﬂ@‘hUIﬂiLLﬂsuImé’fu’Luﬁaﬁ 4

AW FIINITIN a%mﬁmﬂuumﬁ@m a4 Simon tuazvinlALARDITa

a

NMIYNIN IAaUVBITZUY Wiananiznudug flduanmislandudszriialdadng

v
[ %

TALI Iuﬂﬁiﬁﬂ‘iﬂﬁgﬂLL‘]JﬂJﬂ’ﬁ‘i_qlﬂi;ﬂ‘]_luiziJUﬂa&l‘ﬂ’lL(?'] asuaziAadn AT :’3’% Elvlﬁﬁﬂ‘]:}"l

ada £ a ' ' & A = A a £
3‘]_]LLTJ‘LIﬂ’]?I"ﬂ&I@W]Lﬂ@T%LWUGU’]Gﬁ’)%L‘Vﬂ%% L%ﬂ\‘i'ﬁ]’mﬂ’lﬁﬂﬂ‘]ﬂqgﬂLLTJ‘]Jﬂ’Ti‘]_!ﬂEﬂV]Lﬂ@]"U%

=

& =] o a ' A A ' o ' Aaa ~ a
BUWLI DandnITlanAudaz sl AniTeTunNuana19n waasiiTn1In ke lwnlané
A Ad o [ v & wme & oA A o
magmmumﬂﬁmmmmﬂﬂu RIve mmLaangﬂLLuumﬂﬁm@]maﬂs:mﬂmmLaua
d' U & > n:ln:l'd p.l' U a n:l' (3 = g; ,_-3’ v
LwalmﬂumLLﬂumaanwsIaumwugﬂLmummﬂﬂu TagNan laannNIIAN I ATILEAI L¥

LAUAIONTINN 3-4



719N 3-4 N394 amgmu%ﬁumiqﬂ‘gm:umawﬁa b6 a*il,a:m%af*ﬂw

43

th .
4  dimension

Attack | 1° dimension 2" dimension 3™ dimension
Type
Chernobyl File infector virus | MS Windows 95 & | Corruption of
Virus | (Rouse, 2005) 98 information
Disk killer Booth sector Hard disk Destroys the
(Curio Lab, virus information
2008)
Michelangelo System boot Boot sector Corruption of
(Cert, 1997) record infector information
virus, DoS family
Stone (F- Boot virus Boot sector -
Secure, 2009)
Blaster Network-aware MS Windows NT TCP packet
(Symantec, worm 4.0,2000, flooding DoS,
2003) XP,Server 2003 Buffer overflow
Worm CVE-2006-0352
Code Red Network-aware 1S4, 5 & 6.0 beta | Stack buffer
(Symantec, worm CVE-2001-0500 overflow, TCP
2001) packet flooding
Melissa Mass- mailing MS word 97 & Macro virus&
(Symantec, worm 2000 TCP packet
2007) flooding
Nimda Mass- mailing Windows File infector virus,
(Symantec, worm 95/98,2000,ME Trojan and DoS
2007) MS IE 5.5 SP1
NS

CVE-2001-0333 &
CVE-2001-0154
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A9 3-4 msa‘i’mamgmﬁmumsqﬂgﬂi:umauﬁamaim:m%a‘*ﬂ']al (619)

nd .
2 dimension

d . .
3 dimension

th . .
4 dimension

(Vizzarro, 2007)

Attack 1% dimension
Type
Ramen (Symantec, | Network- RedHat Linux Host-based
2007) aware worm 6.2 &7.0 DoS,
UDP and
TCP packet
flooding
Sasser (Symantec, | Network- Windows Stack buffer
2004) aware worm NT,XP,2000 overflow
CVE-2003-0533
Slammer(Symantec, | Network- MS SQL Server | Stack buffer
2003) aware worm 2000 overflow,
CVE-2002-0649 | UDP packet
flooding DoS
John the Ripper Guessing Unix family, Disclosure of
Password | (Peslyak, 2011) password Windows information
attack NT,2000 & XP
Password sniffing Sniffing - Packet
(Armstrong, 1996) sniffing
TCP port scan Port scanning Protocol TCP flooding
Information | (Gadge L.az Patil,
gathering 2008)
attack Xmas scan Port scanning Protocol TCP flooding
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. . o o & ama a = >4
Injection %38 DNS Flood (Cheng et al., 2010) L6 muuﬁ’mU%GLWNﬂQNE}aULﬁmﬁmu
a £ A
Bnnitinguda ports
X a a a &£ A a a ' a o
#anNHEIdNanIENUAK Y tRaduilatianisland (3w n1sld
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private(4)

psu(TQQQQ)

intrusionData(1)

ipDataPkts(1) others(7)

icmpDataPkts(2)

tcpDataPkts(3)
udpDataPkts(4)

otherProtocols(6)
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1. myanzindayalungu ipDataPkts

nmsansnslandnlsdszlosiannlnslnaea IP (Yang, 1997);
(CERT,2001) wui1 lasdulngjdlandazlfszloziainlnilnaes 1P lasnisdaey

v

wUaananelaw 1P dunmdaliinleunununsa IP dananis iiveliiasaaihnunsasda
ADUNAUITNWILATBIAILEY (CERT CA-1997-28, 1997) LT Land Attack %anande
a v v 6 1 ~ =3 v £ £ a
laudgssunsalddseloaiannnsasuiniie IP LUU Broadcast ladnenadiriniinng
faunnAadssinniidiwinunandumaiuaszanwliuneiasiihnang (Choundhary

and Shilpa, 2011) @ret9mslandlasls IP wuD Broadcast 1w Smurf Attack LEudu
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dlanddianansalfdsslvrdansmeveswiniia P 1d8ndan lavazutuiniia
(Fragmentation) (Anderson, 2001) l#fluualdnnii MTU LﬁaLﬁuﬂ%mm‘*ﬁa;‘{asLunﬁ
soludsedaathmane Gewansenudilaae ﬁﬂ%mm"ﬁagaslmﬂ%amm‘hmumﬂ A28819
mslandiflddszlomiannnisudsuiiniiadia Overlapping Fragment Attack w3a IP
Fragment Overrun L uein
R Samﬁm@ﬂumju ipDataPkts fiFaNEneait
ipInBroadcast Ao SwInuRnLAa IP ATNI89UUL Broadcast
iplnAddSrcDest  #18 STwInLANLAG P Afnangey 1P dunig
WlaununNNeLa IP dananie
ipInSizePkts Ao VUNAVBILNNLAG IP

2. mylnzindayalunga icmpDataPkts
nanMIanenslandiliusslomiainlnslnaes ICMP (Lee, 1999)
(Carl and Kesidis, 2006) lasgulnnazszlaminndszinnuaslnslnaas ICMP @a
Echo uaz Reply Gslasunfuganinfinsnaslnslnass ICMP foudsnsauanitaniny
NIV Lﬁauanlﬁ;ﬂ*ﬁmmdwLﬁ@azvli%ﬂumiddmuia;&a Fetlymaulnaida &
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Attack tJwei
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icmpInEchoPkts A8 31WIULANLA® ICMP Echo Request
icmplnPkts A8 IWIUTINVBILANLAG ICMP
icmpInReplyPkts A8 3143LANLAA ICMP Echo Reply
icmpInSizePkts @18 YU19VAILANLAG ICMP
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3. ﬂ'rﬁl,ﬂ'i']:ﬁuﬁagalumju tcpDataPkts
Inslnaaa TCP (Forouzan, 2006) tulwsinaaadnltlunsaaansiiu
GERy Rl I@Uﬁi’@qﬂizmﬁlﬂalﬁmmmﬁamimnﬁumﬂﬂﬁ'\‘iﬂmﬂmavl,ﬁ Taslwsln
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3.7.1 SYN Flood Attack
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Time Client Server
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3.7.3 DNS Flood Attack

wihfinanves DNS  Asudasmansas 1P ldhfludolatwn (Domain
Name) #9313 nasuaaslunings=naud 3-10  §1318821880UINT5H9H
sannewldanianasfiisadoanu DNS 1179 lwiaan (TechNet, 2003)

Whwanolunisloud DNS  Server  wfifiatfinnnsenisvinewliiu
Server viiavhlitasaainanglisansoldsmslaaulng Alanfazasdiasnaluds
DNS Server $1%1%11n 1 wa8%310157 wioan9azvinmytlaay DNS Request Lialfia
M3z Iieuliun DNS  Server  gamalw Server  1Enswennsfiuannindnd waw

WiEANUIIRIa CPU L3R msnmn%’umﬂwﬁgﬂ LL‘i_l‘]_lﬁWLm@] El(g]‘i]’]ﬂ‘]_]%lﬂ [1251aR



59

{ & & ' = Aa o ° & ° )
DNS Query #ANIUE19TI0L5? TIUNALEINNTHIM DNS  Bhuazvinawnelé
Inslanaa UDP lasldwasanuneias 53 aaunsnaunsaamasunslanalszinniile

las@anuSunnuiniia UDP AilEwaia 53 dauiandnldfa udpinPortNumber53

DNS Server

Root| (4) LL%\‘]‘HMWEJ!W’U IP 483 DNS
l Server xyz.com ﬂf_jﬁ IP

3) @4 DNS Query do'l1)i T

DNS HuUU 200.11.13.14
8
DNS Server
, oS @ udsdeyasie
(2) @4 DNS Query a0 117
DNS #u1w (6) @3 DNS Query 1tow

WWW.XyZ.com ﬂfjﬁ ul‘Vi‘u

\

-
D (7) 13anegnay 1P -
202.126.30.20 DNS Server
DNS Server xyz.com IP 200.11.13.14

abcde.com

(1) DNS Query

WWW.XyZ.com

(9) Aanedeyary TP
202.126.30.20

S
Web Server

Client WWW.XyZ.com

1P 202.126.30.20

mMwilsznau 3-10 N13vineusad DNS



60

3.7.4 Null Scan
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Attack Type

MIB Object

SYN Flood Attack
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tcpInSynPkts
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ipInAddSrcDest

DNS Flood Attack

udpInPortNumber53
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tcpInNoFlagSetPkts

Xmas Scan
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tecplnPushPkts
tcpInFinPkts
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4.2.2.1 N15ATWIH Statistical Process Control
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Weekly Traffic Profile
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rrdtool create graph.rrd--start 1000000000 --step 300 \
DS:udpport53Profile: GAUGE:600:0:4294967295 \
DS:udpport53Current: GAUGE:600:0:4294967295 \
RRA:AVERAGE:0.5:1:600 \

RRA:MIN:0.5:1:600 \

RRA:MAX:0.5:12:600;
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rrdtool graph dnsGraph.png --title \"DNS Profile \

--rigid --base=1000 --height=150 --width=500 \
--alt-autoscale-max --lower-limit=0 \

--vertical-label=\"packets per second\" --slope-mode \

--font TITLE:12: --font AXIS:8: --font LEGEND:10: --font UNIT:8: \
DEF:udpport53Profile=graph.rrd:udpport53Profile:AVERAGE  \
DEF:udpport53Current=graph.rrd:udpport53Current: AVERAGE  \
CDEF:cdef= udpport53Profile \

AREA:cdef#FFCCO00:\"Profile udplnPort53\" \
GPRINT:cdef:AVERAGE:\"Average %38.2If \%s \" \
GPRINT:cdef:MAX:\"Maximum %38.2If %s\" \

CDEF:klmn= udpport53Current \

LINE1:kImn#DF3A01:\"Current udpinPort53\" \
GPRINT:kimn:AVERAGE:\"Average %8.2If \%s \" \

GPRINT:kImn:MAX:\"Maximum %8.2If %s\”
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Machine Processor Architecture Name i386
Operating System Name FreeBSD
Operating System Release 6.4
Operating System Version root@erlicheer.cs.psu.ac.th:/usr/src/sys/i38
6/compile/NATHOST
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O Profile ifInOctet Average 3.87 M Maximum 28.08 M
W Current ifInOctet Average 854.48 k Maximum 7.17 M
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SYN Profile
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W Current tcpInSynPkts Average 16.05 Maximum 73.09
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W Current ifInOctet Average 1.5 M Maximum 54.46 M
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SYN Attack Detection
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Land (IP Source =Destination) Profile
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6.3.5 3 5NAFBUNI5MII99U DNS Flood Attack
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O Profile udpInPorts53 Average 13.70 Maximum 36.13
W Current udpInportS3 Average 12.70 Max imum 39.23
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O Profile ifInOctet Average 3.8 M Max imum 10.30 M
W Current ifInOctet Average 1.55 M Maximum 51.93 M
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DNS Attack Detection
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O UCL LevelZz 169.00
O ucL Lewvell 112.00
W Current Maximum 396.33
MW Center Line 55.00

ANUT2NBUN 6-13 NANIINARBUNNIAIIIILU DNS Flood Attack

6.3.6 I5NAFDUN19@5299U Null Scan

o o = A A & e o A o ~

fWTULAIaINaN M WA INaRay Null Scan ik ;daﬁ]maanslm Nmap 4
LﬂuIHSLLnsuﬁlﬂunﬁsﬁWSaaLﬂ‘%mi'mLﬁal*’ﬁmw@'hﬁm‘%am‘%aqﬂmmﬂ@ﬁ'mua%i $#i0
WWalwusnisazls Tusunsudgsmralunisasravigasivivaseiadnglaandas Q’Iwﬁ
mmmﬁ,ﬂﬂsmeﬁ"l,ﬂsl"ﬁ‘lumnﬁmamauﬁaymﬁam‘*ﬁaﬂmmaam"%aﬂhmﬂmmﬂﬁ
LEWLALINY MWL TNaUN 6-14 LaasnslnsIwguas Null Scan ﬁ]:LﬁuvL@TdﬂT%mmm

wwniiie TCP Nlidnsasen Flag azlidsnglulwsinsias

NULL Scan Profile

packets per second

02:00 04:00 06:00 08:00 10:00 12:00 14:00 16:00 18:00 20:00 22:00
E Profile tcpInMoFlagSetPkts  Averane 0.00 Max imum 0.00
B Current tcpInNoFlagSetPkts Average U.uy Max imum 0.00

AMwUsznaun 6-14 InsIWdvasuiniia TCP N luiin1iase Flag
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U v

A v o A °
Waiduldmnaseulasnsaunuiaiaznouuy Nul Scan $1uin 5
5 1 A =} ] 3 o ﬁ a £ =} 1
A31 udiBasnniaunuaatiouw lisinansznuluFasesliinadayauuiaiatie
= & t:ll (% 1 > [ 4:{‘
Flimuenuisuudasvasdayalunwninedstaian danwdsznaufl 6-15 iz
A o A ' o & fo & o v = =
lunmsaunuienideyazaaIatioiihwaonu lisududaslduiniialunisaunu
USu NN awnUNITaNAN KN warInNasnInsInguas Null Scan  aswuIi
& A '

=1 a J 1 °I4 ~ = { 1
WRNLAANLILANINIHNITRLNWLUY Null Scan tAadinlwaIatiy nuAaunniiAea TCP Nl

g: U a J = {
n3096n Flag 1Aaduasuaasluninisznaui 6-16

ifInOctet Traffic

10 M
g M
6 M
4 M

2 M
o4

bits per second

b A A ]

02100 04:00 06:00 08:00 10:00 12:00 14:00 16:00 18: ¢ 20:00/22:00
O Profile ifIn0Octet Average 3.89 M  Maximum 100
B Current ifInOctet Average 839.57 k  Maximum 5.76 M

Mwisznaun 6-15 ﬂ'%mmﬂ”aymﬁa‘[wﬁ Null Scan

Null Scan Detection

30

: ﬂ”“[

10

packets per second

Q
02:00 04:00 06:00 08;00 10:00 12:00 14:00 16:00 18:00 20:00 22;00

W UCL Level3 3.00

O UCL Levelz2 2.00

O UCL Levell 1.00

W Current Maximum 35.05
MW Center Line 0.00

MWUIznauN 6-16 NANIINARBUNITATIAIL Null Scan
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6.3.7 3 5NAFBUNISAIIVIU Xmas Scan
wasiianlElunisnasay Xmas Scan fiduldiRanldinTasda Nmap lu
AINAFAULTWLALINY Null Scan AANWUIZNAUN 6-17 ZUFAIINT INAVDILANLAG
(& I ) [ ' A o '
TCP 7ia9¢in Flag 1w FIN, URG uaz PSH wiaunuluiaadng deaziinlednlailsng
~ =3 -5 1
WANLNAY T ANAINAIILAL
n‘f & a U A a n‘ dll U A
mimmugﬂLmumﬂumﬂuﬂlumwwa;ﬁmmammsmmadLﬂmmmﬂ@
v Aa ] [ =} s 1 s = a A nl' J
SL‘Vi‘Uiﬂ’ﬁa%L“ﬁuL(ﬂU’mU Null Scan maﬂmwmmﬂuﬂmagﬂLLuuwI%’lumimnaau o9
A M e ' A ' a o o o A
MIaunni I e RINANTENUABLAT AN ULTWASINWAY Null Scan @3nWUIzNaUN 6-18

v
[ >

é'm%'um‘smaaumaﬁﬁ AN TRUNWLATATILEIWIU 5 A9 WULRNLAGNLIUANTN

a ; L {
ANIFUNWULL Xmas Scan L1AaT% asnwlsznaui 6-19

Xmas Scan Profile

packets per second

02:00 04:00 06:00 05:00 10:00 12:00 14:00 16:00 18:00 20:00 22:00
E Profile tcpIn(Fin,Push,Urg)Pkts Average 0.00 Maximum @.00
W Current tcpIn(Fin,Push,Urg)Pkts Average 0.00 Maximum ©.00

v
2

mwisznand 6-17 nslWdaasudinifia TCP figaen Flag 1l FIN, URG uaz PSH

ifInOctet Traffic

10 M
8 M
&M
4 M
2 M

bits per second

02:00 04:00 06:00 G8:00 10:00 12:00 14:00 16:0ONLEA
O Profile ifInOctet Average 3.8 M Maximum 10.30 M
B Current ifInOctet Average 903.45 k  Maximum 7.63 M

AMnUsznaun 6-18 ﬂ%mmﬁagmﬁaiﬁma Xmas Scan
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Xmas Scan Detection

|

100

) J |'. |”| .J“lﬂ

[¢]

packets per second

02:00 04:00 06:00 08:00 10:00 12:00 14:00 16:00 18:00 20:00 22;00

| UCL Level3 3.00

O uUcL Level2 2.00

O uUcCL Levell 1.00

W Current Max imum 159. 27
W Center Line 0.00

AMNYIzNaui 6-19 NANIINARBUNIIATIVIL Xmas Scan
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rBr.cs - Traffic - x11

30 M

20 M ”
|

10 M

bits per second

'08:00 02:00 04:00 06:00 08:00 10:00 12:00 14:00 16:00 18:00 20:00 22:00

M Inbound Current: 769.65 k Average: 472.24 k  Maximum: 2.23 M
W Outbound Current: 3.46 M Average: 2.87 M Maximum: 31.22 M
W 95th Percentile (14.73 mbit in+out)

AMwsznauf 6-20 Ysunmuiniianasiadulaslusunsy cacti (31834)

ifInOctet-ifOutOctet Traffic
30 M

%)
=
=

10 M

bits per second

. A o )
02:00 04:00 06:00 08:00 10:00 12:00 14:00 16:00 18:00 20:00 22:00

E ifInOctect Average 466.54 k  Maximum 2.33 M

W ifOutOctet Average 2.92 M Maximum 26.77 M

AMwUsznaun 6-21 Usunmuiniianasiadulasldsunsuinamw (31834)

rOr.cs - Traffic - x11

=
c
g somM
. 20M }1 A
" 10 M J 1 IA m
E] _&MMM
11 12 13 14 15 16 17
@ Inbound Current: 627.92 k Average: B857.31 k  Maximum: 29.83 M
W Outbound Current: 1.79 M Average: 2.42 M Maximum:  38.97 M

W 95th Percentile (11.13 mbit in+out)

MwUsznauf 6-22 Usunmuiniianasiadulesldsunsy cacti (;oaUansi)
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Weekly Traffic Profile
40 M

30 M
20 M

10 M

bits per second

o
12 13 14 15 16 17 18

@ Inbound Average 845.38 k  Maximum 29.83 M
W Outbound Average 2.32 M Maximum 38.97 M

mwisenauf 6-23 Usinawininafiasiasulaslusunsuinam (esdas)

6.4.2 ‘Ylﬂﬁi]ﬂﬂ%ﬂ&dgﬂﬁﬂdi%ﬂ’li@li')%%ﬂ

va

f%m%umsw@aaummgﬂﬁaﬂumimn?ﬁu E’JQUVL@TLLfI_jdﬂ’]Tﬂ@]ﬁE]U
=

ganiu 3 AanwIcAa NMINAFBLIAITINNTATIIIUATIANA (Attack Detection Rate: ADR)

‘: o a ad a & .
Ll]uﬂ'ﬁ“ﬂ@‘Iﬁa‘]_lﬂ']']&la’]&l’]iﬂluﬂﬁi@liﬁﬁ]?ﬂﬂﬂ’]’]&lN@l]ﬂ@lﬁl,ﬂ(ﬂ“ll% nINasaUdaNIfe

NAFDUAATIANVAANANA MNNTATINIVLTILIN (False Positive Rate: FPR) fan13ni

v

& a \ o P A a A a & A
L“@lﬂqiﬂﬂ_]ﬂ@l LL@]?xU‘UﬂﬂUSZH’]’]NﬂW?Iﬁ]N@]'ﬁiﬂﬂqi‘l}!ﬂ?ﬂLﬂ@mu LLa:E;(@ g NIY

NAFDLAATIAMVAANANA MANNTATIVILLTIAY (False Negative Rate: FNR) itfia 113
a A Aa A J 1 o A a Qd‘ a J 2
fmgnisaliadndifiatuuazszuylisuisnamaduniaszyanuiialndniiatuld

%

fINTUNINARELAINGT AIDMIEIWIAIH (Cui-Mei, 2009)

ADR =2 (1)

FPR=-": )
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P A mmumayjamﬂum@;mimﬂﬂmLmszumzqmmumﬂﬁm@

& X om o v o a & A

lunwsmaaumauﬂ'sw% WﬂWSﬂ@aaaIau@ﬂwsqﬂgnﬂa 5 suuuy fa

SYN Flood Attack, Land Attack, DNS Flood Attack, Null Scan L8z Xmas Scan I@mﬁ’l

mﬂwﬁgmmua: 30 A9 WA IALRAIAIAITINN 6-2

79N 6-2 ﬂ’]i‘ﬂ(ﬂﬁaUﬂizaﬂ?ﬁQWWl%ﬂﬂi@]i’m%’UT 2972 UUNINLEWD

Attack Type ADR FPR FNR
SYN Flood Attack 100% 3.47% 0%
Land Attack 100% 0% 0%
DNS Flood Attack 100% 2.77% 0%
Null Scan 100% 0% 0%
Xmax Scan 100% 0% 0%
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g; A v e = A o L = A
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A = a @ . Aa @
M1319N 6-3 LUTBULN U'Llﬂ’]il?j\j”lu%u') Uﬂszu')a“ﬂlum mzﬂ&]izuﬂ@]sﬁlﬁ]ﬁ]ﬂﬂqjuﬂ?ﬂ LLNe

VL&I YREATMI e R ET ﬂ’]‘i‘]_! ﬂ?ﬂ

%User %Sys %Nice %Interrupt %ldle

Time No IDS No IDS No IDS No IDS No IDS
IDS IDS IDS IDS IDS

00:00 12 20 3 4 0 0 11 11 73 64
01:00 |20 |22 4 4 0 0 11 11 64 63
02:00 |22 |25 5 4 0 0 12 11 62 59
03:00 |22 |29 4 7 0 0 10 11 63 56
04:00 |22 |30 6 10 0 0 10 10 62 50
05:00 |26 |32 6 11 0 0 11 12 57 46
06:00 |25 |35 7 13 0 0 12 12 56 41
07:00 |25 |38 7 16 0 0 11 11 57 35
08:00 27 41 7 15 0 0 11 11 55 32
09:00 |23 |42 6 17 0 0 11 11 59 32
10:00 |18 |42 8 20 0 0 11 11 66 28
11:00 18 43 6 18 0 0 11 11 64 28
12:00 |18 |43 6 19 0 0 10 11 64 29
13:00 |18 |43 6 19 0 0 11 11 66 27
14:00 |18 |41 7 21 0 0 11 11 64 26
15:00 |18 |40 8 21 0 0 11 11 64 28
16:00 17 42 7 18 0 0 11 11 64 27
17:00 |18 |49 8 22 0 0 11 11 63 16
18:00 |18 |53 7 25 0 0 11 11 65 10
19:00 |18 |55 6 55 0 0 12 11 64 12
20:00 |19 |49 6 22 0 0 11 11 64 18
21:00 18 47 7 18 0 0 11 11 65 24
22:.00 |17 |54 5 24 0 0 11 11 66 11
23:00 |18 |54 6 25 0 0 11 12 65 10
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wSeumeumslyay CPU (Idle)
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JLAUBNFIN franutidane (Reliability)
1.0 68.26894921%
2.0 95.44997361%
3.0 99.73002039%
4.0 99.99366575%
5.0 99.99994267%
6.0 99.99999980%
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INTRUSION-DATA-MIB DEFINITIONS ::= BEGIN
IMPORTS
enterprises
FROM RFC1155-SMI
OBJECT-TYPE
FROM RFC1212;
PSUMIB OBJECT IDENTIFIER ::= { enterprises 99999 }
intrusionData MODULE-IDENTITY
LAST-UPDATED "201101041612Z" --24 December 2010, 15.20
ORGANIZATION "Computer System and Networking (CSN)Group"
CONTACT-INFO
" Patthama Sangmee
Postal: Prince of Songkla University,

Thailand, 90120

E-mail: $5210220150@psu.ac.th
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DESCRIPTION
"The MIB module using for the Intrusion detection”

= { PSUMIB 3}

-- The intrusion data general group --
ipDataPkts OBJECT IDENTIFIER ::= {intrusionData 1}
icmpDataPkts OBJECT IDENTIFIER := {intrusionData 2}
tcpDataPkts OBJECT IDENTIFIER  ::= {intrusionData 3}
udpDataPkts OBJECT IDENTIFIER ::= {intrusionData 4}

otherProtocol OBJECT IDENTIFIER ::= {intrusionData 5}

ports OBJECT IDENTIFIER ::= {intrusionData 6}
other OBJECT IDENTIFIER ::= {intrusionData 7}
tcpPorts OBJECT IDENTIFIER ::={ports 1}
udpPorts OBJECT IDENTIFIER ::={ports 2}
-- Scalars --
ipInAddSrcDest OBJECT-TYPE

SYNTAX Counter32
MAX-ACCESS read-only
STATUS mandatory
DESCRIPTION
"The total number of IP packets that set the source and destination
are the same."
::={ ipDataPkts 1}
ipInBroadcast OBJECT-TYPE
SYNTAX Counter32

MAX-ACCESS read-only
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STATUS mandatory
DESCRIPTION
"The total number of IP packets that delivered to broadcast.”

::= { ipDataPkts 2 }

ipInSizePkts OBJECT-TYPE
SYNTAX  Counter32
MAX-ACCESS read-only
STATUS  mandatory
DESCRIPTION
"The size of IP packet. "
::= { ipDataPkts 3 }

icmplnEchoPkts OBJECT-TYPE
SYNTAX  Counter32
MAX-ACCESS read-only
STATUS  mandatory
DESCRIPTION
"The total number of ICMP echo request messages that delivered
to network."

::= { icmpDataPkts 1}

icmpInReplyPkts OBJECT-TYPE
SYNTAX  Counter32
MAX-ACCESS read-only
STATUS  optional
DESCRIPTION

"The total number of ICMP echo reply message."
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::= { icmpDataPkts 2 }

icmpInPkts OBJECT-TYPE
SYNTAX  Counter32
MAX-ACCESS read-only
STATUS  mandatory
DESCRIPTION
"The total number of ICMP message which received
Note that counter includes all those counted by ICMP message."

::= { icmpDataPkts 3 }

icmplInSizePkts OBJECT-TYPE
SYNTAX  Counter32
MAX-ACCESS read-only
STATUS  mandatory
DESCRIPTION
"The size of ICMP packets."

::= { icmpDataPkts 4 }

tcpInAckPkts OBJECT-TYPE
SYNTAX Counter32
MAX-ACCESS read-only
STATUS mandatory
DESCRIPTION



124

"The total number of TCP ACK packets that delivered to network."

.:= { tcpDataPkts 1}

tcpInFinPkts OBJECT-TYPE
SYNTAX Counter32
MAX-ACCESS read-only
STATUS mandatory
DESCRIPTION
"The total number of TCP FIN packets that delivered to network."

.:= { tcpDataPkts 2 }

tcpInNoFlagSetPkts OBJECT-TYPE
SYNTAX Counter32
MAX-ACCESS read-only
STATUS optional
DESCRIPTION
"The total number of TCP packets that not to set flag and delivered
to network."

::= { tcpDataPkts 3 }

tcpInPushPkts OBJECT-TYPE
SYNTAX Counter32
MAX-ACCESS read-only
STATUS optional
DESCRIPTION

"The total number of TCP PSH packets that delivered to network."
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.:= { tcpDataPkts 4}

tcpInRstPkts OBJECT-TYPE
SYNTAX Counter32
MAX-ACCESS read-only
STATUS optional
DESCRIPTION
"The total number of TCP RST packet that delivered to network."

;.= { tcpDataPkts 5 }

tcpInSynPkts OBJECT-TYPE
SYNTAX Counter32
MAX-ACCESS read-only
STATUS mandatory
DESCRIPTION
"The total number of TCP SYN packets that delivered to network."

::= { tcpDataPkts 6 }

tcpInUrgPkts OBJECT-TYPE
SYNTAX Counter32
MAX-ACCESS read-only
STATUS optional
DESCRIPTION

"The total number of TCP URG packets that delivered to network."
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::= { tcpDataPkts 7 }

udplnPkts OBJECT-TYPE
SYNTAX Counter32
MAX-ACCESS read-only
STATUS mandatory
DESCRIPTION
"The total number of UDP packets that delivered to network."

::= { udpDataPkts 1}

udplnLength OBJECT-TYPE
SYNTAX Gauge32
MAX-ACCESS read-only
STATUS optional
DESCRIPTION
"The length of the UDP datagrams”

::= { udpDataPkts 2 }

tcpInSamePortNumber OBJECT-TYPE
SYNTAX  Counter32

MAX-ACCESS read-only

STATUS  mandatory

DESCRIPTION

"The total number of TCP packets that through same port "
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::= { tcpPorts 1}

tcplnPortNumber25 OBJECT-TYPE
SYNTAX  Counter32
MAX-ACCESS read-only
STATUS  mandatory
DESCRIPTION
"The total number of TCP packets that through port 25"

.= { tcpPorts 2 }

tcpInPortNumber80 OBJECT-TYPE
SYNTAX  Counter32
MAX-ACCESS read-only
STATUS  mandatory
DESCRIPTION
"The total number of TCP packets that through port 80"

::= { tcpPorts 3 }

tcplnPortNumber139 OBJECT-TYPE
SYNTAX  Counter32
MAX-ACCESS read-only
STATUS  mandatory
DESCRIPTION
"The total number of TCP packets that through port 139"

::= { tcpPorts 4 }
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udpInPortNumber7 OBJECT-TYPE
SYNTAX  Counter32
MAX-ACCESS read-only
STATUS  mandatory
DESCRIPTION
"The total number of UDP packets that through port 7"
.= { udpPorts 1}

udpIinPortNumber19 OBJECT-TYPE
SYNTAX  Counter32
MAX-ACCESS read-only
STATUS  mandatory
DESCRIPTION
"The total number of UDP packets that through port 19"

::= { udpPorts 2 }

udpInPortNumber53 OBJECT-TYPE
SYNTAX  Counter32
MAX-ACCESS read-only
STATUS  mandatory
DESCRIPTION
"The total number of UDP packets that through port 53"

::= { udpPorts 3}
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arplnRequestPkts OBJECT-TYPE
SYNTAX  Counter32
MAX-ACCESS read-only
STATUS  mandatory
DESCRIPTION
"The total number of ARP request packets."
::= { otherProtocols 1 }
arplnReplyPkts OBJECT-TYPE
SYNTAX  Counter32
MAX-ACCESS read-only
STATUS  mandatory
DESCRIPTION
" The total number of ARP reply packets. "

.:= { otherProtocols 2 }

cpuValue OBJECT-TYPE
SYNTAX  Gauge32
MAX-ACCESS read-only
STATUS  mandatory
DESCRIPTION
"The value of CPU usage."

= {others 1}
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memoryValue OBJECT-TYPE
SYNTAX  Counter32
MAX-ACCESS read-only
STATUS  mandatory
DESCRIPTION
"The value of memory usage."

= { others 2}

END
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AMANWIN A.

Ta snmpd.conf

lWd snmpd.conf Ll lWaAlF e svimasllsunsy Net-SNMP Tag
froazduavasingeasieluil
B
#
# An example configuration file for configuring the ucd-snmp snmpd agent.
#
HAH BB R R
#
# This file is intended to only be an example. If, however, you want
# to use it, it should be placed in /etc/snmp/snmpd.conf.
# When the snmpd agent starts up, this is where it will look for it.
#
# You might be interested in generating your own snmpd.conf file using
# the "snmpconf' program (perl script) instead. It's a nice menu
# based interface to writing well commented configuration files. Try it!
#
# Note: This file is automatically generated from EXAMPLE.conf.def.
# Do NOT read the EXAMPLE.conf.def file! Instead, after you have run
# configure & make, and then make sure you read the EXAMPLE.conf file

# instead, as it will tailor itself to your configuration.

# All lines beginning with a '# are comments and are intended for you

# to read. All other lines are configuration commands for the agent.
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#

# PLEASE: read the snmpd.conf(5) manual page as well!

#

HEH R

# Access Control

HEH R R

# YOU SHOULD CHANGE THE "COMMUNITY" TOKEN BELOW TO A NEW
KEYWORD ONLY

# KNOWN AT YOUR SITE. YOU *MUST* CHANGE THE NETWORK TOKEN BELOW
TO

# SOMETHING REFLECTING YOUR LOCAL NETWORK ADDRESS SPACE.
# By far, the most common question | get about the agent is "why won't

# it work?", when really it should be "how do | configure the agent to

# allow me to access it?"

#

# By default, the agent responds to the "public" community for read

# only access, if run out of the box without any configuration file in

# place. The following examples show you other ways of configuring

# the agent so that you can change the community names, and give

# yourself write access as well.

#

# The following lines change the access permissions of the agent so

# that the COMMUNITY string provides read-only access to your entire

# NETWORK (EG: 10.10.10.0/24), and read/write access to only the

# localhost (127.0.0.1, not its real ipaddress).

#

# For more information, read the FAQ as well as the snmpd.conf(5)

# manual page.



HiHHH

# First, map the community name (COMMUNITY) into a security name

# (local and mynetwork, depending on where the request is coming from):

# sec.name source community

#com2sec local  localhost COMMUNITY
#com2sec mynetwork NETWORK/24 COMMUNITY
#com2sec mynetwork 172.25.3.245/24 public

HitH

# Second, map the security names into group names:

# sec.model sec.name
group MyRWGroup  v1 local
group MyRWGroup  v2c local
group MyRWGroup  usm local
group MyROGroup v1 mynetwork

group MyROGroup v2c mynetwork
group MyROGroup usm mynetwork
HitHH
# Third, create a view for us to let the groups have rights to:
# incl/excl subtree mask
view all  included .1 80
HitH
# Finally, grant the 2 groups access to the 1 view with different

# write permissions:

# context sec.model sec.level match read write notif
access MyROGroup "" any noauth exact all
access MyRWGroup ™ any noauth exact all
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none none

all

none
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# rwuser: a SNMPv3 read-write user
# arguments: user [noauth|auth|priv] [restriction_oid]
rwuser admin
# rocommunity: a SNMPv1/SNMPv2c read-only access community name
# arguments: community [defaultjhostname|network/bits] [oid]
rocommunity public
# rwcommunity: a SNMPv1/SNMPv2c¢ read-write access community name
# arguments: community [default|hosthame|network/bits] [oid]
rwcommunity private
B R R R R
# System contact information

#

# It is also possible to set the sysContact and sysLocation system

# variables through the snmpd.conf file. **PLEASE NOTE** that setting
# the value of these objects here makes these objects READ-ONLY

# (regardless of any access control settings). Any attempt to set the

# value of an object whose value is given here will fail with an error

# status of notWritable.

syslocation Right here, right now.
syscontact mercypeary@hotmail.com

sysservices 76

# Example output of snmpwalk:
# % snmpwalk -v 1 -c public localhost system
# system.sysDescr.0 = "SunOS name sun4c"

# system.sysObjectlD.0 = OID: enterprises.ucdavis.ucdSnmpAgent.sunos4



#
#
#
#
#

T R R R R R R

system.sysUpTime.0 = Timeticks: (595637548) 68 days, 22:32:55
system.sysContact.0 = "Me <me@somewhere.org>"
system.sysName.0 = "name"

system.sysLocation.0 = "Right here, right now."

system.sysServices.0 = 72

# Process checks.

#

= OF OHF= OHF OHF O OHF OH OH OH O OH OH O H O H*

#

The following are examples of how to use the agent to check for

processes running on the host. The syntax looks something like:

proc NAME [MAX=0] [MIN=0]

NAME: the name of the process to check for. It must match
exactly (ie, http will not find httpd processes).
MAX: the maximum number allowed to be running. Defaults to O.

MIN: the minimum number to be running. Defaults to 0.

Examples:

Make sure httpd is running

proc httpd

Make sure mountd is running

#proc mountd
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# Make sure there are no more than 4 ntalkds running, but 0 is ok too.

#proc ntalkd 4



# Make sure at least one sendmail, but less than or equal to 10 are running.
#proc sendmail 10 1

# A snmpwalk of the prTable would look something like this:

#

# % snmpwalk -v 1 -c public localhost .1.3.6.1.4.1.2021.2

# enterprises.ucdavis.procTable.prEntry.prindex.1 = 1

# enterprises.ucdavis.procTable.prEntry.prindex.2 = 2

# enterprises.ucdavis.procTable.prEntry.prindex.3 = 3

# enterprises.ucdavis.procTable.prEntry.prNames.1 = "mountd"
# enterprises.ucdavis.procTable.prEntry.prNames.2 = "ntalkd"

# enterprises.ucdavis.procTable.prEntry.prNames.3 = "sendmail"
# enterprises.ucdavis.procTable.prEntry.prMin.1 = 0

# enterprises.ucdavis.procTable.prEntry.prMin.2 = 0

# enterprises.ucdavis.procTable.prEntry.prMin.3 = 1

# enterprises.ucdavis.procTable.prEntry.prMax.1 = 0

# enterprises.ucdavis.procTable.prEntry.prMax.2 = 4

# enterprises.ucdavis.procTable.prEntry.prMax.3 = 10

# enterprises.ucdavis.procTable.prEntry.prCount.1 = 0

# enterprises.ucdavis.procTable.prEntry.prCount.2 = 0

# enterprises.ucdavis.procTable.prEntry.prCount.3 = 1

# enterprises.ucdavis.procTable.prEntry.prErrorFlag.1 = 1

# enterprises.ucdavis.procTable.prEntry.prErrorFlag.2 = 0

# enterprises.ucdavis.procTable.prEntry.prErrorFlag.3 = 0

# enterprises.ucdavis.procTable.prEntry.prErrMessage.1 = "No mountd
running."

# enterprises.ucdavis.procTable.prEntry.prErrMessage.2 =

# enterprises.ucdavis.procTable.prEntry.prErrMessage.3 =

# enterprises.ucdavis.procTable.prEntry.prErrFix.1 = 0

136

process



#
#
#

#
#
#
#
#
#
#
#
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enterprises.ucdavis.procTable.prEntry.prErrFix.2 = 0

enterprises.ucdavis.procTable.prEntry.prErrFix.3 = 0

Note that the errorFlag for mountd is set to 1 because one is not
running (in this case an rpc.mountd is, but thats not good enough),
and the ErrMessage tells you what's wrong. The configuration

imposed in the snmpd.conf file is also shown.

Special Case: When the min and max numbers are both 0, it assumes

you want a max of infinity and a min of 1.

HBHBH BB R R R R R R

#
#

#
#
#
#
#
#
#
#
#
#

#
#

Executables/scripts

You can also have programs run by the agent that return a single

line of output and an exit code. Here are two examples.

exec NAME PROGRAM [ARGS ..]]

NAME: A generic name.
PROGRAM: The program to run. Include the path!
ARGS: optional arguments to be passed to the program
a simple hello world

exec echotest /bin/echo hello world

Run a shell script containing:

# #!/bin/sh



# echo hello world

# echo hi there

# exit 35

#

# Note: this has been specifically commented out to prevent

# accidental security holes due to someone else on your system writing
# a /tmp/shtest before you do. Uncomment to use it.

#

#exec shelltest /bin/sh /tmp/shtest

# Then,

# % snmpwalk -v 1 -c public localhost .1.3.6.1.4.1.2021.8

# enterprises.ucdavis.extTable.extEntry.extindex.1 = 1

# enterprises.ucdavis.extTable.extEntry.extindex.2 = 2

# enterprises.ucdavis.extTable.extEntry.extNames.1 = "echotest"

# enterprises.ucdavis.extTable.extEntry.extNames.2 = "shelltest"

# enterprises.ucdavis.extTable.extEntry.extCommand.1 = "/bin/echo hello world"
# enterprises.ucdavis.extTable.extEntry.extCommand.2 = "/bin/sh /tmp/shtest"
# enterprises.ucdavis.extTable.extEntry.extResult.1 = 0

# enterprises.ucdavis.extTable.extEntry.extResult.2 = 35

# enterprises.ucdavis.extTable.extEntry.extOutput.1 = "hello world."

# enterprises.ucdavis.extTable.extEntry.extOutput.2 = "hello world."

# enterprises.ucdavis.extTable.extEntry.extErrFix.1 = 0

# enterprises.ucdavis.extTable.extEntry.extErrFix.2 = 0

# Note that the second line of the /tmp/shtest shell script is cut

# off. Also note that the exit status of 35 was returned.
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# Print full status for web server and web objects via Mac OS X Server
# administration tool.
exec web_status /usr/sbin/serveradmin status web

exec wo_status /usr/sbin/serveradmin status webobjects

R R
# disk checks
#
# The agent can check the amount of available disk space, and make
# sure it is above a set limit.
# disk PATH [MIN=DEFDISKMINIMUMSPACE]
#
# PATH: mount path to the disk in question.
# MIN: Disks with space below this value will have the Mib's errorFlag set.
# Default value = DEFDISKMINIMUMSPACE.
# Check the / partition and make sure it contains at least 10 megs.
disk / 10000
# % snmpwalk -v 1 -c public localhost .1.3.6.1.4.1.2021.9
# enterprises.ucdavis.diskTable.dskEntry.diskindex.1 = 0
# enterprises.ucdavis.diskTable.dskEntry.diskPath.1 = "/"* Hex: 2F
# enterprises.ucdavis.diskTable.dskEntry.diskDevice.1 = "/dev/dsk/c201d6s0"
# enterprises.ucdavis.diskTable.dskEntry.diskMinimum.1 = 10000
# enterprises.ucdavis.diskTable.dskEntry.diskTotal.1 = 837130
# enterprises.ucdavis.diskTable.dskEntry.diskAvail.1 = 316325
# enterprises.ucdavis.diskTable.dskEntry.diskUsed.1 = 437092
# enterprises.ucdavis.diskTable.dskEntry.diskPercent.1 = 58
# enterprises.ucdavis.diskTable.dskEntry.diskErrorFlag.1 = 0

# enterprises.ucdavis.diskTable.dskEntry.diskErrorMsg.1 =



R R R
# load average checks

#
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# load [TMAX=DEFMAXLOADAVE] [SMAX=DEFMAXLOADAVE]

[15MAX=DEFMAXLOADAVE]

#

# 1MAX: If the 1 minute load average is above this limit at query
# time, the errorFlag will be set.

# 5MAX: Similar, but for 5 min average.

# 15MAX: Similar, but for 15 min average.

# Check for loads:

#load 12 14 14

# % snmpwalk -v 1 -c public localhost .1.3.6.1.4.1.2021.10

# enterprises.ucdavis.loadTable.laEntry.loadavelndex.1 = 1

# enterprises.ucdavis.loadTable.laEntry.loadavelndex.2 = 2

# enterprises.ucdavis.loadTable.laEntry.loadavelndex.3 = 3

# enterprises.ucdavis.loadTable.laEntry.loadaveNames.1 = "Load-1"

# enterprises.ucdavis.loadTable.laEntry.loadaveNames.2 = "Load-5"

# enterprises.ucdavis.loadTable.laEntry.loadaveNames.3 = "Load-15"

# enterprises.ucdavis.loadTable.laEntry.loadaveLoad.1 = "0.49" Hex: 30 2E 34 39
# enterprises.ucdavis.loadTable.laEntry.loadavelLoad.2 = "0.31" Hex: 30 2E 33 31
# enterprises.ucdavis.loadTable.laEntry.loadavelLoad.3 = "0.26" Hex: 30 2E 32 36
# enterprises.ucdavis.loadTable.laEntry.loadaveConfig.1 = "12.00"

# enterprises.ucdavis.loadTable.laEntry.loadaveConfig.2 = "14.00"
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# enterprises.ucdavis.loadTable.laEntry.loadaveConfig.3 = "14.00"
# enterprises.ucdavis.loadTable.laEntry.loadaveErrorFlag.1 = 0
# enterprises.ucdavis.loadTable.laEntry.loadaveErrorFlag.2 = 0
# enterprises.ucdavis.loadTable.laEntry.loadaveErrorFlag.3 = 0

# enterprises.ucdavis.loadTable.laEntry.loadaveErrMessage.1 =

# enterprises.ucdavis.loadTable.laEntry.loadaveErrMessage.2 =

# enterprises.ucdavis.loadTable.laEntry.loadaveErrMessage.3 =

HEH R R R R

# Extensible sections.

#

# This alleviates the multiple line output problem found in the

# previous executable mib by placing each mib in its own mib table:
# Run a shell script containing:

#

# #!/bin/sh

# echo hello world

# echo hi there

# exit 35

#

# Note: this has been specifically commented out to prevent

# accidental security holes due to someone else on your system writing
# a /tmp/shtest before you do. Uncomment to use it.

#

# exec .1.3.6.1.4.1.2021.50 shelltest /bin/sh /tmp/shtest

# % snmpwalk -v 1 -c public localhost .1.3.6.1.4.1.2021.50

# enterprises.ucdavis.50.1.1 = 1

# enterprises.ucdavis.50.2.1 = "shelltest"
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# enterprises.ucdavis.50.3.1 = "/bin/sh /tmp/shtest"
# enterprises.ucdavis.50.100.1 = 35

# enterprises.ucdavis.50.101.1 = "hello world."

# enterprises.ucdavis.50.101.2 = "hi there."

# enterprises.ucdavis.50.102.1 = 0

# Now the Output has grown to two lines, and we can see the 'hi
# there.' output as the second line from our shell script.

#

# Note that you must alter the mib.txt file to be correct if you want

# the .50.* outputs above to change to reasonable text descriptions.

# Other ideas:

#

# exec .1.3.6.1.4.1.2021.51 ps /bin/ps

# exec .1.3.6.1.4.1.2021.52 top /usr/local/bin/top

# exec .1.3.6.1.4.1.2021.53 mailg /usr/bin/mailq

B e
# Pass through control.

#

# Usage:

# pass MIBOID EXEC-COMMAND

# This will pass total control of the mib underneath the MIBOID

# portion of the mib to the EXEC-COMMAND.

# Note: You'll have to change the path of the passtest script to your
# source directory or install it in the given location.

# Example: (see the script for details)

# (commented out here since it requires that you place the
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# script in the right location. (its not installed by default))

# pass .1.3.6.1.4.1.2021.255 /bin/sh PREFIX/local/passtest

# % snmpwalk -v 1 -c public localhost .1.3.6.1.4.1.2021.255

# enterprises.ucdavis.255.1 = "life the universe and everything"

# enterprises.ucdavis.255.2.1 = 42

# enterprises.ucdavis.255.2.2 = OID: 42.42.42

# enterprises.ucdavis.255.3 = Timeticks: (363136200) 42 days, 0:42:42

# enterprises.ucdavis.255.4 = IpAddress: 127.0.0.1

# enterprises.ucdavis.255.5 = 42

# enterprises.ucdavis.255.6 = Gauge: 42

#

# % snmpget -v 1 -c public localhost .1.3.6.1.4.1.2021.255.5

# enterprises.ucdavis.255.5 = 42

#

# % snmpset -v 1 -c public localhost .1.3.6.1.4.1.2021.255.1 s "New string"

# enterprises.ucdavis.255.1 = "New string"

#

# For specific usage information, see the man/snmpd.conf.5 manual page

# as well as the local/passtest script used in the above example.

R R R

# Subagent control

# The agent can support subagents using a number of extension mechanisms.

# From the 4.2.1 release, AgentX support is being compiled in by default.

# To use this mechanism, simply uncomment the following directive.
master agentx

# Please see the file README.agentx for more details.

HHHHHHH R R R
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