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Abstract

This thesis presents an intrusion detection system tool on Unix hosts implemented using
system call tracing and a state transition analysis technique. The system consists of three
modules, process monitoring, state transition analysis, and detecting module. The process
monitoring module monitors system call usage and the user credentials of processes. The state
transition technique takes its input from the monitoring module to analyze and define process
state at a particular time. If the underlying process changes its state into a forbidden state, then it
is flagged as a suspicious activity and the detection module is called. This technique also

decreases false positives,



