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iy, PrIEK4 - Microsoft Yisual Basic [design] - [FrmDIl (Code)] = Iﬁl |__)-£|
[t] File Edit Wiew Project Format Debug Run Query Diagram Tools Add-Ins Window Help = |E’|ﬂ
1 = £ B i = — 2
-5 -FleE|s2RAlve] ) | MESFRZ|2ED
- I(General} l IOperator I Project - PriEk4 B
General I ]
B SetPauseTime (0.1) :I ”_
| =535 PriEk4 (ek4_3.vhp)
A [l If Ohj.AnsStatus = 1 Then = @ Forms
MsgBox "msrameumigndioe, vhinformation, “didsou 1" El FrmDll {(FrnDli3. frm)

"4 Process fazléduiunm siold asail J
i

ik

EE EH End

Al End If [£ \
ﬂ = End Function
Private Function Recivel) \) 1] |

_1 (FrmMai

Dirn Ack As String

Dirn Mewsvalue As String
Dirn Tout As Integer
Dirn i As Integer

Dirn char As Integer
Dim cryp As Integer
Dirn check As Integer
Dirn sum As Integer
Dirn txtcdatal As String
Dirn Tatdata? As String
Dirn TxtRecive As String

Alphabetic |Categ0rized |

FrrnDill
Appearance 1-3D0
AutoRedraw  False
Backolor (] &H=00000
BorderStyle 2 - Sizable
Caption Forma2
ClipControls Trug

R R T P

CortrolBos True _Ll
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Dim Buffer() As Byte _ — —
Ciirn k. As Integer Properties-Frmbll 5]
Dim send Ag String {FrmDIl Farm x|

(Name])

i

Dirn TxtData As String =
I _'I_I
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aidnnsafindllmuauTsunsule ainsounsnunluluduilldlasass

n2. ﬂ”n‘sf{i'ml,m%fsm‘[ﬂ'iu,nwLﬁaﬁﬂﬂﬁmﬁ’qﬁLfﬁmgﬂﬁw

-7 H { o %) = Ac)
vasnnnlusunsunasunsnlen aglululdsunsunaasnisinaans
= v v d{' 4 o a g cl' d{' ] o | v [ =
Bausasud adasmsihlusunsulifaasiita3asgnine Intudasdamdaalusunsy
AanaMnnaUth lAANRSe FISMTIALNSENEINIS0YNLee Start > Microsoft Visual Studio
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-f-,- Package and Deployment Wizard L 5'

Select project:
IE:\Thes|s\vb\Pr]EK4_3\Pr]DIIEk4_3.vbp j

Bundle this project inta a distributable package, such as an
Internet cab or a setup progran.
. b3

Package

Send one of this project’s packages to a distribution site, such as
an Internet server.

Ead

Deploy

Rename, duplicate, and delste your packaging and deployment
scripts For this project,

ol

Manage
Siripks

Close | Help |
MwUsznau n- 2 Package wizard

=& Package and Deployment Wizard - Package Type 5 x|

Choose the type of package you want ko create.,

Dependency File

Description:

Use ta create a package that will be installed by & ;I
isetup.exe prograrm,

Help | Cancel | < Bacl:

I [ext > I Einish |

mwisenau n-3 Package Type

=& Package and Deployment Wizard - Package Folder 5 x|

Choose the folder where your package will be assembled.

Package folder:
IE:\Thesls\vh\Pr]EK‘l_EIPackage

%E:': | Se: [Backupt] |
Thesis
=Hvb

MNetwork,..
Mew Folder. ..

« Back I fext > I Einish |

Help | Cancel |

Mmwusznau n-4 Package Folder

Package and Deployment Wizard ﬁl

@ Cannot find 'E:\ThesisivbiPriEks_3\Package’ to use as the package folder, Do you wank

to createt?

MWUsENau n-5 Create Folder

57

o~ . o ° o a <
Ltaan Project NAgMNISLAIYNNANI

nalwn Package tiladiiumsea

@anziiamsaaesaniutuy Standard

naUun Next tWafmtHumT6D

BaNFIUVINNIALA UL IS NS U D e
R

nalun Next tiatHiun6D

® 0@ Yes LiNad5 1 Folder vy #lgdmsu

Lﬁmgﬂ Package ety



-E:,: Package and Deployment Wizard - Included Files

the File name ko remove a file from the package.

The files in the list below will be included in vour package. Click,
Add to include additional files, Clear the checkbox ko the left of

Files:
Add...
;i s gram File:
MSDERLIN.DLL C:\Program FilesiCommon File:
MSRDOZ0.DLL CAWINNT system3z
PriDIEk_Z.dll E:\Thesisivbi\PriEkd_3 &
Help | Cancel | < Back I [ext = I Einish |

MnUsznau n-6 Include Files

=% Package and Deployment Wizard - Cab Options

appropriate option below,

Cab options
{+ Single cab
" Multiple cabs

Cab size;

1,44 MB 'I

‘¥ou can create one large cab file or multiple cab files For vour
package. If you are gaing ta distribute your application on
Floppy disks, you must create multiple cabs and specify a cab
size no larger than the disks you plan to use. Choose the

Help. | Cancel | = Back

Einishi

MwuUsenau n- 7 Cab Options

»%: Package and Deployment Wizard - Installation Title

Installation Litle:

[PriDiERz

Help. | Cancel | < Back

Einish

AMwUsenau n-8 Installation Title
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® 1@ Next LA LIUNSHD

® (3an Single cab LWAUIIIAAIALATENA
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® n@ Next LA LIUNSHD

® MwuazalumsfeaslasaiiazUsnngiie
ihgedansanilufaasneiasgnie
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-E:,: Package and Deployment Wizard - Start Menu Items ) ﬂ

Determing the start menu groups and items that will be created . La aﬂﬂ&iuﬁﬂgtlﬁﬂqﬂ%ﬂ Lﬂ%ﬂuﬁ Qﬂé}f\j aQIﬂIu

by the installation process.

LA3B9gNZEY

® n@ Next LNa@ILHUMSAD

Start menu items:

=k @ Start Menu Mew Group
@ Programs
Mew [kem...
Properties. ..
Remove

Help | Cancel | < Back

Einish |

MwUsenau n-9 Start Menu ltems

=% Package and Deployment Wizard - Install Locations ) x|

'
(% v = . . =
[ o
‘¥ou can modify the install location For each of the files listed . S‘UUU Ltaqﬂlwﬂijuﬂq InSta” |OcatI0nS qnﬂv
below by changing the macro assigned ta the File in the table. IF
desited, you can add subfolder information to the end of a ° v @ @ =~
e R lWslahnunugedawssnlasainnse
Choose the file you want to madify, then change the N
information in the Install Location column,

USUualeanAsINaUILANLASEN 259

H
Files: = o A '
LS Eve | ® ne Next tiadilumsaa
MSCDRUM.DLL C:\Program FilesyCommon Files\Designer
MSDERUM.DLL C:\Program FilesyCommon Files\Designer _I

MSRDOZ0.DLL CHWINNT system32
PriCllEks_3.dll E:\Thesis\vb\PriEkd_3

RDOCURS.DLL CHWINNT system32 >
4 | | 3
Help. | Cancel | = Back Einishi |

MWUS2NaU n-10 Install Locations

-E‘; Package and Deployment Wizard - Shared Files ) ﬁl

‘When this package is installed, the Following Fileds) can be . 531.]1.] LL%’qﬂlﬁlﬂ 51“’51@3%17\'&9 f‘lsl.?gf’\?ju

installed as shared files, Shared files may be used by more than
one program, They are only removed if every program which
uses them is temoved. Check the files you want to install as

et WAy (Share file) w3alwagnldnu

10N 1 waludLpzu

Shared files:

MName
C ]
PriDIEk4_3.dll

® 1@ Next LA IUNTHD

Source

hesis\wbiPriEkd_3

T | 3|
Help. | Cancel | < Back I Mext = I Einish |

AMwUsenau n-11 Shared Files



-E:,: Package and Deployment Wizard - Finished!
The wizard has finished collecting infarmation needed to build

this package. Enker the name under which to save the settings
Fuor this session, then dick Finish to create the package.

Script name:

IStandard Setup Package 1

Help | Cancel | « Back | et = I

MWUsznau n-12 Finished

& PriDlIEk4_3.vbp - Packaging Report = IEIIlI

The cab file For your application has been builk as
'EriThesisivbiPriEk4_3\Package\PriDIERS _3.CAB'

There is also a batch file in the support directory
(E:\ThesisiwbiPriEk4_31PackagetSupportiPriDliEks _3.BAT) that will allow
wou bo recreate the cab file in case vou make changes to some of the
files.

ol have included mdac_typ.exe in your installation package. IF you wil
be installing this package on a Windows 95798 system, it will require
DCOMIS ko install properly,

Save Repork I Close I

mwusznau n-13 Packaging Report
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PIC16C745

6 MHz clock frequency

sae5u USB 1.0/1.1
Wlndssldnnwasa USB uazan
Meuan

i Connector agnaszuunvailu
PORTOUT,PORTIN uaz

SHIFTOUT
6*12 cm.

Qmauﬁ'ﬁmamaﬁﬂ

PIC18F242
20 MHz clock frequency
full 22 1/0

Download code to chip’s memory
directly

Select RUN or PROGRAM mode
by on switch with LED mode
status

6*12 cm.
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AL.MIIMsAIMNeMYszansnMnmIaane UL Montgomery

B M=26, e=7, M® = 8.03E+09

n

n

Function MomEXxp

Function MonPro

step2. M | step3. C | stepl.t step2. tn'
35 64 117 19 29 841 98397
65 128 191 13 63 3969 758079
77 128 123 17 51 2601 319923
95 128 97 3 33 1089 105633
119 128 183 115 9 1035 189405
143 256 401 78 113 12769 5120369
145 256 399 131 111 14541 5801859
185 256 375 181 71 12851 4819125
209 256 207 177 47 8319 1722033
221 256 395 26 35 1225 483875
319 512 833 233 193 44969 37459177
323 512 661 69 189 35721 23611581
407 512 473 288 105 30240 14303520
493 512 539 1 19 361 194579
629 1024 1571 206 395 156025 245115275
851 1024 805 243 173 42039 33841395
1147 2048 3405 486 901 811801 | 2764182405
8827 | 16384 | 21325 2288 7557 | 57108249 | 1.21783E+12

WD M=37, e=7, M’ = 9.49E+09

n

Function MomEXxp

Function MonPro

step2. M | step3. C | stepl.t step2. tn'
35 64 117 23 29 841 98397
65 128 191 56 63 3969 758079
77 128 123 39 51 2601 319923
95 128 97 81 33 2673 259281
119 128 183 95 9 855 156465
143 256 401 34 113 12769 5120369
145 256 399 47 111 12321 4916079
185 256 375 37 71 5041 1890375
209 256 207 67 47 3149 651843
221 256 395 190 35 6650 2626750
319 512 833 123 193 37249 31028417
323 512 661 210 189 39690 26235090
407 512 473 222 105 23310 11025630
493 512 539 210 19 3990 2150610
629 1024 1571 148 395 156025 245115275
851 1024 805 444 173 76812 61833660
1147 2048 3405 74 901 811801 | 2764182405
8827 | 16384 | 21325 5972 7557 | 57108249 | 1.21783E+12
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LB M=50, e=7, M = 7.81E+11

0 . . Function MomEXxp Function MonPro
step2. M | step3. C | stepl. t step2. tn'
35 64 117 15 29 841 98397
65 128 191 30 63 3969 758079
77 128 123 9 51 2601 319923
95 128 97 35 33 1155 112035
119 128 183 93 9 837 153171
143 256 401 73 113 12769 5120369
145 256 399 40 111 12321 4916079
185 256 375 35 71 5041 1890375
209 256 207 51 47 2397 496179
221 256 395 203 35 7105 2806475
319 512 833 80 193 37249 31028417
323 512 661 83 189 35721 23611581
407 512 473 366 105 38430 18177390
493 512 539 457 19 8683 4680137
629 | 1024 | 1571 251 395 156025 245115275
851 | 1024 805 140 173 29929 24092845
1147 | 2048 | 3405 317 901 811801 | 2764182405
8827 | 16384 | 21325 7116 7557 | 57108249 | 1.21783E+12
LD M=73, e=7, M = 1.1E+13
. . » Function MomEXxp Function MonPro
step2. M | step3. C | stepl.t step2. tn'
35 64 117 17 29 841 98397
65 128 191 49 63 3969 758079
77 128 123 27 51 2601 319923
95 128 97 34 33 1122 108834
119 128 183 62 9 558 102114
143 256 401 98 113 12769 5120369
145 256 399 128 111 14208 5668992
185 256 375 3 71 5041 1890375
209 256 207 87 47 4089 846423
221 256 395 124 35 4340 1714300
319 512 833 53 193 37249 31028417
323 512 661 231 189 43659 28858599
407 512 473 339 105 35595 16836435
493 512 539 401 19 7619 4106641
629 | 1024 | 1571 530 395 209350 328888850
851 | 1024 805 715 173 123695 99574475
1147 | 2048 | 3405 394 901 811801 | 2764182405
8827 | 16384 | 21325 4387 7557 | 57108249 | 1.21783E+12
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LB M=100, e=7, M = 1E+14

n

n

Function MomEXxp

Function MonPro

step2. M | step3. C | stepl. t step2. tn'

35 64 117 30 29 870 101790
65 128 191 60 63 3969 758079
77 128 123 18 51 2601 319923
95 128 97 70 33 2310 224070
119 128 183 67 9 603 110349
143 256 401 3 113 12769 5120369
145 256 399 80 111 12321 4916079
185 256 375 70 71 5041 1890375
209 256 207 102 47 4794 992358
221 256 395 185 35 6475 2557625
319 512 833 160 193 37249 31028417
323 512 661 166 189 35721 23611581
407 512 473 325 105 34125 16141125
493 512 539 421 19 7999 4311461
629 | 1024 | 1571 502 395 198290 311513590
851 | 1024 805 280 173 48440 38994200
1147 | 2048 | 3405 634 901 811801 | 2764182405
8827 | 16384 | 21325 5405 7557 | 57108249 | 1.21783E+12

WD M=130, e=7, M° = 6.27E+14

n

Function MomEXxp

Function MonPro

step2. M | step3 C | stepl.t step2. tn'

35 64 117 25 29 841 98397

65 128 191 0 63 3969 758079
77 128 123 8 51 2601 319923
95 128 97 15 33 1089 105633
119 128 183 99 9 891 163053
143 256 401 104 113 12769 5120369
145 256 399 75 111 12321 4916079
185 256 375 165 71 11715 4393125
209 256 207 49 47 2303 476721
221 256 395 130 35 4550 1797250
319 512 833 208 193 40144 33439952
323 512 661 22 189 35721 23611581
407 512 473 219 105 22995 10876635
493 512 539 5 19 361 194579
629 1024 1571 401 395 158395 248838545
851 1024 805 364 173 62972 50692460
1147 | 2048 3405 136 901 811801 2764182405
8827 | 16384 | 21325 2613 7557 57108249 | 1.21783E+12
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B M=175, e=7, M* = 5.03E+15

n

n'

Function MomEXxp

Function MonPro

step2. M | step3. C | stepl.t step2. tn'
35 64 117 0 29 841 98397
65 128 191 40 63 3969 758079
77 128 123 70 51 3570 439110
95 128 97 75 33 2475 240075
119 128 183 28 9 252 46116
143 256 401 41 113 12769 5120369
145 256 399 140 111 15540 6200460
185 256 375 30 71 5041 1890375
209 256 207 74 47 3478 719946
221 256 395 158 35 5530 2184350
319 512 833 280 193 54040 45015320
323 512 661 129 189 35721 23611581
407 512 473 60 105 11025 5214825
493 512 539 367 19 6973 3758447
629 1024 1571 564 395 222780 349987380
851 1024 805 490 173 84770 68239850
1147 | 2048 | 3405 536 901 811801 | 2764182405
8827 | 16384 | 21325 7252 7557 | 57108249 | 1.21783E+12

1B M=255, e=7, M* = 7.01E+16

n

Function MomEXxp

Function MonPro

step2. M | step3. C | stepl.t step2. tn'

35 64 117 10 29 841 98397
65 128 191 10 63 3969 758079
77 128 123 69 51 3519 432837
95 128 97 55 33 1815 176055
119 128 183 34 9 306 55998
143 256 401 72 113 12769 5120369
145 256 399 30 111 12321 4916079
185 256 375 160 71 11360 4260000
209 256 207 72 47 3384 700488
221 256 395 85 35 2975 1175125
319 512 833 89 193 37249 31028417
323 512 661 68 189 35721 23611581
407 512 473 320 105 33600 15892800
493 512 539 408 19 7752 4178328
629 1024 1571 85 395 156025 245115275
851 1024 805 714 173 123522 99435210
1147 2048 3405 355 901 811801 | 2764182405
8827 | 16384 | 21325 2749 7557 | 57108249 | 1.21783E+12
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az.anuslumsiszuranamsnsHanuy RSA 1ag RSA with Montgomery Reduction

18 n=119, 2110lAA=1 Kbyte Laz211A W& Execute = 26 Kbyte

RSA

m e | a¥oiil | afon2 | afen 3 %ot 4 afon 5 | afonn6 | aEon 7 | nd@n
19 3 0.0115 0.0122 0.0122 0.0122 0.0121 0.0123 0.0122 0.0121
19 5 0.0121 0.0121 0.0123 0.0121 0.0121 0.0122 0.0121 0.0121
19 7 0.0123 0.0113 0.0113 0.0114 0.0124 0.0126 0.0123 0.0119
21 3 0.0124 0.0122 0.0125 0.0124 0.0122 0.0122 0.0114 0.0122
21 5 0.0123 0.0125 0.0122 0.0123 0.0123 0.0122 0.0123 0.0123
21 7 0.0122 0.0121 0.0126 0.0116 0.0122 0.0115 0.0122 0.0121
23 3 0.0122 0.0122 0.0121 0.0123 0.0126 0.0126 0.0121 0.0123
23 5 0.0122 0.0122 0.0122 0.0122 0.0123 0.0122 0.0123 0.0122
23 7 0.0122 0.0123 0.0125 0.0124 0.0122 0.0122 0.0113 0.0122
37 3 0.0113 0.0112 0.0122 0.0126 0.0125 0.0126 0.0121 0.0121
37 5 0.0125 0.0122 0.0126 0.0125 0.0122 0.0123 0.0125 0.0124
73 3 0.0125 0.0121 0.0122 0.0121 0.0122 0.0123 0.0122 0.0122
73 7 0.0128 0.0128 0.0132 0.0131 0.0128 0.0134 0.0132 0.0130

ii® n=119, w1010 = 4 Kbyte wazuw1alW§ Exccute = 14 Kbyte
RSA with Montgomery Reduction

m e | aforil | adoii2 | adeii 3 %t 4 a%on5 | afon6 | aon 7 | adin
19 3 0.0071 0.0071 0.0072 0.0077 0.0071 0.0072 0.0071 0.0072
19 5 0.0077 0.0076 0.0078 0.0079 0.0076 0.0076 0.0076 0.0077
19 7 0.0079 0.0077 0.0079 0.0077 0.0078 0.0077 0.0081 0.0078
21 3 0.0061 0.0062 0.0061 0.0062 0.0062 0.0061 0.0061 0.0061
21 5 0.0071 0.0070 0.0070 0.0071 0.0072 0.0071 0.0071 0.0071
21 7 0.0072 0.0072 0.0071 0.0074 0.0073 0.0072 0.0073 0.0072
23 3 0.0063 0.0062 0.0067 0.0072 0.0072 0.0072 0.0075 0.0069
23 5 0.0081 0.0081 0.0078 0.0077 0.0072 0.0078 0.0080 0.0078
23 7 0.0077 0.0079 0.0078 0.0076 0.0080 0.0079 0.0076 0.0078
37 3 0.0063 0.0074 0.0063 0.0066 0.0063 0.0072 0.0073 0.0068
37 5 0.0076 0.0080 0.0079 0.0079 0.0077 0.0076 0.0071 0.0077
73 3 0.0066 0.0072 0.0064 0.0064 0.0067 0.0072 0.0075 0.0069
73 7 0.0079 0.0095 0.0079 0.0077 0.0080 0.0077 0.0076 0.0080
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Abstract

This paper presented to implement Microcontroller is
about Electronic Key with cryptography RSA used for
authentication application software via USB port. The
Electronic Key uses Montgomery reduction algorithm in order
to decrease complexity in the process of cryptography RSA.
The result of this research is that process of cryptography
RSA can be implemented with the microcontroller number
PIC18F242. And the microcontroller number PIC16C745 is
used to interface with personal computer via USB port. The
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Function MonPro(a,B )
Step 1. t: = 5,5
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Step 3. u: = (t + m*n)/r

Step 4. if u = n then return u-n else return u
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Function ModExp(M,e,n) {n is odd}

Step 1. Compute n’ using Euclid’s algorithm
Step 2. M = M*rmod n

Step 3. 6 =rmodn

Step 4. for i = k-1 down to o do

Step 4a. 6 = MonPro(E 6 )

Step 4b.  ife=1then C =MonPro(M ,C)
Step 5. C = MonPro(E 1)

Step 6. return C
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GCD Algorithm
INPUT: two positive integers xand ywith x > y
OUTPUT:gcd (x,y)
1.g=1
2 While both x and y are even do the follow in
g:x=x2 ,y=yl2 ,g=2g
3. While x # 0 do the following:
3.1.  While x is even do : x=x/2
3.2. Whiley is even do : y =y/2
3.3. T=|xy|/2
3.4. Ifx 2y then x=t; otherwise, y=t
4.Return (g*y)

3. 1% Extended Euclid algorithm %160 r' sz n’ 370
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Binary extended gcd algorithm
1. g=1
2. While x and y are both even, do the
following : x=x/2 , y=y/2 , g=2g
3. u=x,v=y,A=1,B=0, C=0, D=1

>

While u is even do the following:
41 u =u/2
4.2. if A=B=0 (mod 2) then A=A/2,B=B/2 ;
otherwise, A=(A+y) / 2 , B=(B-x)/2
5. While v is even do the following
51 v = v/2
5.2. if C=D=0 (mod 2) then C=C/2 , D=D/2 ;
otherwise, C=(C+y)/2,D=(D-x)/2
6. If u > v then u = u-v, A= A-C ,B=B-D;
otherwise, v =v-u, C = C- A ,D=D-B

7. Ifu =0, then a = C, b=D and return (a,b,g*v);

otherwise, go to step 4
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