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ABSTRACT

RSA cryptography has been widely used in data security implementation because
of its effectiveness and hardship cryptanalysis. This thesis aims to design and implement an
electronic key in software using the Montgomery algorithm. The Montgomery algorithm is able to
reduce large integers in modular exponentiation expression and complexity in a RSA process. The
proposed electronic key consists of 2 units: an USB interface unit using a PIC microcontroller
16C745 and a RSA processing unit using a PIC microcontroller 18F242. In comparison to native
RSA, the prototype electronic key on a microcontroller can reduce upper bound of intermediate
values in processing more than 100,000 times. The processing speed is less than 0.04 milliseconds

and the size of executable file is less than 46 %.

The electronic key can be successfully applied for authentication application

software written in Visual Basic 6.0 using a Dynamics Link Library.

Keywords: Electronic Key, RSA Cryptography, Montgomery reduction algorithm,

Microcontroller

4)



