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nnmuwdsznaud 6.1 NeazBaaaieInNRIABIIR

1. 1A389 seclabl.cslab.net il Gateway lumsiondaszwihaeiaeian
faufueieteraImATAneIMInNiInes TdszuuUfi®ms Linux RedHat
7.2
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6.3 MINATAUIEUUMIINAU ﬂ”lﬁ‘i_! fﬁ;'ﬂ

smumanadeuduilniummeseussuuasadumayngnlasdums
nasauhnguaiiazdeimmuadumnluuni s ansaldasrndumagmsalen g Tl
daamsviald  Taslumslandazldlusunsunndumasifiamayngnauiaulamg
msoluasngueasds Funamssiuarismanaseududail

6.3.1 MINAFIUNIIANTINIUITE

[

ngiladwsumsanasuhimiuasil

Virus (\S+) found in file::Found virus $1::Correlation-*** be careful
***::email=ssupacho::0::3::300

ngdatitmuaimniimgmsaiwubimiiadmduinnu 3 asdussesom 300 Fin
WLLRTQLﬁauIﬂamsdqma’”lﬂﬂ’qﬁm%;ﬁ%%a ssupacho ManadauhlaamssunaaIntny
THuuAIe seclabl.cslab.net wianuuulngdlusunsuhsalushe Fehsauuuly fa
- Blaster
- Bagle

HaNSNAFDUNUINSEUUNNA N TUTINSanTu 5T leuazdaududaludaiadldze

u

k4
v o

ssupacho My lamwualilungaesmsnsau Harednwasudadouiuail
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Date: Sun, 19 Jun 2005 14:08:54 +0700

From: laid@seclab10.cslab.net

To: ssupacho@seclab10.cslab.net

Subject: *** WARNING *** Found virus 'W32/Blaster-A'

Found virus 'W32/Blaster-A'

Log Messages(s)

Jun 19 02:15:54 seclab10 MailScanner[1248]: >>> Virus 'W32/Blaster-A' found in
file

JISIJEYS06026/Win32.Msblast. Worm.zip/msblast.exe

Jun 19 02:16:09 seclab10 MailScanner[1248]: >>> Virus 'W32/Blaster-A' found in
file

JISIJEYS06026/Win32.Msblast. Worm.zip/msblast.exe

Jun 19 02:17:48 seclab10 MailScanner[1423]: >>> Virus 'W32/Blaster-A' found in
file

/j51JGbS06177/Win32.Msblast. Worm.zip/msblast.exe

Number of event occured 3 time(s)

Solution

Correlation-*** be careful ***

nnmMsnadaunuhszuuansaasuhiadeegluludie g Auuumnuadld  nilles

MUsINAUTUSIASH MailScanner ag Sophos Anti-virus

6.3.2 MINAFaUNINIIAULUTUAINN NI

ngladwsumanmasulusunsuihnsdu ¥a Back Orifice 1Huasil

Back Orifice Traffic detected::Found trojan - Back Orifice::Correlation-*** plase
check trojan horse program in your system ***::email=ssupacho::0::0::0

ngﬁaﬁﬁmum'jwmnﬁmqmsﬁﬁﬁwudwﬁﬁayauﬁnLﬁmwaqiﬂsLLnsuﬂwiws%’u%a Back
Orifice Aadauhin Alvududioulasmsdandlugainffldde ssupacho mnadauld
Tsunsu@®  BoClient s?%qLfJﬂﬂiLLﬂiuﬁiﬁﬁm%’umiﬁ@1daﬁu‘[ﬂmmuﬂﬂm%’uﬁaguu
wwiaathuang Tuiitiaaiedas seclabl0.cslab.net #edivianatas 1P flu 10.0.1.10 Tasi
TUsunsu BoClient v‘hmuagiuum‘%"mﬁﬁ%mmaw P Jlu 172.28.80.165 @0MNWUI
TUsuns BoClient uaasladenwisznaud 6.2
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19%a ssupacho anudlamwnualilunguasmsnsiadu Gl

Date: Sun, 19 Jun 2005 14:08:54 +0700

From: laid@seclab10.cslab.net

To: ssupacho@seclab10.cslab.net

Subject: *** WARNING *** Found trojan - Back Orifice

Found trojan - Back Orifice

Log Messages(s)

Jun 19 14:08:53 seclab10 snort: [105:1:1] (spo_bo) Back Orifice Traffic detected
{UDP}
172.28.80.165:1136 -> 10.0.1.10:31337

Number of event occured 1 time(s)

Solution

Correlation-

*k%k *k%k

plase check trojan horse program in your system
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6.3.3 mswmaaumsmnﬁ’umqmssﬁ' Ping Flood

[

nglEdmsumsnsadumamsal Ping Flood tUueail

Large ICMP Packet::Found Ping Flood attack::Correlation-*** be careful
***::email=ssupacho::600::20::60

ngdaiifmuahmniimgmsaifiwuhidayauinifa ICMP Echo Request Fafluufinifia
wuudmsuiildandas Ping uaidluuiinfefisimnalvanundsiuou 20 wamsaily
#2938 60 NN D LitnauIaiaulues ssupacho wazazwilnmlunmsuaadaul’l 600
Juni Sesdudaulilmimndenanumamaniiled  lumanaseurlegldhisunsu
ping lagszymnauiniialiu 1024 bytes Tagvhmslanfisne3saanaiey TP 10.0.1.1
Tusfundaadhmanede 10.0.1.10 ¢ail

[ssupacho@seclab1 ssupacho]$ ping -s 1024 10.0.1.10

PING 10.0.1.10 (10.0.1.10) from 10.0.1.1 : 1024(1052) bytes of data.
Warning: time of day goes back, taking countermeasures.

1032 bytes from 10.0.1.10: icmp_seq=0 ttI=255 time=1.548 msec
1032 bytes from 10.0.1.10: icmp_seq=1 ttI=255 time=586 usec

1032 bytes from 10.0.1.10: icmp_seq=2 ttI=255 time=610 usec

1032 bytes from 10.0.1.10: icmp_seq=3 ttI=255 time=632 usec

1032 bytes from 10.0.1.10: icmp_seq=4 ttI=255 time=581 usec

1032 bytes from 10.0.1.10: icmp_seq=5 ttI=255 time=580 usec

1032 bytes from 10.0.1.10: icmp_seq=6 ttI=255 time=574 usec
1032 bytes from 10.0.1.10: icmp_seq=7 ttI=255 time=588 usec

---10.0.1.10 ping statistics --
159 packets transmitted, 159 packets received, 0% packet loss
round-trip min/avg/max/mdev = 0.481/0.550/0.755/0.040 ms

HANINAFBUNUTITEUUNNM AU NITONTIAIUANSH Ping Flood lauasainalud
UnyZe{l%%® ssupacho muiilamvualilungueanmsnsiaiu

Date: Sun, 19 Jun 2005 23:46:49 +0700

From: laid@seclab10.cslab.net

To: ssupacho@seclab10.cslab.net

Subject: *** WARNING *** Found Ping Flood attack

Found Ping Flood attack

Log Messages(s)
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Jun 19 23:46:39 seclab10 snort: [1:499:4] ICMP Large ICMP Packet
[Classification: Potentially

Bad Traffic] [Priority: 2]: {ICMP} 10.0.1.1 -> 10.0.1.10

Jun 19 23:46:39 seclab10 snort: [1:499:4] ICMP Large ICMP Packet
[Classification: Potentially

Bad Traffic] [Priority: 2]: {ICMP} 10.0.1.10 -> 10.0.1.1

Jun 19 23:46:40 seclab10 snort: [1:499:4] ICMP Large ICMP Packet
[Classification: Potentially

Bad Traffic] [Priority: 2]: {ICMP} 10.0.1.1 -> 10.0.1.10

Jun 19 23:46:48 seclab10 snort: [1:499:4] ICMP Large ICMP Packet
[Classification: Potentially
Bad Traffic] [Priority: 2]: {ICMP} 10.0.1.10 -> 10.0.1.1

Number of event occured 20 time(s)

Solution

Correlation-*** Be careful ***

6.3.4 mswmaaumsmmﬁ’umqmsd SYN Flood

[

nglEdmsumsns1adumamsal Ping Flood tUueail

SYN Flood detected::possible SYN Flood attack::Correlation-*** SYN
Flooding ***::email=ssupacho

ngdailfmuaaanumgmsel SYN Flood liudsidaulasmssandludandildse
ssupacho Manadaurnlaglalusunsutio synflood NAUAUMEMENT THmMslaudan
@3B9MINaLeY IP 10.0.1.1 lUdundas 10.0.1.10 laslanfchunainvanaiay 80 was
Hununvemsianaaiilu 1000 A9 FAEMsEenlFlUswATH synflood Ui

[ssupacho@seclab1 ssupacho]# ./synflood 10.0.1.1 10.0.1.10 80 1000

synflooding 10.0.1.10 from 10.0.1.1 port 80 1000 times

spoofing 129.62.13.81

spoofing 129.62.13.191
spoofing 129.62.13.26

spoofing 129.62.13.27
spoofing 129.62.13.90

HANMINATOUNUIFZUUEINIONNAUNTUTNINIOATIAIUMAMS] SYN Flood lelazal
walugainy@elde ssupacho muiilamvualilunguasnmsnsaiu
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Date: Sun, 19 Jun 2005 18:29:54 +0700

From: laid@seclab10.cslab.net

To: ssupacho@seclab10.cslab.net

Subject: *** WARNING *** possible SYN flooding

possible SYN flooding

Log Messages(s)

cookies.
Number of event occured 1 time(s)

Solution

Correlation-*** SYN FLOODING ***

Jun 19 18:29:53 seclab10 kernel: possible SYN flooding on port 80. Sending

6.3.5 ﬂ”ISTIG]ﬂi’]Uﬂ”ISGIS’JQQQ’ULWG‘!ﬂ”ISiﬁ Brute-force attack

nglEEmSumMsnsITumgmsal Brute-force attack ZatUunmswensnaien

saruegld Taamswenenaldnnannidulula snsadeuldead

authentication failure.* rhost=(\S+) user=(\S+)::User $2 login failure more

than 10 times from $1::*** Password Brute-force attack
***::email=ssupacho,root::0::10::60

ngdeiimnualidasidnumamsaiiiozy 10 asvluszasnm 60 3 nuAwasde

Nimslandiietuuarmnisuaaioulaamsaasallds  ssupacho  lumsnadaulyd

TUsunsuza Brutus NMSANAEIUMINDIOVINEEY 23 laalandanniasasvanaway IP

172.28.80.165 lUsata5849 10.0.1.10 aamwaadlusunsy Brutus waasalamwilsznaun

6.3

N b mds e l=: +am I 2

Mmwsenaui 6.3 awmMwmMsauraaldsunsy Brutus
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NANITNAFTAUNUNIZUUNWALNAUFINTOATNIUMSLANAeISH e wasiinduladau
MIAALUANTAIAINET

Date: Mon, 20 Jun 2005 01:07:56 +0700

From: laid@seclab10.cslab.net

To: ssupacho@seclab10.cslab.net

Subject: *** WARNING *** User root login failure more than 10 times from
172.28.80.165

User root login failure more than 10 times from 172.28.80.165

Log Messages(s)

Jun 20 01:07:48 seclab10 login(pam_unix)[14139]: authentication failure;
logname= uid=0 euid=0

tty=pts/6 ruser= rhost=172.28.80.165 user=root

Jun 20 01:07:48 seclab10 login(pam_unix)[14140]: authentication failure;
logname= uid=0 euid=0

tty=pts/3 ruser= rhost=172.28.80.165 user=root

Jun 20 01:07:48 seclab10 login(pam_unix)[14141]: authentication failure;
logname= uid=0 euid=0

tty=pts/7 ruser= rhost=172.28.80.165 user=root

Jun 20 01:07:48 seclab10 login(pam_unix)[14142]: authentication failure;
logname= uid=0 euid=0

tty=pts/8 ruser= rhost=172.28.80.165 user=root

Jun 20 01:07:48 seclab10 login(pam_unix)[14143]: authentication failure;
logname= uid=0 euid=0

tty=pts/9 ruser= rhost=172.28.80.165 user=root

Jun 20 01:07:48 seclab10 login(pam_unix)[14145]: authentication failure;
logname= uid=0 euid=0

tty=pts/10 ruser= rhost=172.28.80.165 user=root

Jun 20 01:07:55 seclab10 login(pam_unix)[14177]: authentication failure;
logname= uid=0 euid=0
tty=pts/5 ruser= rhost=172.28.80.165 user=root

Number of event occured 10 time(s)

Solution

** Password Brute-force attack **

6.3.6 NINATAUNINTIATULKBENII! sniffer
ngnlddmsumsnsrndumamsaimsanivdayaluaiasinevalusunsy
13N sniffer Fudeulaiueaai
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device (\S+) entered promiscuous mode::Device $1 entered promiscuous
mode::*** device $1 entered promiscuous mode, check sniffer program in
your computer***::email=ssupacho

=

Tsunsudman sniffer ouegluszuy dwmsumsnasauldlusunsunnduinasiiioe

sniifer

[root@seclab10 root]# ./sniffer

socket: 3

Received 46 bytes from 172.28.80.165 to 10.0.1.10
Protocol was 6

TCP packet had source port 1034 and dest port 22
TCP data field had:

dc

Received 46 bytes from 172.28.80.165 to 10.0.1.10
Protocol was 6

TCP packet had source port 1034 and dest port 22

Waldsunsuiinuizimuueiidedsnasualiwasimnululnsiisgaslvuauasuams

nagaunuNINIaTRUmaMsalillauaslafindududoulugaldde ssupacho M

laszylilung

Date: Mon, 20 Jun 2005 02:05:53 +0700

From: laid@seclab10.cslab.net

To: ssupacho@seclab10.cslab.net

Subject: *** WARNING *** Device lo entered promiscuous mode

Device lo entered promiscuous mode

Log Messages(s)

Jun 20 02:05:53 seclab10 kernel: device lo entered promiscuous mode
Number of event occured 1 time(s)

Solution

*** device lo entered promiscuous mode, check sniffer program in your
computer***
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6.3.7 ﬂ”ISTIG‘Iﬂi’]Uﬂ”ISGIS’JQQNULWG‘!ﬂ”ISEﬁ Port Scanning

[

nglEdmSumsns1Tumgmsal Port Scanning 1Uuasil

NOQUEUE: \[(.*?)\] did not issue .*? during connection to MTA::Client quit before
communicating, may be scanning service from $1::Correlation-*** be careful
***:.email=ssupacho

\[([0-9\.]+)]: (VRFY|vrfy) (\S+) \[rejected\]::rejected VRFY, may be scanning
service from $1::Correlation-*** be careful ***::email=ssupacho
Tumsnasauldlusunsue GFI LANguard Network Security Scanner lag@ianaslusunsuil

T luesay 172.28.80.165 warvnmsaunulisansasthvane@a 10.0.1.10 FIamMw
mamnuzadldsunsuiuaalananwissnau 6.4

E-‘jL.“.Hyudld Hetwm b 5 =anrmn o] 1.20)
[i= L[d: Y¥eu Scan Taok Lovgumc Lo
g R E LR TN v| 1..::!.’|

L ([ sl ::I ko ez ¥ Lzl el <l

Z o Mot I
221 T - Tl Travifar Protez ol |
- Dol Crqm Sonske LagaFioscel”
- Mt e Hieele o Febeen |
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]
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Mmwlsenaud 6.4 MM INULalUsunsn GFI LANguard Network

Security Scanner

U
v

HAMINAFBUTZUUNININTaNTINUMslandaedsilauaslafiwaudadauluduldse

ssupacho anufilassylilungneaasde

Date: Mon, 20 Jun 2005 11:08:20 +0700

From: laid@seclab10.cslab.net

To: ssupacho@seclab10.cslab.net

Subject: *** WARNING *** Client quit before communicating,
may be scanning service from 172.28.80.165

Client quit before communicating, may be scanning service from 172.28.80.165

Log Messages(s)
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Jun 20 11:08:19 seclab10 sendmail[27871]: NOQUEUE: [172.28.80.165] did not

issue
MAIL/EXPN/VRFY/ETRN during connection to MTA

Number of event occured 1 time(s)

Solution

Correlation-*** be careful ***

Date: Mon, 20 Jun 2005 11:09:27 +0700

From: laid@seclab10.cslab.net

To: ssupacho@seclab10.cslab.net

Subject: *** WARNING *** Client quit before communicating,
may be scanning service from 172.28.80.165

Client quit before communicating, may be scanning service from 172.28.80.165

Log Messages(s)

Jun 20 11:09:26 seclab10 sendmail[27885]: NOQUEUE: [172.28.80.165] did not
issue
MAIL/EXPN/VRFY/ETRN during connection to MTA

Number of event occured 1 time(s)

Solution

Correlation-*** be careful ***

6.3.8 NINATaUMIATIRTUWAMIBIMIYNInlnsadadaslrizaclusunsa
SHvsunadaussuuiianaTumsynsnleeandedelnizeslusunsne g

nihaueguuesasiuliansomla wnzhanmsiiusassaamsyngnludnuacluun

i 5 wuhlifisessesle 9 ez asidlididayanaziinldlumsidsungdviuasa
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Lﬁﬁ!ﬂ”ﬁiﬁﬂ”ﬁ‘l!ﬂ?ﬂ WMANITAITINA ﬂavlﬂ/l,ﬂ%ii’]\‘iflﬂd ‘WN”IEILTW‘!
76 | Lild | Secadisnia
s v MailScanner LLae
Sophos Anti-virus
1 1N53% Back Orifice v Snort
Ping Flood v Snort
SYN Flood v TCP SYN cookies
Brute-force attack v -
Sniffer v -
Port Scanning v -
doslwizgaslisunsy | N/A | N/A - Tidsnngsas
IWYNMIUNTN

6.5

Msnadavdszandnnuagszsuu

MINAFBUUILENTMNNYBITLUUATIRAUM FYUNIAIWRINTULRERITAN

damslaniwennszasssuunaniimasilassuuamnatumsyngninan lagldma top

wunlassuunnannlsenauale 2 1Usind Ao laid (laid Wuzezeeldsunsunnminzu)

was tail iBlAAE top a290MsLENTNENNT ansoualAAINMTING 6.2 - 6.5

1, v
T

MINN 6.2 NTNMSlEnTwennsasszuuaIulaald@ras wop lunsdinluiningms

ﬂiﬂﬁLLﬁZﬂ{]ﬂ'\iﬁi'}‘\‘l%ﬂ

PID USER PRI NI Process | RSS | SHARE | STAT | %CPU | %MEM | TIME | COM
SIZE MAND
(KB)
18207 root 9 0 2372 2372 1292 S 0.0 1.8 0:00 laid
18210 root 9 0 540 540 472 S 0.0 0.4 0:00 tail
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MINN 6.3 MINMLENSWENNTIDITzUURTITUlae1Fda top Waiingmansasdiuu

25 18 WAZNHMINTINAUINIY 15 1D

PID USER PRI NI Process | RSS | SHARE | STAT | %CPU | %MEM | TIME | COM
SIZE MAND
(KB)
29356 root 14 0 2432 2432 1332 S 0.0 1.9 0:00 laid
29359 root 14 0 540 540 472 S 0.0 0.4 0:00 tail

MINN 6.4 MINM3LENSWENNTIBITzUURTITUlae1F@E top Waiingmansasdiuu

50 98 WAzNHMINTINAUIIUIU 30 7D

PID USER PRI NI Process | RSS | SHARE | STAT %CPU | %MEM | TIME | COM
SIZE MAND
(KB)
17946 root 9 0 2448 2448 1332 S 0.0 1.9 0:00 laid
17947 root 9 0 540 540 472 S 0.0 0.4 0:00 tail

MINN 6.5 MINM3LENSWENnTIaIszUURTIIUlaeldda top Waiingmansaesdiuu
50 29 wazn)MInTINIUINU 30 28 Wanawuluszaznamii

PID USER PRI NI Process | RSS | SHARE | STAT %CPU | %MEM | TIME | COM
SIZE MAND
(KB)
17946 root 9 0 2524 2524 1352 S 0.0 1.9 0:00 laid
17947 root 9 0 540 540 472 S 0.0 0.4 0:00 tail

wafldannmsnd 6.2 asduihneveslses Lid lumbsanuhivmaduduiy
2372 KB fohinnaiidnuazannmeie.2-6.4 La‘i‘iaﬁa‘hmungﬁLﬁumn?iyuwumwm
Iﬂ'ﬁuﬂiuﬁLﬁumnﬁuﬁmmm‘hmungﬁLﬁu"‘z‘iyu WAENMTNTG.4-6.5 Lilaszazmhy
11J'iwwﬁq°lunsfﬁﬁﬁn{]msnsma‘hmu 50 49 UAZNHMINTRIUIIUIU 30 FDAUINYD
Tswatinan 2448KB {lu 2524KB wwaiiinduwhiu 76 KB Aedlu 3.10

Wastdue
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6.6 wamsAnyIaIANMIzAUBBINIUUTINmANSalYal syslog

dmdumsdnniiadnniensiueniisuasedugasmstiufinmamsnl
204 syslog Liiallddayaiifivsslenifumsiinnsiiiaanasumsynangegaualfiila
flumafumingauiign eumseanuuuiildnaniluvdai 4.4 Tasnnmsdnwndaya
2991A389 ratree.psu.ac.th  Wuiataedenanldssuvdfuiams sunos 5.6
Generic_105181-14 sun4u sparc wazdUINIIAN ﬁﬁ(ﬂ’l’i’mﬁ 6.6

MINN 6.6 ULFANTDNAUINTONN JuaslUsUnINNINNUUULATEN ratree.psu.ac.th

USM3 Tsunswitld

Web server Apache 1.3.27

Mail server Sendmail 8.11.6

FTP server FTP server (SunOS 5.6)

telnet UNIX(r) System V Release 4.0
Ssh SSH-1.99-OpenSSH_2.9p2
Imap IMAP4revl v12.254

pop3 POP3 v7.61 server

mnmmﬁmmswﬁayaﬁaﬂmqﬂﬁLﬁﬂﬁuﬁwummLﬂ%m ratree.psu.ac.th %38138nlag
807 ratree loglatiumiunndayaluszningiui 1 6 31 &nen 2546 wazihdaya
V& a S & v = o v 2 < A a & ¢
wiaunensinludayadenninnnldsunsnlethe  Wudenniedulumamsel
szaula msldnunlumsiafunaueussudazluluonle Tasusasayalusiuuuaas
asnuaznNWSauisulvivutedadiumslgnunasdanvaniy aana luil

6.6.1 nslanuiidmsuiiudayadanluudazszau
nnmanudayadanluudaziuiilagduunamussauudaalaaimnsn 6.7
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Mand 6.7 m3ldnunlufvaanzasaaziuiilosduunmuszauanud Agiansal

Level [Emergency| alert Critical Error Warning notice Information Debug
1 3,209 3,694 15,606 178,625 49,907,095 52,644,995
2 1,207 9,476 16,463 81,035 5,558,226 6,410,944
3 461 1,444 5,614 61,223 27,060,872 27,802,762
4 3,428 3,666 8,876 92,112 9,957,877 11,494,974
5 3,017 3,215 7,245 82,155 26,822,111 27,425,625
6 6,375 18,741 25,987 211,424 21,946,793 22,842,103
7 10,367 10,734 35,813 261,909 66,652,611 69,772,119
8 253 10,433 11,157 23,158 143,152 41,112,450 43,614,664
9 9,275 10,218 19,855 139,855 41,032,656 43,164,191
10 3,039 3,651 7,021 87,625 29,021,553 30,328,596
11 2,087 2,598 6,522 69,781 21,982,244 23,037,772
12 10,791 12,079 24,874 179,223 46,825,844 48,646,151
13 7,850 10,393 24,223 139,115 34,433,794 36,655,973
14 2,983 3,347 9,549 87,396 20,791,431 21,885,743
15 4,635 5,612 11,279 72,652 13,101,768 14,419,720
16 1,348 1,717 6,811 77,808 23,229,565 24,133,135
17 827 2,048 8,476 71,620 46,083,452 46,829,719
18 2,492 2,492 10,957 101,758 33,934,826 36,174,740
19 3,999 4,488 11,319 111,492 24,464,498 26,352,289
20 204 11,783 12,387 29,147 157,163 46,026,761 47,901,320
21 3,443 9,200 24,412 138,442 54,833,981 56,876,416
22 1,408 2,006 8,371 164,075 29,345,403 30,586,888
23 5,513 6,602 12,634 70,652 10,696,802 11,402,274
24 762 1,007 3,665 185,424 14,519,442 15,224,658
25 7,909 9,116 23,380 161,006 50,126,853 52,911,573
26 6,566 6,809 14,095 135,829 49,414,787 51,011,371
27 119 2,577 2,577 7,233 43,007 16,202,033 16,842,084
28 5,021 6,581 13,722 132,994 43,526,891 44,220,371
29 2,897 3,102 8,223 65,214 14,766,262 15,660,648
30 4,572 5,782 11,238 142,661 31,988,488 33,113,126
31 4,326 5,641 10,344 132,188 43,225,181 44,279,275
39U 0 576| 144,600 191,580 445,912 3778,615| 988,592,550 1,033,666,219
L’ﬂ?ﬁlﬂﬁiﬂ 0 192 4,665 6,180 14,384 121,891 31,890,082 33,344,072
U

* ey byte
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70,000,000

60,000,000

50,000,000

M emerg
O alert
O crit
. err

40,000,000

30,000,000

D warning
20,000,000

M notice

O info

10,000,000 B debug

info

emerg

mwisznau 6.5 Wunlunudanysiudaziunlashuunauszauanudanwmanisal

NNINTI 6.7 wazmwisznau 6.5 asiuniuiilalumsiiudeneaudssiu emergency,
alert, critical, error, warning W8% notice sunliisduedhadaiiiasuazaziinguiiy
athaNn@msUsEaU info Taelusedu info waz debug axldiuilumsiivlaiuandefiu
annin Fesndsresmsliuilundaziulszana 33 MB wanilafiarsandedadiums
Tiwuizasudaslusunswluszdu debug Fulussauiifvdayadonianun mansouang
lananwusznauv 6.6
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imapd (13%) B imapd

popad (6%) B popsa
O sendmail
O misc
W sshd

O telnetd

sendmail (82%)

Mwisznau 6.6 dadrumsilanunlumsiiudanuaudaslsunsy

NNAMNUIENY 6.6  HUNTAT UM IFNUNYAVaITIEN  mail  Z9UENBUAIE
TUsun38 sendmail imapd 4ag ipopd SINAULAINBY 100 tWasidud Fuanelvifiuieiag
AANANNNANTITHLNBUNIBNANLDEINUM S LAUSMTDLNS

v oA & W < )
6.6.2 M3ldnuiiudayadanluilagiu
LHafaIaNMsNUayadanuULATEN ratree.psu.ac.th ToaRasanane

[

Tuldiwmuaammsinnu 2eq syslog F9agN /etc/syslog.conf FMIMuuaMMIINNIUGI

#ident "@(#)syslog.conf 1.4 96/10/11 SMI" /* SunOS 5.0 7
# Copyright (c) 1991-1993, by Sun Microsystems, Inc.

#

# syslog configuration file.

#

# This file is processed by m4 so be careful to quote (') names

# that match m4 reserved words. Also, within ifdef's, arguments

# containing commas must be quoted.

#



mailto:@(#)syslog.conf
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*.err;kern.notice;auth.notice /dev/console

*.err;kern.debug,;daemon.notice;mail.crit /var/adm/messages
*.info /var/adm/messages
*.alert;kern.err;,daemon.err operator

*.alert root

*.emerg *

# if a non-loghost machine chooses to have authentication messages
# sent to the loghost machine, un-comment out the following line:

auth.notice ifdef('LOGHOST", /var/log/authlog, @loghost)
mail.debug ifdef(CLOGHOST", /var/log/syslog, @loghost)
local?2.debug /var/log/sudo

local2.err /var/log/poppassd-log

#

# non-loghost machines will use the following lines to cause "user"
# log messages to be logged locally.

ifdef("'LOGHOST, ,

user.err /dev/console
user.err /var/adm/messages
user.alert ‘root, operator’
user.emerg *

)

nndayalulwaasnannwuniimstuiindaysdanadludanlng 4 Indde

k4

< 4 < v v
1. 89nlWe /var/adm/messages tudayaeail

*.err;kern.debug,daemon.notice;mail.crit /var/adm/messages
*.info /var/adm/messages
user.err /var/adm/messages

[

= ¢ & v &
2. danld /var/log/syslog tNUYBUIONU

mail.debug ifdef("LOGHOST", /var/log/syslog, loghost)




[

3. 8anlWd /var/log/sudo thutiayandil
local2.debug
< ¢ s v o &
4. a0l /var/log/poppassd-log tNUYBNANIU

local?.err
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/var/log/sudo

/var/log/poppassd-log

PNMINAUAMNTINNIUYBY  syslog  AINENIULBLANTANNNFTMWANS LFNULBILATEN

AaNTILABIAINaNTINIagU AR

1. daysdanluszaudayamly (info) Mnnaunas (facility) aztuiinaslulud

/etc/adm/messages

2. dayadanluszauildanasaumsinnuslusunsu(debug) M0 facility %o mail

zvuiinaslulng /etc/log/syslog

< 4 1y C = 4 < N a
3. danlnd /var/log/sudo Way /var/log/poppassd-log 1uun1’5uumwaa§aaamwumu

PNULEIUN 2 (NHBY 2544 Uz 16 WOHBMAN 2544 MUSIAU

WannsaniunTIn laenihNufiuas Zetc/log/syslog TINAUNUNYBY /etc/adm/messages

TuudazTuraesmsivuam syslog udnelanemse 6.8

AN 6.8 M3lanunlumsiudanluueaz uran3a9 ratree

4 IR lusiae (byte)
01 102,426,605
02 11,872,390
03 54,779,557
04 21,374,292
05 53,077,997
06 44,752,176
07 136,321,189
08 84,659,080
09 83,941,916
10 57,889,933
11 43,277,028
12 95,295,561
13 71,002,730
14 42,631,202
15 27,478,939
16 47,301,927
17 92,858,368

sauNURA Ll wAasdu (byte)

Jun
18 70,049,467
19 50,753,607
20 93,853,082
21 111,638,450
22 59,876,180
23 22,041,497
24 29,687,504
25 102,952,883
26 100,361,646
27 33,002,524
28 87,334,127
29 29,349,645
30 64,735,306
31 85,410,843
794 2,011,987,651
1deRe 64,902,827
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NNNTN 6.8 U NNUNNIzaas g lumstivdanusaziulosmisfa 64 MB Uaslia

]
A o

Wsuigumsldnunnunsiinmvuali syslog LAUABATNRNAMNMTN 6.4 NNUN@EE

4 1

daduagh 33 MB nudeiunnlfinudanludagiuazinnnhmaiuienuuunivuetiou
2 171 MBI NMSMBUAAIYBY syslog.conf TUUTTNA

*.info /var/adm/messages

Fudumsssynldiiudenzesnnunasiniialuszau info lUtuiinaslwe

1 o Y

/var/adm/messages T95INDILABIMIAIN mail Ae AN sIHUdeANEFRUNUMS
Mrualuussnaoamna

mail.debug ifdef(CLOGHOST", /var/log/syslog, @loghost)

]
= 1

v o 1 o a L& Yo = g &
‘ﬁﬁﬂﬁiﬁuﬂ')'ﬂﬂLﬂUﬁﬂﬂ?lﬂQLtﬂaQﬂ']Luﬂ mail YNV Iwuu‘wnaﬂ‘v\la /Var/log/syslog UUPD

v

< . [ . A= < = [
YDYaIDNYDY mail Tusedu info aztusinaslulud /var/adm/messages LasUULLOEINY

AoNadDNYDY mail TUsEAU debug Aaztuiinaslulng /var/log/syslog eae aauudarml

1 1
= =

nunnnnldnudeniinauieou 2 whilaSsudsunumsiiudayadannman

e

v

aadsagulanlumstmuaalulng syslog.conf Mldagilaginuumaioe ratree 1WA
mathugayadanianan mail Hreuiu Fanlideiunlumsiuiady 2 oh aaluly
msthnuamasnanmsudlswsaiudayadanaalnd /var/adm/messages MNHN

*.info /var/adm/messages
wasmily
*.info;mail.none /var/adm/messages

d! a v < 1 [ n} o 1 4
mnNuaasliinadayadannauuaznasmaasuuasmsiivuae lulwg syslog.conf
LA LANINITIN 6.9
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4

M99 6.9 wamaUSinamsldnunneuuazraaudeuudas lulng syslog.conf

|

Jun ALAN Alud 19 50,753,607| 24,464,498
1 102,426,605| 49,907,095 20 93,853,082 46,026,761
5 11872390 5558.226 21 111,638,450] 54,833,981
3 54.779.557| 27,060,872 22 50,876,180 29,345,403
., 21374292 9957877 23 22,041,497| 10,696,802
: 53.077.997| 26,822 111 24 29,687,504 14,519,442
s 44.750.176]  21.946.793 25 | 102,952,883| 50,126,853
n 136321189 66.652.611 26 | 100,361,646 49,414,787
o 64,659,080 41.112.450 27 33,002,524 16,202,033
5 63941916 41,032,656 28 87,334,127 43,526,891
10 57,889,933| 29,021,553 29 29,349,645| 14,766,262
11 43,277,028 21,982,244 30 64,735306| 31,988,488
12 95,205,561| 46,825,844 31 85,410,843 43,225,181
3 1002730 3443379 g9u |2,011,987,651| 988,592,550
14 42,631,202 20,791,431 L’u?ﬂlﬂﬁi‘ﬂ 64,902,827 31,890,082
15 27,478,939] 13,101,768 S
16 47,301,927| 23,229,565 * ey byte
17 92,858,368 46,083,452
18 70,049,467 33,934,826

dmumsinsanhmsasiudayedenluszduinsmnzan TasRansandalssdumsi
Foyadontuanldnuduiumansaiumeyninld Fwmennmanadaumsynin ield
Tumsafungdmiumsasadumsyngnluwideil 5.8.1 @ansoudas faciliy was
prioritynasayadaniiiiadassasiisnnsaildlumsasaduynnld dansail 6.10

MINN 6.10 UaAITNIIANAUIETEAU facility Wz priority NAATBITDENMTYNTN

A8n151anG facility Priority
a%4q mail Information
51/ N9 authorization | Alert
Ping Flood authorization | Alert
Syn Flood kernel Information
Brute-force attack authorization | Information
Sniffer kernel Information
Surveillance/Probe mail Information

Local exploit for sendmail 8.11.6

Linux kernel ptrace/kmod local root exploit
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nndayalumand 6.10 mansoaglldhmafutayadeniifiiananunads mail uaz
kernel 152U information d’su?i"aagaﬁanmn authorization ﬁ?umnﬁi"mmﬂﬁmmsnmaa
JumslandianeISms Brute-force attack NAISIAUTRYARBNIUTLAY info WWUAY WIRENR
awfutayaluseu alert Aldduiu dudmassaplosmwnuldhszdurssmaiuda
yadanfiinzandmdumahdayallFhmiumsimnsiiieanaiumsynsnaadu

S¢@U information

6.7 agﬂ

KaMInATaUszUUiNaNIUWUh s uUTiRaaInsoasRiumsTaxd
Tudnuoir Active attack @G0T Passive attack Waiiilasnnmslandludnyozdingn
dlngiinliidedeniitufinmaiamamssl  Fsnansoinedayadaniuaiiuanden
dungiieldlumsanadulumendild  udlunamgmseiiumsyngnlesandeaslng
aaslUsunsu s‘z’;qwu*jﬂaiﬁimsaﬂiﬂq ol e ldszuuliainsaasiadumsyngnle
Toamsasrasuenaazlaiamsaulumsnsiasu Wy State Transition Analysis Technique
Wudy dwmsdnmmyasugalumstuiindayaden sgulanlumsduiindayadanues
wamsalen g fAeduuedssraniumasildssuuidmseiind msdvualussau
information Wi lagnMsRMsandemaihdayadenluldlumsasnduyngn uenanil
Foyadonilldnnssdudinanasingazdaorauvamsaiing g Nudwaiowmaiiie
dulussuuiidanunt  warlumsdensidayamnlidasmsdayadilafaansousn
Foyamanivaanludeuld  uwdmndguassuuimualiiufinamstayaiisdnvied
aulavhty  udlumevdufefionudasmsdayeduy uenmilonniidmualifasla
sansaile luundaluaznandaunagluazdatauauus



