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ABSTRACT

This thesis presented a model for intrusion detection system using audit log analysis
method. The model is a Host-Based Intrusion Detection System (HIDS) that comprises of
three major modules, i.e., data collection, analysis and response modules. The data
collection was operated by collecting data from log files obtained from a native system log
utility of a unix system. This information then is used by the analysis module to detect
intrusion activities. Once an intrusion activity is found, the response module activates its
relevant function. Alarms and notification of the attack are report to system administrators
via several communication methods such as e-mail, Short Message Service (SMS) etc. The
study also suggested level of audit log for general system log utility so that the log

information is useful for intrusion detection



