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ABSTRACT

This thesis proposes the development of an instrument model to detect
intrusion into RedHat Linux versions 6.1, 7.0 and 9.0. The model uses a combination of
anomaly and misuse detection methods, with data mining classification technique to classify
system calls usages. There are two main modules : the tracing shell and the safety check.
The tracing shell will track user’s shells. When a process is created, a new file is also
created to record all of process activities. This file is examined regardless whether there is
a threat to the system. The safety check counts frequencies and classifies the types of
activities base on frequency of system call usage. If a process execution is classified as
abnormal, a threat to the system can be suspected. The intrusion detection system developed

satisfies the goals of thesis research.
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