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line# PID process name trace point system call and parameter

1 e

2 174  bash CALL _stat13(0x80d88a8,0xbfbff440)
3 174  bash NAMI /bin/ls

4 174  bash RET _ statl30

5 e

6 174  bash CALL fork

7 174  bash RET fork 337/0x151

8 174  bash CALL wait4(Oxffffr,0xbfbff658,2,0)
9 e

10 337 bash RET fork 0

11 337 bash EMUL netbsd

12 e

13 337 Dbash CALL execve(0x80d88a8,0x80d8868,0x80df008)
14 337  bash NAMI /bin/ls

15 337 bash NAMI Nlibexec/1d.elf so

16 337 Is EMUL netbsd
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line UID EUID GID EGID PID Process trace point system call & parameter

1 1000 1000 100 100 176 bash CALL _ stat13(0x80d88a8, 0xbfbff440)
2 1000 1000 100 100 176 bash NAMI "/bin/ls"
3 1000 1000 100 100 176 bash RET _stat13 0

4 1000 1000 100 100 176 bash CALL fork

5 1000 1000 1000 100 100 bash RET fork 338/0x152

6 1000 1000 100 100 176 bash CALL waitd(Oxffffffff,0xbfbff658,2,0)
7 1000 1000 100 100 338 bash RET fork 0

8 1000 1000 100 100 338 bash EMUL netbsd

9 1000 1000 100 100 338 bash CALL execve(0x80d88a8,0x80d8868,...)
10 1000 1000 100 100 338 bash NAMI /bin/ls

11 1000 1000 100 100 338 bash NAMI /libexec/ld.elf_so

12 1000 1000 100 100 338 Is EMUL netbsd

13 1000 1000 100 100 338 Is CALL write(1, 0x8053000, 0x2f)

14 1000 1000 100 100 338 Is GIO fd 1 wrote 74 bytes
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v Y
MIAAAINNITNINUVDI TUsIsauuY setuid TUNTHENAIDE19NTHRINUVBIM

o ) 1 < o w a
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line# UID
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602
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600

process
csh

csh

csh
passwd
passwd
passwd
passwd
passwd
passwd
passwd
passwd
pwd_mkdb
pwd_mkdb
pwd_mkdb
pwd_mkdb
passwd

passwd

trace pointsystem call & parameter
CALL execve(0x806ec00,0x806b650,...)
NAMI  "/usr/bin/passwd"

NAMI  "/usr/libexec/ld.elf so"

EMUL "netbsd"

RET execve JUSTRETURN

CALL  write(0x3,0x8067000,0xd)
GIO fd 3 wrote 13 bytes

RET write 13/0xd

CALL read(0x3,0x8067000,0x10000)
GIO fd 3 read 7 bytes

RET read 7

CALL  open(0xbfbffda,0,0x1b6)
NAMI  "/etc/ptmp"

NAMI  "/etc/ptmp"

RET open 3

CALL exit(0)

RET wait4 602/0x25a
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A ldaL o U . Talsiseanuy setuid

nnilsznev 3.1 ununnmslasuutlasaoivuzved Issauuulnauaziu setuid

[Nuansri, 1999]
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uid  Anlszdhdrvesdldilng Tududand 1000 Hudn Ty
4

gid  anlszdhinguuesdlding Fududaud 100 Fudu’ly

sid Ailszidvesdguasz vy 0

. v ) U 9 ) 1 3 1 =

sgid — Anlszdinguusadquaszuy SANALA 0 D99
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oid  alszddvesdldlng Fududaud 1000 Hudn Ty
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ogid  alszdinguuesdldlng Tududaud 100 Fudu’lyl
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dm5um gid veudldiudinndaualulasmualdiu szuvdfianmsezdmuan gid fu
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100 ¥43i%031 users A1 oid 1Az ogid naedIMLTEIIEIG1dnTom sz S nquindial lumh
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A < @ ll a A =
MINN 3.5 L'lJuﬂ']@Eﬂ\?GUfNﬂTﬁufﬂiJﬁﬂ'lugsllﬂx‘ljﬂﬁl‘ﬁfﬁluajﬂﬁlcﬁﬁﬂﬂ'l user

credential Wuaienee Tasimualdisiveslassaniiar UID wag GID @y 1000 uag 100
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Classification Example
State
UID EUID GID EGID| UID EUID GID EGID
Uid uid gid gid 1000 1000 100 100 Normal state
Sid uid gid gid 0 1000 100 100 Setreuid state
Uid sid gid gid 1000 0 100 100 Setuid state
Uid uid sgid gid 1000 1000 0 100 Setgid state
Uid uid gid sgid | 1000 1000 100 0 Setregid state
Sid sid gid gid 0 0 100 100 Super user state
Uid uid  sgid sgid | 1000 1000 0 0 System group state
Oid oid gid gid X X 20 20
Another user state
Uid  uid ogid ogid | 1000 1000 Y Y
1NAMIIATEHNgUeIMsHomanuedduisdiousanesiudmiumsieon
a1z lagail

define_state(uid, euid, gid, egid)

If uid = euid and gid = egid then return NORMAL

If gid < 9 and egid <9 then return SYSTEM_GROUP

Ifuid = 0 and gid = 0 then return SUPER_USER

If euid = 0 then return SETUID

If egid < 9 then return SETGID

Ifuid = 0 then return SETREUID

If gid < 9 then return SETREGID
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3.3.3.1. ngaivayuded 0

Rule 0: Only the special system calls setreuid() and the setregid() are permitted to change
the (real) UID or GID respectively.
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. I 1 A
credential Lﬂumﬁuq

call setuid prog

Start y, [ Normal »( Setuid
State State

forbidden activity

setuid()
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azilangaivuayudoh o
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msasndumsaziangaivayunaas 3 lunwiszneud 3.1 a5uielan

A ~ a 9y [l a Y A Ya <3 o ]

o Tswalan nasuamuzaninaauzlndringaniugmapuarson lsgmnuneadimiy
§ 1 o g o ' a [~} . <3| {

nlasuasanlszgdraouy Quntlendiedadsmuaoa setuid() 1Wumald lseaalasu

A 1

Y 1 9Jq ¥ Y [ 1 <3|
anuzinganuilygeganad den lswadsnarailulilsmayngn

3.3.3.2. ngavvayuden 1

Rule 1: No execve() call is allowed in a special privileged state.

4 ]
npetiuayudesimuaiunuivetloaiumsyninsz UMY buffer overflow
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[ o

£ A v v 9 4 A a d a9 Ao
(Fe5u1elludrluiadon 2.2.1.2) e ndmnunea execve() VWA IMTDTINY
{ a s o o o 1 Ly o o
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1 Y ] o A Ao ya 3 o dy 19
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call setuid prog

Start g, [ Normal »( Setuid
State State

forbidden activity

execve()
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azilangaiuayudon 1
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3.3.3.3. ngavvayuden 2

Rule 2: A process in a special privileged state is not allowed to create a setuid/setgid program.
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Fyuaoa open() 1Fdmsumadauduioadra o1 nioud ludediuegiu
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call setuid prog

Start y, ( Normal P Setuid
State State

forbidden activity

pen(path, O_CREAT, S_ISUID)

Anilsznen 3.4 urunumsldounaeanuzyeInsagINIUMSYNFNG

a ] 9 a 9 a [~
AZNANNTUUTYUUIN 2 AIYFHLNUADAR open()

M3a319lUsUN TNV setuid AI8BHINNADAIUNGNUDI chmod
a =] J Y o o A 1 .. A
Fnunoalunguued chmod 1¥dmisumsilasuar permission vowiuh

a J a [} 1 Y a <3 1a <3
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int chmod (const char *path, mode_t mode)
int fchmod (int fd, mode_t mode)

int lchmod (const char *path, mode_t mode)
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call setuid prog

Start y, ( Normal
State

forbidden activity
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aziiangaivuayudon 2 AeFnnunoangy chmod

3.3.3.4. ngaiiuayuden 3

Rule 3: A process is not allowed to modify system programs.
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azilangaivayudon 3

3.3.3.5. ngaivayudeh 4

Rule 4: Only the superuser should be allowed to create new accounts.
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execve setuid

Start
execve|pwd_mkdb
Setuid
State
open(/etc/ptm
/ {remove PID
) exit() && from black list}
Terminate
State PID in black lis
forbiddened activity add PID in black list}
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3.3.3.6. ngavvayuden s

Rule5 : Some system call functions are strictly limited to superuser(root). These system calls are
mount(), umount(), nfssve(), quotactl(), reboot(), settimeofday() and swapon().
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