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struct ktr_syscall {

int ktr_code; /* syscall number */

int ktr_argsize; /* size of arguments */

/* followed by ktr_argsize/sizeof(register t) "register t"s */
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register_t * ap;

long arg 1, arg_2;

ap = (register_t *)((char *)ktr + sizeof(struct ktr _syscall))
arg_1 = (long) *ap: // M5V WIs1903FIR 1

ap++;

arg_2 = (long) *ap; // §M5V M@ 05 AN 2
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Fodoya Tnseadedoya wiindoya Fouls
UID struct ktr_header uid t ktr uid
EUID struct ktr_header uid t ktr_euid
GID struct ktr_header gid t ktr_gid
EGID struct ktr_header gid t ktr egid
SysID struct ktr_syscall int ktr_code

Parameter - register t * ap
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INQ@ ktrsysret()
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int ktr_error;
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void ktr_syscall(struct ktr_header *kth, struct ktr_syscall*ktr )

Y o 9 A Yy 9 £ 3 .
VAUV kth ﬂ@jﬂi\iﬁi1\‘lﬂlﬂu‘]acﬁﬂlﬂﬂﬂ1 user credential ‘llf]\‘liﬂﬁlcﬁﬁ
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ktr_syscall(kth, ktr) if syscall _id is in critical system call then
uid is uid(kth) call response(uid, “exit()”, R#5)
pid is pid(kth) return
if syscall_id is execve() then end if

if path is “pwd_mkdb” then
call set(pid, uid)
else
call response(uid, “execve()”, R#l)
end if
return
end if
if syscall _id is exit() then
if search(pid)>=0 then

if syscall_id is in chmod_group and flag is setuid
then

call response(uid, “exit()”, R#2)

return

end if

if syscall_id is open() then
call support_open(kth, filename, flag, mode)

call response(uid, “exit()”, R#4) return
end if end if
return
end if

Void  ktr_sysret(struct ktr_header *kth, struct ktr_sysret*ktr )
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ktrsysret(kth, ktr)

if syscall is in chage _id_group and state(kth) is Super user group then
call response(uid, “seuid/setgid()”, R#0)

end if

return

void  support_open(struct ktr_header *kth, char *path, long flag, long mode);
v o ¥ A Yy 9 £ g .
Poyaind kth A9 198319903 aFUNVAN user credential VoI 11/51er
4 <
path AoV LIAY (Full path)
flag AogUuuvvesmsdaudy wudlauduiomou o1u vioud ly
A ) a z:a‘ Y =X ] .

mode ABMIMNUATNTUBINTI10 Ui 19U LU setuid
o a I Jo A 0w a 4 a g
AUy Wuiladdunlddmsumsinsanldswaile TUswasonl¥Fmniunea

open() Tunsain lsisaod luaniusiiay

9anvINY
Support_open(kth, path, flag, mode) Ifflag is MODIFY and path is command then
If path is “/etc/spwd.db” then call response(uid, “open()”’, R#3)
call unset(uid) return
return End if
End if Return

If flag is CREAT and mode is SETUID then
call response(uid, “open()”, R#2)
return
Endif
s w o Y A4 o & Y A Yy 9 A o & A
FNIUNRAUUAYUVIDN 4 ’ﬂnﬂuﬂ@ﬂuiﬂiﬂﬁiﬁﬂl@uﬁalwaﬂﬂLﬂ'UT‘l]i!ﬂfff‘ﬂlJl!u'J
Y o1 'y Yy v o 1~ A o &
IHN’NHJ‘HTIJ3%’?[1!ﬂéﬂl!@lﬂ@ﬂﬁﬂﬂWi@lﬁﬁ%ﬁ@U Iﬂﬁ\?ﬁﬁ%‘lﬂl@u‘]aﬂ\iﬂﬁTJiJﬁiﬂ“lfﬂﬂ\TH

3| ) v o w S
- wid Wudeyanuv uid_t lFdmsunuvmneavlsziwadldyaiudvedlisima

nidegnanay

. 3 9 . 9 o o < Ao o A
id UJH"U@HQLLUU pid _t Glflfﬁ’lﬁi‘U!ﬂ’UT‘ilJ'lflla“llil]ilc]fﬁﬂﬂWa\‘]ﬁﬂﬁuJ

1
=



void  setCR_PS(pid_t pid, uid_t uid)
Joyaiudr  pid AevanomaTalsiva

uid Aevaneullsz el e
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GRAGEATRLY Whuilsndunlddmsumudoyalulnseadedoya

[ asR
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set (pid, uid)
For each record in list
If uid( record)<0 then
pid(record) = pid
uid(record) = uid
exit from loop
End if

Return

int searchCR_PS(pid_t pid)

¥ o 9 LA Sy v

Yoyarudn  pid Aenweay Tilsandeansaum

1A [ o 1 Y Y Y A A U = g '
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search (key)
For each record in list
If key = uid( record) then
Return REC#(record)

Return -1

void  unsetCR_PS(uid_t uid)

9 o 9 LA o v 9Yq 9
Yoyaruu1  uid AovmeavIzAIN1Y

o a I J v ° o
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unset (key)
For each record in list
If key = uid( record) then
pid(record )= -1
uid(record) = -1
End if

Return

void response(uid_t uid, char *syscall, int rule)
9 o 9 . A o w 9q 9
VoAU uid AoV U 3231097 1%
A A A <3
syscall ADFDFHNUADA
rule AOSIALVBING AT UALY
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AoFUY Wuileddunlddmsvaouaussas Tusiwangniasaninduldswayngn
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PIDTT STAT TIME COMMAND

1 7? Ss 0:00.00 init

118 7? Ss 0:00.00 /sbin/dhclient

124 7? Ss 0:00.03 /usr/sbin/syslogd -s
338 7? Rs 0:00.09 /usr/sbin/sshd

344 7? Ss 0:00.00 /usr/sbin/inetd -1
365 7? Rs 0:00.00 /usr/sbin/cron

11 EO Ss+ 0:00.04 sh /etc/rc autoboot
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