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A1 User credentials

NaNITNAT DU
UID EUID GID EGID
1 0 0 0 0 Normal state
2 1000 1000 100 100 Normal state
3 1000 0 100 100 Setreuid state
4 0 1000 100 100 Setuid state
5 1000 1000 100 0 Setgid state
6 1000 1000 0 100 Setregid state
7 0 0 100 100 Super user state
8 1000 1000 0 0 System group state
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mﬂixﬁmdm 0 (wheel) 100 (users)
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f1dfa FwfuneaiiGenld  ngatuauy
1 su setgid() 0
2 exec bash execve() |
3 chmod +s msh chmod() 2
4 Jcreat suid open() 2
5 c¢p msh /bin open() 3
6 vipw open() 4
7 mount /dev/sdOe /mnt mount() 5
8 eject /dev/sdOe umount() 5
9 date 0101051200 settimeofday() 5

10 reboot reboot() 5
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pid 175 [1000, 0, 100, 0]
executed su_chmod and attempted to break supporting rule #2 create setuid program
intrusion process were killed:

175166 160 634 144 106 104 110 108 107 100 856 789 822 112 735 658
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Lﬂ?@ﬂliﬂj1ﬁw1ﬁl Lﬂ’iﬁ'm Log server
IP Address 172.253.111 172.25.3.48
Operating system NetBSD (modified version) NetBSD (modified version)
Service Apache, FTP, SSH, and MySQL  Syslogd, Firewall
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10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.

23.

24.
25.
26.
217.
28.
29.
30.

Tue Mar 21 21:54:31 2006 [pid 13054] [ftp] OK LOGIN: Client "58.136.100.103", anon
password "IEUser@"

Tue Mar 21 22:32:19 2006 [pid 11093] [test] FAIL LOGIN: Client "58.136.100.103"
Tue Mar 21 22:32:41 2006 [pid 14889] [test] FAIL LOGIN: Client "58.136.100.103"
Tue Mar 21 22:33:25 2006 [pid 28123] [test] FAIL LOGIN: Client "58.136.100.103"
Wed Mar 22 00:35:57 2006 [pid 14225] [test] OK LOGIN: Client "61.7.157.128"
Wed Mar 22 00:38:58 2006 [pid 16378] [admin] FAIL LOGIN: Client "61.7.156.202"
Wed Mar 22 00:38:58 2006 [pid 26310] [admin] FAIL LOGIN: Client "61.7.156.202"
Wed Mar 22 00:38:58 2006 [pid 28114] [admin] FAIL LOGIN: Client "61.7.156.202"
Wed Mar 22 00:38:58 2006 [pid 937] [admin] FAIL LOGIN: Client "61.7.156.202"
Wed Mar 22 00:38:58 2006 [pid 28608] [admin] FAIL LOGIN: Client "61.7.156.202"
Wed Mar 22 00:38:58 2006 [pid 5418] [admin] FAIL LOGIN: Client "61.7.156.202"
Wed Mar 22 00:38:59 2006 [pid 7272] [admin] FAIL LOGIN: Client "61.7.156.202"
Wed Mar 22 00:38:59 2006 [pid 28615] [admin] FAIL LOGIN: Client "61.7.156.202"
Wed Mar 22 00:38:59 2006 [pid 28149] [admin] FAIL LOGIN: Client "61.7.156.202"
Wed Mar 22 00:38:59 2006 [pid 1065] [admin] FAIL LOGIN: Client "61.7.156.202"
Wed Mar 22 00:38:59 2006 [pid 28836] [admin] FAIL LOGIN: Client "61.7.156.202"
Wed Mar 22 00:39:08 2006 [pid 21015] [admin] FAIL LOGIN: Client "61.7.157.128"
Wed Mar 22 00:39:08 2006 [pid 29947] [admin] FAIL LOGIN: Client "61.7.157.128"
Wed Mar 22 00:43:25 2006 [pid 4088] [test] FAIL LOGIN: Client "61.7.157.128"
Wed Mar 22 00:43:25 2006 [pid 13800] [test] FAIL LOGIN: Client "61.7.157.128"
Wed Mar 22 00:43:25 2006 [pid 27287] [test] FAIL LOGIN: Client "61.7.157.128"
Wed Mar 22 00:43:28 2006 [pid 12010] [test] FAIL LOGIN: Client "61.7.157.128"
Wed Mar 22 16:08:22 2006 [pid 17309] [ftp] OK LOGIN: Client "203.113.76.11", anon
password "IEUser@"

Wed Mar 22 16:09:21 2006 [pid 18402] [test] OK LOGIN: Client "203.113.76.11"
Wed Mar 22 16:15:28 2006 [pid 11219] [test] FAIL LOGIN: Client "203.113.76.11"
Wed Mar 22 20:44:43 2006 [pid 12061] [root] FAIL LOGIN: Client "61.7.156.202"
Wed Mar 22 20:44:43 2006 [pid 5390] [root] FAIL LOGIN: Client "61.7.156.202"
Wed Mar 22 20:44:57 2006 [pid 9376] [root] FAIL LOGIN: Client "61.7.156.202"
Wed Mar 22 20:44:57 2006 [pid 26271] [root] FAIL LOGIN: Client "61.7.156.202"
Wed Mar 22 20:44:57 2006 [pid 2714] [root] FAIL LOGIN: Client "61.7.156.202"

amilszneu 6.3 wamsnaaeuszuyluuily ivar/log/vsfipd.log
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31,
32.
33.
34,
35,
36.
37.
38.
39.
40.
41,
42,
43,
44,
45,
46.
47,
48,
49,
50.
51.
52.
53.
54,
55,
56.
57.
58.

59.

60.

Wed Mar 22 20:45:01 2006 [pid 13718] [root] FAIL LOGIN: Client "61.7.156.202"
Wed Mar 22 20:46:48 2006 [pid 29373] [test] FAIL LOGIN: Client "61.7.157.128"
Wed Mar 22 20:46:48 2006 [pid 13098] [test] FAIL LOGIN: Client "61.7.157.128"
Wed Mar 22 20:46:48 2006 [pid 24424] [test] FAIL LOGIN: Client "61.7.157.128"
Wed Mar 22 20:46:48 2006 [pid 9896] [test] FAIL LOGIN: Client "61.7.157.128"
Wed Mar 22 20:46:48 2006 [pid 11128] [root] FAIL LOGIN: Client "61.7.157.128"
Wed Mar 22 20:46:48 2006 [pid 16408] [root] FAIL LOGIN: Client "61.7.157.128"
Wed Mar 22 20:46:48 2006 [pid 11180] [test] FAIL LOGIN: Client "61.7.157.128"
Wed Mar 22 20:46:49 2006 [pid 5092] [test] FAIL LOGIN: Client "61.7.157.128"
Wed Mar 22 20:46:49 2006 [pid 1833] [test] FAIL LOGIN: Client "61.7.157.128"
Wed Mar 22 20:46:49 2006 [pid 18467] [test] FAIL LOGIN: Client "61.7.157.128"
Wed Mar 22 20:46:49 2006 [pid 19909] [test] FAIL LOGIN: Client "61.7.157.128"
Wed Mar 22 20:46:49 2006 [pid 29756] [test] FAIL LOGIN: Client "61.7.157.128"
Wed Mar 22 20:46:49 2006 [pid 13988] [test] FAIL LOGIN: Client "61.7.157.128"
Wed Mar 22 20:46:49 2006 [pid 5675] [root] FAIL LOGIN: Client "61.7.157.128"
Wed Mar 22 20:46:49 2006 [pid 4719] [root] FAIL LOGIN: Client "61.7.157.128"
Wed Mar 22 20:46:49 2006 [pid 14226] [root] FAIL LOGIN: Client "61.7.157.128"
Wed Mar 22 20:46:50 2006 [pid 7793] [root] FAIL LOGIN: Client "61.7.157.128"
Wed Mar 22 20:46:50 2006 [pid 11169] [root] FAIL LOGIN: Client "61.7.157.128"
Wed Mar 22 20:46:59 2006 [pid 60] [root] FAIL LOGIN: Client "61.7.157.128"
Wed Mar 22 20:47:00 2006 [pid 17535] [root] FAIL LOGIN: Client "61.7.157.128"
Wed Mar 22 20:47:00 2006 [pid 15842] [root] FAIL LOGIN: Client "61.7.157.128"
Wed Mar 22 20:47:00 2006 [pid 20929] [root] FAIL LOGIN: Client "61.7.157.128"
Wed Mar 22 20:47:00 2006 [pid 14923] [root] FAIL LOGIN: Client "61.7.157.128"
Wed Mar 22 20:47:00 2006 [pid 6959] [root] FAIL LOGIN: Client "61.7.157.128"
Wed Mar 22 20:47:00 2006 [pid 16468] [root] FAIL LOGIN: Client "61.7.157.128"
Wed Mar 22 20:48:50 2006 [pid 11460] [test] OK LOGIN: Client "61.7.157.128"

Wed Mar 22 20:49:39 2006 [pid 19276] [test] OK LOGIN: Client "61.7.157.128"

Wed Mar 22 20:50:14 2006 [pid 15520] [ftp] OK LOGIN: Client "61.7.156.202", anon password

"IEUser@"

Wed Mar 22 20:50:26 2006 [pid 21375] [ftp] OK LOGIN: Client "61.7.156.202", anon password

"IEUser@"

Mnilszneu 6.3 (fe) namsnaaeuszunluuily var/log/vsfipd.log
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1. Mar 21 16:23:33 victim last message repeated 3 times

2. Mar 21 23:32:16 victim sshd[9448]: Failed password for test from 58.8.192.230 port 3670 ssh2

3. Mar 21 23:32:43 victim last message repeated 2 times

4. Mar 21 23:33:03 victim sshd[26463]: Failed password for test from 58.8.192.230 port 3781

5. Mar 21 23:33:17 victim sshd[26463]: Failed password for test from 58.8.192.230 port 3781

6. Mar 22 00:46:52 victim sshd[11944]: Accepted password for test from 61.7.157.128 port 1809

7. Mar 22 00:46:56 victim su: BAD SU test to root on /dev/ttyp0: authentication error

8. Mar 22 00:47:18 victim su: BAD SU test to root on /dev/ttyp0: authentication error

9. Mar 22 07:56:06 victim sshd[19144]: fatal: Timeout before authentication for 61.8.153.114

10. Mar 22 07:59:02 victim sshd[10156]: Did not receive identification string from 211.157.104.19

11. Mar 22 11:12:15 victim sshd[3237]: Did not receive identification string from 61.91.101.207

12. Mar 22 16:10:38 victim sshd[13939]: Accepted keyboard-interactive/pam for test from
203.113.76.11 port 1611 ssh2

13. Mar 22 16:15:39 victim su: BAD SU test to root on /dev/ttyp0: authentication error

14. Mar 22 20:51:22 victim sshd[9237]: Accepted password for test from 61.7.156.202 port 1594

15. Mar 22 20:52:08 victim su: BAD SU test to root on /dev/ttyp0: authentication error

16. Mar 22 20:52:32 victim sshd[16609]: Accepted password for test from 61.7.156.202 port 1596

17. Mar 22 23:26:15 victim sshd[17224]: Did not receive identification string from 210.208.231.21

aMilszneu 6.4 wamsnaaeuszuyluuily ivar/log/authlog
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Mar 22 20:52:16 victim /netbsd: pid 7464 [1003, 0, 0, 0] executed su and attempted to break supporting rule #0
call setuid/setgid

Mar 22 20:52:16 victim /netbsd: intrusion process were killed: 7464 14047 22327
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