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ABSTRACT

This thesis proposes an concept for a operating system security enhancement
based on the NetBSD system. This concept implements an intrusion detection approach named
Process State Transition Analysis Technique (Nuansri, 1999) in the kernel level. As modifying
the kernel is complicated, we must test the approach in the application level for obtaining the
algorithm and discovering the system functions that have to be modified. After the system
function is modified, the performance of the intrusion detection mechanism is tested for both
accuracy and robustness, and to verify the covert operation of system commands. Finally, we test
the performance of the operating system, with the result being only 5% lower than the original
operating system.


