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Abstract

Protocol design is up to the designers who use their own languages and symbols which
lead any implementer with some difficulties. Consequently, standard techniques have been
developed to describe protocol behavior so that any ambiguity is excluded. These techniques are
called FDT (Formal Description Technique) and Estelle is one of these techniques.

The aim of this thesis is to write a specification of the TFTP protocol according to the
Estelle technique by using Estelle Graphical Editor tool and to simulate the specification using the
EDT tool. The first step is to study the detail of the TFTY protocol, Estelle syntax and semantic,
and then to design the protocol into units of Estelle (i.c. modules). Then each module is described
in detail by providing its control states and behavior.

Estelle Graphical Editor is a tool that make writing protocol specification in Estelle more
easier by providing graphical representation. Estelle in graphical representation is called
“stelle/GR” . When finishing writing specification in Estelle/GR the tool can convert it info
Estelle in phrasal form. Having specification of the TFTP in Estelle language, the EDT tool is
used to check the correction of the specification and to simulate the behavior of TFTP protocol.

The simulation results are also presented in the thesis.
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04 | block#

2 bytes 2 byles

Opcode

n bytes, 0 < n <= 512

05 | error code

errorstring

0

Error

amsznew 2-1 pluuuvsaumidfing q Al¥lulilsTanea TFIP

2 byles 2 bytes

A
(A: Stevens, W. Richard, 1991 : 466)
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0 Not defined saile i fmuana

Wiy

1 File not found Wineuflufideens

2 Access violation

3 Disk full or allocation ﬁtﬁu%ﬂgmﬁn
exceeded
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5 Unknown port number
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7 No such user
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(f117: Stevens, W. Richard , 1991 : 467)
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RRQ —>

«—

Data, block# 1
ACK, block# 1 —P

“— Data, blockd# 2
ACK, blockd 2 S

+— Data, blockdf 3
ACK, block#3 ~ —— >

2. fusvimsduiludeyalilldgliusos

fuonTns #liuTms
afudd) GITLEED)
WRQ —

4—  ACK, block# 0
Data, blockd 1 P

4 ACK, blocid#t 1
Data, blockd# 2 —_—P

“4—  ACK, block# 2
Data, block# 3 —>

<4—  ACK,block#3

(ﬁm: Stevens, W, Richard, 1991 : 467)
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Send DATA(n)

10

Receive DATA(n)
P Send ACK(n)
rd
P
(Time out) e
-
Retransmit DATA(n) d -
Vs
-~
e H
Receive ACK(n) Receive DATA(n) (47)
W
Send DATA(m+1) d ACK(n) (47)
Receive ACK(n) (°h’ 1) Recive DATA(+1)

Send DATA(ut+1) (‘If'l) ><

Send ACK(nt+1)

s
Receive ACK(nt1) Receive DATA(n+1) (41)
9

Send DATA(n+2) Send Ack(nt+1) (1)

7
Receive Ack(nt+1) (47) Receive Data(nt2)

ot
Send DATA(+2) (471) Send ACK(nr+2)

-----------------------------------------

-------

avilszneu 2-3 ua mﬁﬂﬂmzm’itﬁﬂﬂﬂm1 sorcerer’s apprentice syndrome

(#111: Stevens, W. Richard, 1991 : 469)
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Receive DATA(n)

- Send ACK(n)
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(Time out) e -
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-
-
‘ A /// - p
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5
Send DATA(n+1) Send ACK(n) (41)
Y

Receive ACK(n) (41) Recive DATA(n+1)
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Receive ACK(ut+1)
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Receive Data(n+2)
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(#117: Stevens, W. Richard, 1991 : 470)
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Formal Description 171 hiduffudeuilunmiieglugifiona (Textual Language) udersag
@ d 1 o { 1 W e s
Tupldydnualaie q A8 TnefudazilszTonnTodadnual ludodmuadeaiingmynenie
T ‘é 1 4 1 L]
Fond1i Formal Syntaxs Funs Syntax fedansalinnunmneiiutiueyldedudeinse
a1 e .
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Estelle Graphical Editor

3.2 Estelle
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Tavagluda Bstelle fatfudvmnevesmunhamaszdugud (SO 7185,1983)
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Estelle 1§9EmseTuionms@adedemssenindiutlssnauniigdnn g vas
sununamnumsesinengAnssumoluvesudazdnnlszneuudasnniie  uAaziag
whodlsznetniodesdis q 1 Eselle Aosiimatssmentiuiia (Type) 1a o mifoums

yemasiinvesdunlslunndiaaia
3.2.1 Estelle Model

sammdedodmunts 9 FRnuduluglinnmes Estelle szt hszuu

ﬂszneuﬁwmﬁmmdquﬂssﬂﬂmm'qﬂﬂ'ﬂﬂﬁﬁw;ﬁwﬁé‘ams%gmzm‘wﬁ'us‘%'aniﬂuaa

(Module) Balsznaudaodautstinerteddunsiien msilaevaa1ng (Transition) UAZAD
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Module Module Module Module
Transifion Transition Transition Transition Transition Transition
Actions Processes Actions Processes Actions
L s a4/ 3
mwilszney 3-1 daudszneundn 4 seduduaesamztiuuyved Bstelle
TugalTngeerdraduld
= . . ,
(31317: Lai and Jirachiefpattana, 1998 : 40)
Specification
Module Module Module Module .
Transition Transition Transition Transition Transition Transition
Aclion Action Action Action
Proces Proces

o
mmdsznou 32 daulszneundn 4 szAusuvesamgiluuuves Estelle Tugalumun

('ﬁm: Lai and Jirachicfpattana, 1998 : 40)
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myilsznon 3-3 daudndedemsuesluga Entity

P
(MN31: 180 9074, 1989 : 2)
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|
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($1317: ISO 9074, 1989 : 3)

Module R (Specification)

Module A

Module X

Module Y

Module B

1 3
mutlszaey 35 urunmIassadhauuiiondduduvedluga

(117: 1SO 9074, 1989 :3)
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; . 4 4 3o e
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ilayadentsmousnusaTugalagnifouTeaiugafemsnouenues Tugaiidly
v ' y . 2 a W 5 v
TugnislwFentigafemsmaniugnilsAany (Atached) dnnnmilszney 2-6 v 1d91g
1 L1 a o ' h ] A r
yasgadornfgnilzAniufe (1,3) 2,8 (9,11) uaz (17,18) uadhaadeayassgaiien Tos

ar

5 ‘i al L
fudlugadesameusnvesTugafiflu sibling 1 Wuga (1,9) (2,10) (4,7) Uaz (5,6) ERIG)

& a4 , 4 ' : Z
wituflugademsmeludidnyanitaiiugafemsniouenvesiugagnivu (12,14) nieia

ailugadsasmoluniegaifomameusnyesTugaRuatuedrusy (15,16) uaz (18,19) A

q

A '

%ms;mmﬂé’amsmdﬁgmf?mwiaﬁ'u (Connected)
1&’11111&5’%15%1%&"3ﬁmum’wfmTu@ﬂ*ﬁﬁqaﬁ"ﬂﬁmﬂuQﬂﬂmwm:ﬁumﬁﬁa
msmmsaé‘aﬁwﬁ'u‘lé%ﬂmmamﬂ?;ﬂufdnmsﬁu#ﬁqﬁuuazﬁ’mhmmﬁ;ﬂﬁﬂmﬂfuﬁg\i
aosfismandiugy yadems 3 fu 11 wde qadeds 8 1 13 aefidlugalmwveudums
Fomsvzndnluga b fu G tagTuga F fu H andiy Taufigadoans 19 2 uag 10 laily
getlany mﬂiugaiﬂﬁaﬁauan%ﬁnmsrhmﬂwﬁf‘i’amsﬁsﬁquﬂmwauﬁumaéams

¢
13 o T ot A = i
foyandevnmuinfezgnansellfnadaedagauniuazguiiu ilufdlia FIFo ves
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)

Tugafisudeya 'H"IﬂTuﬂﬁn’\‘l‘ﬁ’ﬂyﬁF-i'l‘u‘m\iQﬂﬁ"ﬂﬁ‘liﬁblﬂcl‘ﬁﬁﬂﬂmﬂ‘l!mtﬁ’uﬂ’l\iéﬂfﬂiﬁﬂzm}
’i]‘l’f@i;]ﬁ‘lfugﬂﬂﬂ!ﬁﬂiﬁ?ﬂgﬂﬁqllﬂiﬂﬂﬂ?ﬂ"lt! é’qﬁuﬂ135’%’1353111'1&Tmﬂa‘i}’mi‘luuumﬂs&imm
(End to end communication) it uanmnﬁé‘fqﬁmsﬁ"amﬁwiwiuaaﬁ&ﬂﬂﬁmsﬁﬂms
1UDN5E919917 (Multicast communication) Tﬂﬂ’}'%’ﬂ1'5??\1%14ﬁphmnm’f’umaﬁ"aﬁm'i%’ﬂuﬁ'u
stand ¢ idumnann Tuganiishumsgadeasnme o s;ﬂ'lﬂé‘fwﬂﬁamimm‘[nﬂaﬁﬁmmi

ozde aauaaslunmilszney 3-7

mvidlsznew 3-7 MydadeyauunsEuN1
L
(iIN: IS0 9074, 1989 : 6)

sngTuga A defoyanfeufumunszaiodiamugadoms pll] pl2] uas pl3]
lalffaTugn Al A2 liag A3 wiunnidhaansossmagademslhifluunnmone (Aray)

111 Estelle bl‘?f

3.2.4.2 m3lgaunlsImnu

ﬂﬁﬁ'eﬁﬁﬁuszwjmﬁamauaﬂnwﬂ‘l%’ﬁ%'xmmﬂ?;aminmsf-humxaqﬂéammﬁﬂu
Bstelle FuannsoldaimsldaumlsaunfdnuadihAsa hitovdumitonitusn Tavanso
1%$t"auﬂss"mf"'fuszm’N‘Iuﬂﬁuﬁﬁ'ﬂuaagnmﬁu Tagfigaulsmaniudestimadsemaiiu
UUL exported 198 TagARN umaaaaTuga limunsahidndsmieniuldmazdiy

anudifngues Tugaudaziinandilumshou
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3.2.5 nudnynsFuAUaaliga (Class attribute)

{ Ll A ar 4 t z ﬂg LT e
s TugaeziingAnssumoadeafinTugadu q duedwlnfiuegiugudnyme

& a & v g & o v A
yoeTugamiueglusule Tugrenilgudnuusduniily 4 dnumzddiife

® systemprocess
©  gystemactivity
@ process

® activily

[ a o dn S ar A
wipew hiflgudnuuziuasi IdunzesEon Tuguilszianiinlugauaguanyazsy Moo
b
. o @ a A ! GF
attribute module) Wndaumies TugaszilnadnynzFuamidszna ] Fudaniavedluga
] ¥
Tugaiinudnyuzdiudiu sysemprocess w38 systemactivity wFoni1lugassuy (System

kY ¥
module) miﬁmuﬂamﬂﬂymwumaa‘ing}ﬁmﬂu‘lﬂmuﬁaﬂmm‘lﬂﬁ

3
A oo ar a ] 1 P
o Tugaufifan (Active module) N0 9 Tugaawsefiquanymizsy (hidvTaigah
3
UIRAMANEUSTU)
L] 11 Ci ot Qy)
o Tuﬂaisnu‘lnmmimﬂﬂuaaﬂaﬂ%ﬁﬂﬂﬁﬂﬁﬂmanﬁmwu‘lé’
Aa o 2 A L. ﬂ @ 1
o Tugafilguinuaedu process W38 activity AIWITOL uTugasedvaravesuga
v
sz g

P o ) A = ' ﬂ Ao
¢ TugafilguadnyaydU process 138 systemprocess aunsoii Tugadenil Tuganilgu

4
3

o o "fl 2 .. e u’j
anuazdauili process 138 activity TRIMMIY
el o 3 . A . o) T ﬂ ot
o Tugafiinuanymedi activity 138 systemactivity amnsndl lugadesiiuTugahiinu

o 3 g F 3
SnuzFuiiy activity AT

ke [ 3
 AUOAYMUETY systemprocess UAY systemactivity ﬁmﬁiﬁzﬂumuamﬁuaﬁuu
ghiTugafisimhinendranann TugasuludedmuaTilsTanea amilszney 3-8 uaAd

14 L4
AuanyuzFuye lIgame ammdnmytmuaguinyuziuvesluga
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(111: 1SO 9074, 1989 : 7)

3.2.6 Insea1auasnan /11104 Estelle
; , A
3.2.6.1 foemeiieans Tmstazyaioms

FDINTOAT (Channel) T1 Estelle 32T NAMUANGUYBIN1IAT (Interactions)

nyUssmagadoms (Interaction point) rdaderesmeiemsdisiimamime Taofin1ssna
r F X 1]

fepmmademniuoziiunsmuadnademsla q wildnmserlsheiezdeennie

a9 t : 3 o T o ] 4 ﬂ [ A,
S?Jl‘l!'lll'lf*l'llﬁ’l']ﬁﬂlﬂﬁﬂﬂ"lﬁﬂl ?!'Ji’}EI'Nﬂ'liﬂ'l‘lﬂi‘r‘l‘h’ﬂ\ﬁﬂ']\iﬁﬂﬂ"!i1ﬂ Estelle (LU#94
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Channel Channel_Id (Rolel Role2);
By Rolel: ml;

m2;

mK;
Bye Role2: ql;

q2;

aM;
By Rolel,Role2 ri;

12;

IN;

' . . . ' P 4
Tagh ml,...mK, ql,...qM, rl,....:N 10151052017 interaction W3aU M5 AidBINI Aoy
1 I 4 Q‘}J C! L] ) 4 T
dunutemumideniniu  Tashmslszaanmnlscaouhiidrefedasmzotnil

o & A e gy 1 1
siimefifindun 14 ety

REQUEST(a:intcger;b:boolean)
=y r H A ar 1 ) ar J ]

fumslszaeeiiavnamsie REQUEST demendammsaiiinmsyila@eatuil Tagsim

Ao funy x ez y  agu
REQUEST(},true) 118y REQUEST(S,false)

] o r a0 oA ar
mafilusnmsyiafeaiy

o 2 ; _ o d
Auiumslsemagadeonts pt Teansadsend J4asdl

pl : Channel Id(Rolel)

oF

[ b4
iiazgades p2 Arnsolszna 18l
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p2 : Channel Id(Role2)

lunsdiusnnguuestnmsiidunsadeingadems  pl ‘lﬁﬁué’aazﬂundmmﬁnmsﬁ
UszmApgnda “By Rolel” itagnad “Bye Rolel,Role2” Tudaulszmavesdesdomsiniy
BINUFUVIAT ml,m2,..,mK 0% r,2,...2N dqminmsﬁqaﬁ‘ams pl nsasuldfiaedn
asfitlsznregnde “By Role2” ung “By Rolel,Role2” hudhulszmeavestesdons

wifungadems pl uaz p2 Milunumasaiudin ndesmshiaifasiia Firo wyoegaile

a5 pl wlfnusantugadensonldnde W ldfden 18y

pl : Channel_id(Rolel} comm queus #30

pl : Channel [d(Rolel) individual queue

Tunsiusnoz I91Aaviia FIFO aunsaiigafoassuiilszmaluTugaioaduannsomnis

Fadanld
fmnsmﬂea"laswdmmﬁaﬁﬁnwuﬂﬂﬁ’uwﬁamsma‘luegjﬁﬁumu'q“lumi

lsznn mﬂﬂszmﬁﬁgﬂt’%ms”ﬁ’ma‘ludauﬁ%mm‘[uﬂaﬁﬂztﬁuqﬂéﬂmsmﬂuamm’mﬂ

tlszmaBludansvazdoavesTugafeziiugateasmelu
3.2.6.2 Modules
mstlszmenseiion Tugalu Estelle lszneudan 2 daudo

e msfinwdiniivedluga (Module header definition)

. ' 3
e asilszmsdiuiiisnivedluga (Module body definition)

1 5/
ﬁ'mﬁ"mmﬁuaawﬁ1wﬁ1ﬁﬁn1uﬁwﬁmaﬂuﬂﬁ‘[ﬁaﬁmumﬁuqmﬁﬂyms‘m
w¥andisyndonsuazdaualssaudi q fgldluTuge Tasmslszmadauiivesingas
Y o 1 s A y o & ad o A
Fududaeditd1 module mudieounsluga drunuinyuziuves lugadiifvzaumdaie
& @ T o Y o [ S o1
Tugadnfinilwazmniinsfusmnaiimeiildsznedudshesivmmaiines 1$1uaq

3 3 v 1
@y ndantudedumslssnagedemsuazdanlssaudn q flugaslilunsdens
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o A 4 o s . 1 o 1 o7 o
fuTugady 9 malszmegadomsezaumdsdiaeay <ip” doudanlssamesmunaah
A9 “export” tazrumstsemananiivesTugade “end” drodmsdszmadauiives

24 o
Tugandiauiludsil

module A systemactivity (R:boolean);
ip p: T(S) individual queue;
p2:  W(K) common queue;
p3: U(S) common queue;
export X,Y : integer; Z:boolean

End;

1 ¥
sﬁﬂﬂszmﬁmuﬁ'waﬂuam’%‘ﬂu%’eﬁuﬁ’aﬁmmmﬂixmﬁﬁwLﬁawwm‘lnaa‘lﬁ
a oy ~A T 3 A& 1 S ar 19 F=
Tasndudasziimydsemadauionmildudonilsdiuivedluga  uaRTNTOdTIY
g ¥ cg o or -ﬁ 1 o 9} g =1 -~ o t o
rauldnansasadwmsutilidauivesTugamadesmslf lugaimganssunuanaany
' - a o A 1 3
mrlsemadauiionvedTugavziFududishiaeiu “body” anidetediuiiont (Body
3
° I L a o
name) lazoUdefiaeu “end” metudiuiiemineuiaeIU “end” femfiumsussnene
o
L) ar L] 1 A H
azBoaviengAnssuvasTuga &rodrumsdszmediuiionweslugavesinga A AU

5
fludadl

body B for A;
{ehusnaziPeaniglu }
end;

Body C for A;
(dauswazidoaniolu}

end;
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o

i 1 ¥ L 1 4
daunvazdeamuluvesdnilemuesTugafieziinwazBoauondeududan o fuil

o dlszmedaudsiuazyila¥ag (Declaration part)
o dudmuaauTudy (Initialisation part)

o aaudmuansidaeuaaiue (Transition part)

L : u e
o dudseniedalsuazyiiniag

o Yesdens

o fniazsiwazidsavesinga
o Aulsvilaluga

0 A0UZHAZEAVBINDIUE

o gaffemsmelu

ﬂ'amwn:ﬁ%ﬁﬂﬂmﬂ"lqudqm{%ﬂwmm“lmﬁfhuﬁquﬁzﬁamﬁamwﬂu@aé‘u
ﬂfjnw‘lu‘lﬁﬁ1‘11%’13?1516\’11«1“?14%\1Tngn”lﬂﬁ‘"aﬂ 9 sretaselifdhinstszmudadem
yedanialuga A fannTagiidedauiion Body name) iiu B uneiiTugadesniolufle
Al HuTugagn TuTugagn Al fheidaniiomaesdedio B1 fu B2 Yititar 1y dnuel

[ 14 r
(a,B) HudaumuvesTugadifidauilemie B vesdum A

T
=4

module A (iada Tugafiruu) ... end;
body B for A;
ip pl: TI(R2) common queue; {internal ip}
module Al activity (K:integer);
ip pL: TI(R1) individual queue;
p2: T1(R2) individual queue;

p:  T(S) individual queue;
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end;

body BI for Al; {auswazden Tuga} end;

body B2 for Al; {i‘f’JuﬂUﬁzlgﬂﬂTnﬂﬂ} end;
end;

s '
s  ars <

o ° 1 ¥ v )
doz IdiduduvesTuga A afidamilont B uaz Tugadesmaludanmilsenou 3-9

@

o
myilsznew 3-9 daniaziflonwesTugatas lugadey
(#131: ISO 9074, 1989 : 13)

A e ‘g Q o&F
ileilmadszmaTugansvauysaidafaunsadszamadnalsiuniemdudumuvesTu

qa mytszmadaunlsriiaTaugaldieaau modvar lumsdlsemeaigu
modvar X,Y,Z : Al

wemnodsdunls X,y naz z fudunlsviaTuga A1 mydssmadunsfiuaiaTugoozld

1 o ~ d of
dauavedugalunmisddsriiaveclugandesns  dwmuveslugammsaadruazgn
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@ L a o .. . ar a ar ] 1 ot
anel8 TanTHads init release 10 terminate MdaednlsyilaTugalddees Idnan i
o A1d4 Estelle
Py A P )
wganssumeiuveslugala q dmualdlasmsuaasmmnlfournusvesTuga
& 1 . = Y 3 ) 1
Faroruzend q veaTugafiedl Idius endanugaaunu (Control state) Tagansalsems

aonizanua q veelugaldTasldmin state 15u
state IDLE,WAIT,OPEN,CLOSED
1 1 ‘é s’ L] 3 E
r‘ﬂumsﬂssmﬁﬂmu::ﬂcmanﬁ'ﬁmuz‘lﬁ’unhmammfmmmmsﬂé’waﬁqﬁmuzmqmﬁ‘lﬁ
Jeul4€s IDLE WAIT OPEN uag CLOSED feezl¥fany 0 12 naz 3 unldawdady
b 4 [}
yepnnilfarnnsadetaan sy 9 anuzmuldo@mfuiloaimazain Taglde
§97H stateset [FU
stateset NOT_IDLE = [BUSY,WAITING]
Sunmsfimuatie NOT IDLE dmudafiaeaiiz BUSY uag WAITING 1¥e1 9 Hu
o @ufIMHASNAY (Initialisation part)
[ o 1 A g/ -g o 1 A 5} T as ~ 55
dudmuadisuduveuitem gailumiuuadusudunadaunls gonsEuau
yoeluga Surthgdmvesmsdmuariiududsdicaan italse razenuAEMIiInUan
Sududn q Teomafiumsdmuasisuduundaualsan q flFudnauuniiouniyihae
anaustmnsumstmiamisudu I fisgousauguiezldi o e mu

to IDLE

1 9 ) e - o a = 3 5
drumsdmuasisudulfusdnlseia Tugafvzdiumsafudumuveslyasiiaiuinm

& . 'od o a o & . {e :
FimsfimuamidududunlsyiinTugaezldds it wenmnitfelinadhadumattons
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F?RJ' o

& ¥ 4 T o & L] 1 o ' A
iousznIIegaia e q §10f1549 conneot Ha attach agludrufmunadisuduiidan

L 1 9 ! Q' . 4
ptisdaufmuamisuduvesluga (4,B) dludsil

initialise
to IDLE
begin
T:=5
Init X with B1(0);
Init Y with B2(1);
Init Z with B1{4);
Connect pl to Z.pl;
Connect X.pl to Y.p2;
Connect Y.pl to Z.p2;
Attachpto X.p
End;

dunnmdudusetuiivadunsaddaumm Tugaan Tugadadhedd ddefainls x
Y 1Ay Z ey 13ﬂ‘Iuaﬂﬁﬁamﬁf}ymsmﬂuaﬂmﬁauﬁ’umﬁmﬁuTuﬂﬂﬁmnﬂ Al Tl
Tuga X f 7 seifludaumu Tugariiadoriude (ALB1) duTugafiddedaodaunls v i
Tuga (ALB2) Tagluga X Y uaz Z fieduduiidehumsfinesuandafy diedldau

3 3
fnuamGudumieudedii IffnnasdduduvesTugadanmulszney 3-10
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5 [ ]
myitlsznoy 3-10 dnuazduduvesTugai udnlsemedauminuasuzudy
(#1311; 1SO 9074, 1989 : 16)

o diufiruansaldyuan1ue (Transition part)

daufmuamsnlasuaamzvedlugadiumseTurong@nssumaluvedluga

= ci o sl d§ ar = . é
‘mmnssmjanam:mmnumﬂﬂnﬂuﬂmusmnﬁmuzmnﬂwuﬂﬂﬂmnﬂmuzﬁm
C . 4 4 .
drufruamsniasugauslsenoudiogaveanisissmansnlosuaaiug. (Transition

. 4 * A .

declaration) FamsalszmamsnifougnuzazsudemaeIn  trans TagaunInmisunIs
; o o A
ssemanisnlfsumaie [daswnifsuuyvnefunuusndeuiy mydszmamsnlasu

ﬁﬂTu%Ll'LI‘U‘UE!']ﬂ‘]Ji%ﬂﬂﬂéj’éﬂf\'ﬂﬂﬂl’?ﬂﬁﬂ
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® {21984 clause-group

® {21v09 transition-block

r 3 1 ﬂr o H H
Tungas clause-group 1 ¥dde liilumsdmuaen lumsnlsuganizvealuga
4 . o -
® from-clause (from Al,..,An Tasi AL (T >=1) Lﬂuﬁmu:ﬂ’mﬂmﬁia‘qﬂmmﬂmuz
AUgUYBINGD
@ when-clause (when p.m Taeh p lﬂﬂgﬂ‘ﬁ MITHAY m Wudnmsvie interaction)
_ , 4 - da 91 -
o provided-clause ( provided B noft B ifluiiwuinssaeansilddaamniudi
ERE L))
.. . i g i ol o o
@ priority-clause (priority n Tﬂfjﬁ | Lﬂumﬂ\iﬁﬁzﬂummumum )
i o - i L] o o
® delay-clause (delay(el,e2) Taoh ¢l uag e2 Shimofntaudusnuduarn)
mstlsenamsiliounausii when-clause 18 delay-clause ialumendudinn
o 9 14 v e P P = v ﬂ
delay-clause fiog 13l when-clause 1$UAYU nsilasuan Uzl when-clause 9243UAIUYUMNT
alaguan iudn (input trainsition)
' y i oy A Ea)
dedenlviumsnidousanzidueiiTugaszndouanuzvindulahil s
L=} - 1 U 3 g t s ° =) o n
gomuzluinSessuaamgAnssuedis lsiuduegfumaimua  to-clause M58  transition-
block Tauft to-clause fU transition-block TAgn1THIMUA fo-clause zilumsimuaTaIIy
ot 3 A 1 T L 1 ) {
fo'lf Tugaeznldonfued lsedrusy © WAIT dudmualiTuganlfousinanie
ar Cz L 1 I 3 a9 “'J
fogthufidluaginganiug WAIT @91 ransition-block Hhumssmungavashidennuy
3 [ 1 [] E4
mynhamaniemduiin@ifiily Estelle Tasgadidananiudotngiznitefiaeiu begin

o L] L é § {
Uy end WD EJNIT’J‘H‘L‘S:ﬁﬂ'lﬁﬂ'ﬁlﬂﬁﬂuﬁﬂ'luﬁﬁﬁﬂ'ﬁﬁig mﬁnmﬂﬁﬂuﬂmusuummmﬂu

o
ar A

a3l

trans
from IDLE
to IDLE
priority medium

when N.DATA_INDICATION




name tl: begin
output U.DATA_INDICATION;

ak_no =ak_notl

end;
trans
from IDLE
to AK_SENT
provided (ak_no>0) and {ak_no <=4)
priority low
delay(min,max)
name t2:  begin
output N.SEND_AK(ak_no)
end;
frans
from IDLE
to AKX SENT
provided (ak_no > 4) and (ak_no < 7
priority high
delay(min)
name t3:  begin
output N.SEND_AXK(ak_no)
end;
trans
from IDLE

to AK_SENT
provided ak_no =7
priority high

name t4:  begin

34
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output N.SEND_AK(ak_no)
end;
trans
from IDLE
to AK_SENT
provided ak no=0
priority low
delay(inactive_period)
name t5:  begin
output N.SEND_AK(ak_no)

end;

trans
from AK_SENT
to IDLE
name t6:  begin
ak_no =10
end;

l A . o o a:f
wmrﬂﬁﬂmﬂumsﬁﬂumsﬂsz:mﬁuumqm%’auﬂfns‘lﬁ’ Al

trans
from IDLE
to IDLE
priority medium
when N.DATA_INDICATION
pame tl: begin
output U.DATA_INDICATION;

ak_no =ak_notl




end;
to AK_SENT
provided (ak_no > 0) and (ak_no <=4)
priority low
delay(min,max)
name (2:  begin
output N.SEND_AK(ak no)
end;
provided (ak_no > 4) and (ak_no <7)
priority high
delay(min)
name t3:  begin
output N.SEND_AK(ak_n0)

end;

to AK_SENT

provided ak_no=7
priority high
name t4:  begin
output N.SEND_AK(ak_no)
end;
to AK_SENT
| provided ak_no=0
priority low
delay(inactive_period)
name t5:  begin
output N.SEND_AK(ak_no)

end;
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to IDLE
name t6:  begin
ak no:=0

end;

g d‘ ] as s34 d‘{ 1 rs) ci
1UBAIN  clause-group Tanuafina1In WAl Any-clause flatgluns@ounisnlaou

a’ 3 \ Ll A ad y
aozlfgnsedunoduniufuddlgluuums19ded

any domain do

{ . g a A A 1 ¥ 1 o & &
Taod domain Sudalstostuismmanegludaiidala  q ddedummdoums

i A &t 1 ar 4
dysmsmsaasueaniziufild any-clause futnnslild any-clause dail

trans
from S1 to 52
any n: 1.2 k: 3.4 do
when pln].m
begin
Variable:=k

end; |

ar

4 . y
ife@ouunarlild any-clause g 1Al

trans
from S1 to 52
when p{1]l.m
begin
Variable:=13
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end;
when p{1].m
begin
Variable: =4
when p[2].m
begin
Variable:=13
end;
when p[2].m
begin
Variable:=4

end;
3.2.7 vigAngsivedlaga Specification

M 9 Tuﬂfmmﬂuﬂ‘lwaﬂmumim'hlsTﬂﬂaammaﬂmﬂhiuﬂaﬁﬂﬂuunﬂﬂm
Specification wpaT1ls Taneafioonuuy Tugandn Specfication 11lﬁn'mmuﬂuaﬂmmu‘lu

uinzdefimuaveaTlsTanea dugliiidmualas 150 9074 e Talif

Specification specification_name [system class];
[default_option];
[time_option];
[Type definitions];
[Channel definitions];
[Module declarations and definitions];
Body definition (of the specification);

End. { of the specification }

{ o A 7 res g
Twﬂﬁqamvﬁmﬂwmﬂﬁa%mwuﬂmgmﬂ‘lmqtﬁmﬂumuﬁamzﬁﬂ’%‘ﬂ‘lnﬁﬁ‘lmu%’ﬂ

o o & o t o A 4 ° o
swueadlilsTanen  daiuszsinlidemmuaiesiigaezlszneudismsimuaiy
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& ) - o ) Y
15949 (Heading definition) U203 fimuanauiiion (Body definition) maiden system_class

b4
o

‘ﬂ 1 ] é
onailuedisinetianiiefat

® gsystemprocess

® systemactivity

14fen  time_option Sumstmuanibsvsaiauielddmiusddude
o [
fmualaglidesdmuamizonampaiuiiodeansadnienmInglfiaean timescale
Junafnug Wy MAMNUA time_option 1Y timecale seconds dianamdegaanal 10 92
= o & 4 o ' A o '
e 10 Tuiiues Fdnmnsmuatiaaes 15lulsz Ton delay edmuaym
< 1 & o E] . . T J
FozulRsusnaouzaild i@ naameniiwesTugala 4 Tuga specification o lifigadle
ot i ﬂ‘& 1 # 1 C: —y 1 4 at
asmeuenuazianlsia emnedenlugail bilddu Tngafissfadedemsiuluganiy
t 3 3
uendu 9 Tuﬂawﬁﬂﬁaﬂ%‘ﬂusﬁﬁeumﬂn‘lﬂsaﬁ%’uﬁmsuaﬁuwszwmﬁuﬂhﬂ‘lué’fm
o = ] 1 ar 1 1 -:iy A A £ ) Yy
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Specification EXAMPLE;
Defalult individual queue;
Timescale second;
Channel UCH(User,Provider);
By Provider; DATA_INDICATION;

Channel NCH{User,Provider);

By User : DATA_INDICATION;

By Provider: SEND_AK(x:infeger);
Module USER systemactivity;

Ip U: UCH(User),
End;
Body USER_BODY for USER; external;
Module RECEIVER systemactivity;

Ip U: UCH(Provider);

N: NCH(Provider);

End;
Body RECEIVER_BODY for RECEIVER; external;
Module NETWORK systemactivity;

Ip N: NCH(Usen);
End;
Body NETWORK, BODY for NETWORK; external;
Modvar X:USER; ¥: RECEIVER; Z:NETWORK;




End.

Initialize

Begin
Init X with USER_BODY;
Init Y with RECEIVER_BODY;
Init Z with NETWORK_BODY;
Connect X.Uto ¥.U
Connect Y.N to ZN

End;
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detach external-ip;
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all M:ModuleType do M.Inprogress := false;
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formuallsinnon TFTP Tugluuuniy Estelle

SPECIFICATION TFTP;
default individual queue ;

timescale seconds ;

{ CONSTANT DECLARATION PART TETP_protocol }
const

WRITE_OK = 1;
READ OK =2;
DENIED = 3;
RESPONDER_BUSY = 4;
CONNECTION_DELAY =5;
INITIATOR BUSY =6;
SUCCESS =17,
RESEND DELAY = 8;
CONNECTION TIMED_QUT = 9,

{ TYPE DECLARATION PART TFTP_protocol }
type
RRQ PACKET = record
opcode: integer;
filename: array[1..50] of char;
cosl: char;
mode: array[1..9] of char;
cos2: char;

end;
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WRQ_PACKET = record
opcode: integer;
filename: array[1..50] of char;
eosl: char;
mode: array[1..9] of char;
e0s2: char;

end;

DATA_PACKET = record
opcode: integer;
block no: integer;
data: packed array[1..512] of char;

end;

ACK_PACKET = record
opcode: integet;
block no: integer;

end;

ERROR_PACKET = record
opcode: integer;
errcode: integer;
errstring: array[1..100] of char;
cos: char;

end;




{ CHANNEL DECLARATION PART TFTP_protocol }

channel user access_point (user,provider);
by user:
READ RQST;
WRITE_RQST ;
by provider:
RESPONSE (returnCode:integer);

channel network_access_point (initiator,responder);
by initiator:
WRQ ;
RRQ;
by initiator,responder:
ACK (ackBlockNum:integer);
DATA (dataBlockNum:integer);
ERROR (errorCode:integer);

{ MODULE HEADER DECLARATION PART TETP_protocol }
module InitiatorHeader systemprocess ;
ip
U : user_access_point (provider) ;
N : network_access_point (initiator) ;
end; { MODULE HEADER InitiatorHeader 3
module ResponderHeader systemprocess ;
ip
N : network_access_point (responder) ;
U : user_access_point (user) ;

end; { MODULE HEADER ResponderHeader }

101




102

module UserHeader systemprocess ;
ip
SERVER : user_access_point (provider) ;
CLIENT : user_access_point (user) ;
end; { MODULE HEADER UserHeader }

{ MODULE BODY DECLARATION PART TETP_protocol }

body InitiatorBody for InitiatorHeader;

{ VARIABLE DECLARATION PART InitiatorBody }

var

userResult : integer;

{ STATE DECLARATION PART InitiatorBody }
state IDLE,BUSY;

{ MODULE HEADER DECLARATION PART InitiatorBody }
module HandlerHeader acfivity ;
ip
TO_RESPONDER : network_access_point (initiator) ;
export
complete : boolean;

result : integer;

end; { MODULE HEADER HandlerHeader }
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{ MODULE BODY DECLARATION PART InitiatorBody }
body WriterBody for HandlcrHeader;

{ VARIABLE DECLARATION PART WriterBody }
var
blockNum ; integer;
lastblock : boolean,;
{ PROCEDURE&FUNCTION DECLARATION PART WriterBody }
function isLﬁstBlock : boolean;
begin
isLastBlock:= lastblock;
end;
{ STATE DECLARATION PART WriterBody }
state IDLE,WAIT ACK,DALLY;

stateset

WAITING = [WAIT_ACK, DALLY];

{ TRANSITION DECLARATION PART }
initialize
TO IDLE
name sefNOTcomplete : begin
complete = false;
end;
trans
FROM IDLE
TO WAIT_ACK
name send WRQST : begin
blockNum = {}; ;
OUTPUT TO_RESPONDER.WRQ ;
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end;
trans
FROM WAIT_ACK
WHEN TO_RESPONDER.ACK
PROVIDED (ackBlockNum=blockNum) AND isLastBlock
TODALLY
name sendLastDATA : begin
blockNum := blockNum+1;
QUTPUT TO RESPONDER.DATA(blockNum) ;
end;
PROVIDED (ackBlockNum=blockNum) AND NOT isLastBlock
TO WAIT_ACK
name sendNextDATA : begin
blockNumn := blockNum + 1;
QUTPUT TO_RESPONDER.DATA(biockNum) ;
end;
begin end;
trans
FROM DALLY
WHEN TO RESPONDER.ACK
PROVIDED ackBlockNum=blockNum
TO IDLE
name recvLastACK : begin
complete ;= true;
result == SUCCESS;

end;




frans

DELAY (CONNECTION DELAY, CONNECTION_DELAY )
FROM WAITING
TO IDLE
name comnectionTimeOut : begin
complete = frue;
result ;== CONNECTION_TIMED_OUT,;
end;

{rans

WHEN TO_RESPONDER.ERROR
FROM IDLE, WAIT_ACK, DALLY
TO IDLE
name TFTP_error : begin
complefe = true;
result := errorCode;
end;
trans
DELAY (RESEND DELAY, RESEND_DELAY )
FROM WAIT ACK, DALLY
TO same
PROVIDED blockNum=0
name resendWRQST : begin
OUTPUT TO_RESPONDER.WRQ ;
end;
PROVIDED otherwise
name resendDATA : begin
OUTPUT TO RESPONDER.DATA(blockNum) ;
end;

begin end;
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trans
WHEN TO_RESPONDER.ACK
PROVIDED ackBlockNum <> blockNum
FROM WAIT_ACK, DALLY
TO same

name discardOutOfOrderACK : begin
end;

end; { MODULE BODY WriterBody }

body ReaderBody for HandlerHeader;

{ VARIABLE DECLARATION PART ReaderBody }
var
blockNum : integer;
lastblock : boolean;
{ PROCEDURE&FUNCTION DECLARATION PART ReaderBody }
function isLastBlock : boolean;
begin
islastBlock:= lastblock;
end;
{ STATE DECLARATION PART ReaderBody }
state IDLE,WAIT_DATA,DALLY;
{ MODULE VARIABLE DECLARATION PART ReaderBody }

{ TRANSITION DECLARATION PART }
initialize
TOIDLE
narae init_trans : begin
complete = true;

end;
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FROM IDLE
TO WAIT _DATA
name sendRRQ : begin
blockNum = 0;
QUTPUT TO_RESPONDER.RRQ ;

end;

trans
DELAY (RESEND DELAY, RESEND_DELAY )
FROM WAIT_DATA
TO same

PROVIDED blockNum=0

name resendRRQ : begin
OUTPUT TO_RESPONDERRRQ ;

end;

PROVIDED otherwise

name resendACK : begin

OUTPUT TO_RESPONDER.ACK(bIockNum) ;

end;
begin end;

frans

DELAY (CONNECTION_DELAY, CONNECTION_DELAY')

FROM WAIT DATA, DALLY
TO IDLE

“pame connectionTimeout : begin
complete = true;

end;
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frans
WHEN TO_RESPONDER.ERROR
FROM IDLE, WAIT DATA, DALLY
TOIDLE
name handleError : begin
complete = true;
result := errorCode;
end;
trans
FROM WAIT_DATA
WHEN TO_RESPONDER.DATA
PROVIDED isLastBlock AND (dataBIockNum=bIockNum+l)
TO DALLY
name sendLastACK : begin
blockNum := blockNum + 1;
OUTPUT TO RESPONDER.ACK(blockNum) ;

end;

PROVIDED NOT isLastBlock AND (dataBlockNum=blockNum+1)

TO WAIT DATA
name sendACK : begin
OUTPUT TO~RESPONDER.ACK(blockNum) ;
end;
PROVIDED otherwise
name discardBadDATA : begin
end;

begin end;
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frans
FROM DALLY
TO DALLY
WHEN TO RESPONDER.DATA
PROVIDED blockNum=dataBlockNum
name resendLastACK : begin
end;
PROVIDED otherwise
name discardBadDATAZ2 : begin
end;
begin end;
end; { MODULE BODY ReaderBody }

{ MODULE VARIABLE DECLARATION PART TuitiatorBody }

modvar

handler : HandlerHeader;

{ TRANSITION DECLARATION PART }
initialize
TO IDLE
name init_to_idle : begin
end;
trans
WHEN U.WRITE_RQST
FROMIDLE
TO BUSY
name start_writer : begin

INIT handler WITH WriterBody ;
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ATTACHN TO handler, TO_RESPONDER ;
end;
FROM BUSY
TO same
name reject. WRQST : begin
QUTPUT U.RESPONSE(INITIATOR_BUSY) ;
end;
begin end;
trans
WHEN UREAD_RQST
FROMIDLE
TO BUSY
name start_reader : begin
INIT handler WITH ReaderBody ;
ATTACH N TO handler.TO_RESPONDER ;
end;
FROM BUSY
TO same
name reject RRQST : begin
OUTPUT U.RESPONSE(INITIATOR_BUSY) ;
end;
begin end;
frans
PROVIDED handler.complete
FROM BUSY
TO IDLE
name killHandler : begin
TERMINATE handler ;
OUTPUT U.RESPONSE(handler.result) ;

end;




end; { MODULE BODY InitiatorBody }

body ResponderBody for ResponderHeader,
{ VARIABLE DECLARATION PART ResponderBody }
var

oldBusy : boolean;

{ STATE DECLARATION PART ResponderBody H
state IDLE,BUSY,SETTING_UP,;
stateset

NOT _IDLE = [BUSY];

{ MODULE HEADER DECLARATION PART ResponderBody }
module HandlerHeader activity ;
ip
TO_INITIATOR : network_access_point (responder) ;
export ‘
complete : boolean;

end; { MODULE HEADER HandlerHeader H

{ MODULE BODY DECLARATION PART ResponderBody }

body WriterBody for HandlerHeader;

{ VARIABLE DECLARATION PART WriterBody }
var
blockNum : integer;
lastblock : boolean;
{ PROCEDURE&FUNCTION DECLARATION PART WriterBody }
function isLastBlock : boolean;

begin

i1




isLasiBlock:= lastblock;

end;

{ STATE DECLARATION PART WriterBody }

state IDLE,WAIT_DATA,DALLY;
{ TRANSITION DECLARATION PART }
initialize
TO IDLE |
name setNOTcomplete : begin
complete := false;
end;
frans
FROM IDLE
TO WAIT_DATA
name acknowledgeWRQST : begin
OUTPUT TO_INITIATOR.ACK(0) ;
blockNum = 0;
end;
frans
FROM WAIT DATA
TO WAIT DATA
name resend WRQST _ACK : begin
OUTPUT TO_INITIATOR.ACK(0) ;
end;
trans
FROM WAIT DATA, DALLY
TO same
WHEN TO_INITIATOR.DATA

FPROVIDED dataBlockNum=blockNum

name resendLastACK : begin
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OUTPUT TO_INITIATOR.ACK(blockNum) ;
end;
frang
FROM WAIT DATA
WHEN TO _INITIATOR.DATA
PROVIDED {dataBlockNum=blockNum+1) AND isLastBlock
TODALLY
name acknowledgeLastDATA : begin
blockNum := blockNum-1;
OUTPUT TO_INITIATOR.ACK(blockNum) ;
end;
PROVIDED (dataBlockNum=blockNum+1) AND NOT isLastBlock
TO WAIT DATA
name acknowledgeDATA : begin
blockNum :=blockNum+1;
OQUTPUT TO_ﬂINITIATOR.ACK(bIockNum) :
end;
begin end;

{frans

DELAY (CONNECTION DELAY, CONNECTION_DELAY )
FROM WAIT DATA, DALLY
TO IDLE
| name timeoutAndDisconnect ; begin
complete := true;
end;

frans

DELAY (RESEND _DELAY, RESEND_DELAY )
FROM WAIT DATA

TO same

name timeoutAndResendACK : begin
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QUTPUT TO_INITIATOR.ACK (blockNumy} ;
end;
end; { MODULE BODY WriterBody }
body ReaderBody for HandlerHeader;

{ VARIABLE DECLARATION PART ReaderBody }
var

blockNum : infeger;

lastblock : boolean;
{ PROCEDURE&FUNCTION DECLARATION PART ReaderBody }

function isLastBlock : boolean;
begin
isLastBlock:= lastblock;

end;

{ STATE DECLARATION PART ReaderBody }
state IDLE,WAIT ACK,DALLY;

{ TRANSITION DECLARATION PART }
initialize
TO IDLE
name sefNOTcomplete : begin
complete = false;
end;
trans
WHEN TO INITIATOR.RRQ
FROM IDLE
TO WAIT_ACK .
name sendFirstDATA : begin

blockNum := 1;
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OUTPUT TO_INITIATOR.DATA(blockNum) ;
end;
FROM WAIT ACK, DALLY
TO same
name discardBadRRQ : begin
end;
begin end;
frans
DELAY (RESEND DELAY, RESEND DELAY )
FROM WAIT ACK, DALLY
TO same
name resendDATA : begin
OUTPUT TO INITIATOR.DATA(blockNum) ;
end;

trans

DELAY (CONNECTION DELAY, CONNECTION _DELAY )
FROM WAIT_ACK, DALLY
TO IDLE

name connectionTimeOut : begin
complele = true;
end;
frans
FROM WAIT ACK
WHEN TO_INITIATOR.ACK
PROVIDED (ackBlockNum=blockNum) AND isLastBlock
TO DALLY
name sendLastDATA : begin
blockNum = BIOCkNunH—l;
OUTPUT TO_INITIATOR.DATA(blockNum) ;

end;




PROVIDED (blockNum=ackBlockNum) AND NOT isLastBlock
TO WAIT_ACK
name sendDATA : begin
blockNum := blockNum + 1;
OUTPUT TO_INITIATOR.ACK(blockNum) ;
end;
PROVIDED otherwise
name discardBadACK. : begin
end;
begin end;
frans
FROM DALLY
WHEN TO_INITIATOR.ACK
PROVIDED ackBlockNum=blockNum
TOIDLE
name setComplete : begin
complete = true;
end;
PROVIDED otherwise
TO same
name discardBadACK2 : begin
end;
begin end;
end; { MODULE BODY ReaderBody }
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{ MODULE VARIABLE DECLARATION PART ResponderBody }
modvar

handler ; HandlerHeader;

{ TRANSITION DECLARATION PART }
initialize
TO IDLE
begin end;
trans
WHEN N.WRQ
FROM IDLE
TO SETTING_UP
name request_write_permission ; begin
QUTPUT U.WRITE_RQST ;
end;
FROM NOT_IDLE
TQ same
name responderBusyl : begin
OUTPUT N.ERROR(RESPONDER_BUSY) ;
end;
begin end;
trans
WHEN N.RRQ
FROM IDLE
TO SETTING_UP
name request_read_permission : begin
OUTPUT U.READ_RQST ;

end;
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FROM NOT_IDLE
TO same
name responderBusy? : begin
OUTPUT N.ERROR(RESPONDER_BUSY);
end;
begin end;
frans
WHEN U.RESPONSE
FROM SETTING_UP
PROVIDED returnCode = WRITE_CK
TO BUSY
name setupWriter ; begin
INIT handler WITH WriterBody ;
ATTACH N TO handler.TO_INITIATOR ;
end;
PROVIDED returnCode = READ_OK
TO BUSY
name setupReader : begin
end;
PROVIDED otherwise
TOIDLE
name rejectedByServer : begin
OUTPUT N.ERROR(DENIED) ;
end;
begin end;
FROM IDLE, BUSY
TO same

name discardUserData : begin
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end;

begin end;

trans
PROVIDED handler.complete
FROM BUSY
TO iDLE
name killHandler ; begin
TERMINATE handler ;

end;

end; { MODULE BODY ResponderBody }

body ClientBody for UserHeader;
state SEND,WAIT;

initialse to SEND

begin end;

trans
from SEND
to WAIT
delay(CONNECTION_DELEY)
name sendREAD_RQST :
begin
output CLIENT.READ_RQST;
end;
frans
from SEND
to WAIT
delay(CONNECTION_DELEY)
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name sendWRITE RQST :
begin
output CLIENT. WRITE_RQST;
end;

end;

body ServerBody for UserHeader;

state WAIT,RECIEVE;

initialise to WAIT

begin end;

frans
from WAIT
to RECIEVE
delay(CONNECTION_DELEY)
name recieve WRQ :
begin
output SERVER RESPONSE(WRITE_OK);
end;
frans
from WAIT
to RECIEVE
delay(CONNECTION_DELEY)
name recieve RRQ :
begin
output SERVER RESPONSE(READ_OX);




end;
end; { UserBody }
{ MODULE VARIABLE DECLARATION PART TFTP_protocol }
modvar
Initiator : InitiatorHeader;
Responder : ResponderHeader;
Clientlnst : UserHeader;

Serverlnst : UserHeader;

{ TRANSITION DECLARATION PART }
initi_ali_ze
name transl : begin
INIT Initiator WITH InitiatorBody ;
INIT Responder WITH ResponderBody ;
INIT Clientlnst WITH ClientBody;
INIT ServerInst WITH ServerBody;
connect ClientInst. CLIENT fo Initiator.U;
connect ServerInst. SERVER to Responder.U;
CONNECT Initiator.N TO Responder.N ;
end;

end. { end of specification TETP _protocol }
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