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ABSTRACT

This research aims to design and evaluate the logging pattern suitable
for Internet of things usage in medical fields with NETPIE, developed by National
Electronics and Computer Technology Center (NECTEC), which reduces the distance
issue in the patient monitoring applications and stores the health information of each
period in details. The proposed logging mechanism uses the basic communication
information without violating the data owner. There are three logging types including
logging at things, logging at NETPIE and logging both. There are four issues to be
checked by the system including new device, complete communication, complete
communication with delay, and data lost.

The evaluation result from 4 sensors on each patient; there are 30
patients; the data is sent every 250ms to the doctor computer at the hospital via
NETPIE using each logging type. The results show that the logging mechanism can
detect all new connections and delays. However, the lost and delay can be
detected differently for each logging type. For logging at things only, the lost cannot
be detected. For logging at NETPIE only, the lost-before-NETPIE cannot be detected.
For logging at both, all issues can be detected. The storage for the logging data for
logging at things is 0.4%, 0.2% for the logging at NETPIE and 0.61% for logging at both.
Thus, the storage for the logging data is less than 1% of all communication data.
However, the logging at both can affect the delay. There are 0.91% of data take the

average travel time slightly larger than 1 second.
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127.0.0.1/mit/netpielog

&« C | O 127.00.1/mit/netpielog.php

fwoy [ eusudnznm | Thailz mANgeN... sl Il 2how Topic: : avax [} KB-eXceed Wiki [ wiwdn madeea IS 60 g (8§ =

id | datestamp | event_detail | pub_device | sub_device | topic | username |
48451 | 2017-11-26 22:56:05.786 | {6000001} The packet delay over 13.649575 seconds | Person01 | Doctor | Hospital | Person0O1 | delay
2017-11-26 23:14:30.453 | {6000001} The packet delay over 14.285814 seconds | Person01 | Doctor | Hospital | Person01 | delay
48 [ 2017-11-26 22:47:01.113 | {6000001} The packet delay over 10.115803 seconds | Person01 | Doctor | Hospital | Person01 | delay |
[ |2017-11-26 22:43:29.367 | {6000001} The packet delay over 11.828359 seconds | Person01 | Doctor | Hospital | Person01 | delay |
2017-11-26 23:13:52.151 | {6000001} The packet delay over 10.221972 seconds | Person01 | Doctor | Hospital | Person01 | delay
2017-11-26 22:58:06.687 | {6000001} The packet delay over 9.092931 seconds | Person01 | Doctor | Hospital | Person01 | delay
2017-11-26 22:58:02.375 | {6000001} The packet delay over 12.501509 seconds | Person01 | Doctor | Hospital | Person01 | delay
2017-11-26 22:49:53.023 | {6000001} The packet delay over 17.263813 seconds | Person01 | Doctor | Hospital | Person01 | delay
2017-11-26 22:44:16.299 | {6000001} The packet delay over 8.617654 seconds | Person01 | Doctor | Hospital | Person01 | delay
2017-11-26 23:03:27.098 | {6000001} The packet delay over 9.038585 seconds | Person0O1 | Doctor | Hospital | Person01 | delay
2017-11-26 22:42:44.959 | {6000001} The packet delay over 8.420285 seconds | Person01 | Doctor | Hospital | Person01 | delay
2017-11-26 22:41:18.854 | {6000001} The packet delay over 19.011415 seconds | Person01 | Doctor | Hospital | Person01 | delay |
2017-11-26 23:08:35.358 | {6000001} The packet delay over 12.936997 seconds | Person01 | Doctor | Hospital | Person01 | delay
2017-11-26 22:55:26.543 | {6000001} The packet delay over 8.402267 seconds | Person01 | Doctor | Hospital | Person01 | delay
2017-11-26 22:55:56.46 | {6000001} The packet delay over 10.156797 seconds | Person01 | Doctor | Hospital | Person01 | delay
[2017-11-26 23:07:46.083 | {6000001} The packet delay over 14.031998 seconds | Person01 | Doctor | Hospital | Person01 | delay |
2017-11-26 22:48:19.186 | {6000001} The packet delay over 9.865357 seconds | Person01 | Doctor | Hospital | Person01 | delay
2017-11-26 23:02:19.295 | {6000001} The packet delay over 8.422364 seconds | Person01 | Doctor | Hospital | Person01 | delay
2017-11-26 23:14:11.306 | {6000001} The packet delay over 8.958925 seconds | Person01 | Doctor | Hospital | Person01 | delay |
2017-11-26 23:07:49.951 | {6000001} The packet delay over 8.60028 seconds | Person01 | Doctor | Hospital | Person01 | delay
2017-11-26 22:42:26.459 | {6000001} The packet delay over 10.362113 seconds | Person01 | Doctor | Hospital | Person01 | delay |
[2017-11-26 22:49:55.774 | {6000001} The packet delay over 14.354119 seconds | Person01 | Doctor | Hospital | Person01 | delay |
2017-11-26 22:55:46.15 | {6000001} The packet delay over 8.318391 seconds | Person01 | Doctor | Hospital | Person01 | delay
2017-11-26 23:16:15.684 | {6000001} The packet delay over 11.16748 seconds | Person01 | Doctor | Hospital | PersonO1 | delay |
2017-11-26 22:43:23.022 | {6000001} The packet delay over 8.593488 seconds | Person01 | Doctor | Hospital | Person01 | delay
2017-11-26 22:46:52.024 | {6000001} The packet delay over 8.658605 seconds | Person01 | Doctor | Hospital | Person01 | delay
2017-11-26 22:46:31.942 | {6000001} The packet delay over 9.716262 seconds | Person01 | Doctor | Hospital | Person0O1 | delay
2017-11-26 23:02:28.416 | {6000001} The packet delay over 8.00961 seconds | Person01 | Doctor | Hospital | Person01 | delay
2017-11-26 23:02:32.705 | {6000001} The packet delay over 8.656037 seconds | Person01 | Doctor | Hospital | Person01 | delay
2017-11-26 22:55:35.343 | {6000001} The packet delay over 8.450656 seconds | Person01 | Doctor | Hospital | Person0O1 | delay
2017-11-26 22:49:58.819 | {6000001} The packet delay over 10.501212 seconds | Person01 | Doctor | Hospital | Person01 | delay
2017-11-26 21:23:55.84 | {6000001} The packet delay over 8.097292 seconds | Person01 | Doctor | Hospital | Person01 | delay
7 |2017-11-26 22:49:02.628 | {6000001} The packet delay over 11.08882 seconds | Person01 | Doctor | Hospital | Person01 | delay |
2017-11-26 22:43:18.871 | {6000001} The packet delay over 14.228458 seconds | Person01 | Doctor | Hospital | Person01 | delay
2017-11-26 22:47:13.447 | {6000001} The packet delay over 8.490617 seconds | Person01 | Doctor | Hospital | Person01 | delay
[2017-11-26 23:08:17.834 | {6000001} The packet delay over 10.342393 seconds | Person0O1 | Doctor | Hospital | Person01 | delay |
2017-11-26 22:43:19.073 | {6000001} The packet delay over 13.914999 seconds | Person01 | Doctor | Hospital | Person01 | delay
2017-11-26 22:57:16.932 | {6000001} The packet delay over 8.408685 seconds | Person01 | Doctor | Hospital | Person01 | delay
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604754
185920
405393
386237
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524543
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225653
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140517
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184652
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! |nouns datasize location netpie_stamp

12 Room43? 2018-06-15 10:12:55.962+0000
12 Room43» 2018-06-15 02:34:54.895+0000
12 Room43» 2018-06-15 05:40:33.783+0000
2 Room43*2018-06-15 10:11:52.687+0000
2 Home01 2018-06-15 05:16:57.823+0000
2 Room43? 2018-06-15 05:29:43.402+0000
2 Room43?» 2018-06-15 09:00:56.660+0000
12 Room43» 2018-06-15 13:44:04.918+0000
2 Room43» 2018-06-15 14:11:00.749+0000
3 Room43» 2018-06-15 00:29:58.296+0000
2 Room43? 2018-06-15 07:52:36.453+0000
2 Room43? 2018-06-15 08:10:07.383+0000
12 Room43» 2018-06-15 02:50:21.584+0000
12 Room43?» 2018-06-15 11:17:00.879+0000
2 Room43?» 2018-06-15 02:05:10.032+0000
12 Room43? 2018-06-15 09:52:06.403+0000
2 Room43* 2018-06-15 01:48:26.442+0000
2 Home0l1 2018-06-15 03:50:23.490+0000
12 Room43? 2018-06-15 02:10:54.750+0000
2 Room43»2018-06-15 03:18:33.991+0000
2 Home01 2018-06-15 05:02:15.402+0000
2 Room43?* 2018-06-15 03:20:53.857+0000
2 Home01 2018-06-15 14:00:20.829+0000
12 Room43?» 2018-06-15 14:13:32.176+0000
2 Room43?» 2018-06-15 03:57:04.282+0000
2 Room43? 2018-06-15 09:23:04.880+0000
2 Home01 2018-06-15 08:55:59.617+0000
2 Home01 2018-06-15 03:00:06.430+0000
2 Room43»2018-06-15 04:02:44.202+0000
2 Room43*2018-06-15 06:20:27.605+0000
2 Room43» 2018-06-15 00:06:58.989+0000
2 Home01 2018-06-15 12:20:23.415+0000
2 Home01 2018-06-15 14:13:01.463+0000

2 Room43» 2018-06-15 01:02:40.555+0000

patient  pub_device
6000002 Cardiac Monitoring A02
6000002 Cardiac Monitoring A02
6000002 Cardiac Monitoring A02
6000001 Cardiac Monitoring AO1
6000101 Portable Monitoring AO1
6000001 Cardiac Monitoring AO1
6000001 Cardiac Monitoring AO1
6000002 Cardiac Monitoring A02
6000001 Cardiac Monitoring AO1
6000001 Cardiac Monitoring AO1
6000001 Cardiac Monitoring AO1
6000001 Cardiac Monitoring AO1
6000002 Cardiac Monitoring A02
6000002 Cardiac Monitoring A02
6000001 Cardiac Monitoring AO1
6000002 Cardiac Monitoring A02
6000001 Cardiac Monitoring AO1
6000101 Portable Monitoring AO1
6000002 Cardiac Monitoring A02
6000001 Cardiac Monitoring AO1
6000101 Portable Monitoring AO1
6000001 Cardiac Monitoring AO1
6000101 Portable Monitoring AOL
6000002 Cardiac Monitoring A02
6000001 Cardiac Monitoring AO1
6000001 Cardiac Monitoring AO1
6000101 Portable Monitoring AO1
6000101 Portable Monitoring AO1
6000001 Cardiac Monitoring AO1
6000001 Cardiac Monitoring AO1
6000001 Cardiac Monitoring AO1
6000101 Portable Monitoring AO1
6000101 Portable Monitoring AO1
6000001 Cardiac Monitoring AO1

pub_stamp

2018-06-15 10:13:52.600+0000
2018-06-15 02:35:49.268+0000
2018-06-15 05:41:29.074+0000
2018-06-15 10:11:58.219+0000
2018-06-15 05:19:26.741+0000
2018-06-15 05:29:47.768+0000
2018-06-15 09:01:01.910+0000
2018-06-15 13:45:02.593+0000
2018-06-15 14:11:07.283+0000
2018-06-15 00:30:01.398+0000
2018-06-15 07:52:40.753+0000
2018-06-15 08:10:12.419+0000
2018-06-15 02:51:16.035+0000
2018-06-15 11:17:57.827+0000
2018-06-15 02:05:13.535+0000
2018-06-15 09:53:02.940+0000
2018-06-15 01:48:29.875+0000
2018-06-15 03:52:52.039+0000
2018-06-15 02:11:48.991+0000
2018-06-15 03:18:37.807+0000
2018-06-15 05:04:44.259+0000
2018-06-15 03:20:57.684+0000
2018-06-15 14:02:51.953+0000
2018-06-15 14:14:29.986+0000
2018-06-15 03:57:08.256+0000
2018-06-15 09:23:10.219+0000
2018-06-15 08:58:29.462+0000
2018-06-15 03:02:34.783+0000
2018-06-15 04:02:48.204+0000
2018-06-15 06:20:32.184+0000
2018-06-15 00:07:01.995+0000
2018-06-15 12:22:54.120+0000
2018-06-15 14:15:32.642+0000
2018-06-15 01:02:43.794+0000

sub_device
DoctorPC
DoctorPC
DoctorPC
DoctorPC
DoctorPC
DoctorPC
DoctorPC
DoctorPC
DoctorPC
DoctorPC
DoctorPC
DoctorPC
DoctorPC
DoctorPC
DoctorPC
DoctorPC
DoctorPC
DoctorPC
DoctorPC
DoctorPC
DoctorPC
DoctorPC
DoctorPC
DoctorPC
DoctorPC
DoctorPC
DoctorPC
DoctorPC
DoctorPC
DoctorPC
DoctorPC
DoctorPC
DoctorPC
DoctorPC

sub_stamp

2018-06-15 10:12:55.962+0000
2018-06-15 02:34:54.895+0000
2018-06-15 05:40:33.783+0000
2018-06-15 10:11:52.687+0000
2018-06-15 05:16:57.823+0000
2018-06-15 05:29:43.402+0000
2018-06-15 09:00:56.660+0000
2018-06-15 13:44:04.918+0000
2018-06-15 14:11:00.749+0000
2018-06-15 00:29:58.296+0000
2018-06-15 07:52:36.453+0000
2018-06-15 08:10:07.383+0000
2018-06-15 02:50:21.584+0000
2018-06-15 11:17:00.879+0000
2018-06-15 02:05:10.032+0000
2018-06-15 09:52:06.403+0000
2018-06-15 01:48:26.442+0000
2018-06-15 03:50:23.490+0000
2018-06-15 02:10:54.750+0000
2018-06-15 03:18:33.991+0000
2018-06-15 05:02:15.402+0000
2018-06-15 03:20:53.857+0000
2018-06-15 14:00:20.829+0000
2018-06-15 14:13:32.176+0000
2018-06-15 03:57:04.282+0000
2018-06-15 09:23:04.880+0000
2018-06-15 08:55:59.617+0000
2018-06-15 03:00:06.430+0000
2018-06-15 04:02:44.202+0000
2018-06-15 06:20:27.605+0000
2018-06-15 00:06:58.989+0000
2018-06-15 12:20:23.415+0000
2018-06-15 14:13:01.463+0000
2018-06-15 01:02:40.555+0000
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A15N 6 NaNIAFEUNTSUdaYamen1Tdttayann 1 3und

Frequency Device | Device | Device | Device | Device
1 Second 16:1 8:1 4:1 2:1 1:1
Average 0.066s | 0.075s | 0.066s | 0.065s | 0.066 s
Max 0.375s | 0.265s | 0.281s | 0.250s | 0.281 s
Min 0.062s | 0.062s | 0.062s | 0.062s | 0.062s
Number of data 16000 8000 4000 2000 1000
Delay Packet 0 0 0 0 0
Loss Packet 0 0 0 0 0

% Delay Packet 0.00% | 0.00% 0.00% | 0.00% | 0.00%
% Loss Packet 0.00% | 0.00% 0.00% | 0.00% | 0.00%

A5 7 NanIMegeuUN1sIUdayamenisdstayan 500 Hafiuni

Frequency Device | Device | Device | Device | Device
500 millisecond 16:1 8:1 4:1 2:1 1:1
Average 0.076 s | 0.071s | 0.069s | 0.066s | 0.065 s
Max 0.391s | 0.282s | 0.281s | 0.266 s | 0.266 s
Min 0.062s | 0.061s | 0.055s | 0.054s | 0.062s
Number of data 16000 8000 4000 2000 1000
Delay Packet 0 0 0 0 0
Loss Packet 0 0 0 0 0

% Delay Packet 0.00% 0.00% | 0.00% | 0.00% | 0.00%
% Loss Packet 0.00% 0.00% | 0.00% | 0.00% | 0.00%

ar
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Frequency Device | Device | Device | Device | Device
250 millisecond 16:1 8:1 4:1 2:1 1:1
Average 0.074s | 0.073s | 0.070s | 0.067 s | 0.065 s
Max 0.282s | 0.297s | 0.250s | 0.250 s | 0.235 s
Min 0.062s | 0.062s | 0.062s | 0.062s | 0.062s
Number of data 16000 8000 4000 2000 1000
Delay Packet 0 0 0 0 0
Loss Packet 0 0 0 0 0
% Delay Packet 0.00% 0.00% | 0.00% | 0.00% | 0.00%
% Loss Packet 0.00% 0.00% | 0.00% | 0.00% | 0.00%

A15N 9 NaNIMAFBUNITTUdayamen1sdstayann 125 dafiuni

Frequency Device | Device | Device | Device | Device
125 millisecond 16:1 8:1 4:1 2:1 1:1
Average 0.593s | 0.326s | 0.232s | 0.175s | 0.183 s
Max 4930s | 2481s | 1.870s | 1.448s | 1.081 s
Min 0.052s | 0.047s | 0.052s | 0.053s | 0.062 s
Number of data 8484 5149 2804 1401 742
Delay Packet 1892 526 140 23 1
Loss Packet 7516 2851 1192 599 258
% Delay Packet 22.30% | 10.22% | 4.99% | 1.64% | 0.13%
% Loss Packet 88.59% | 55.37% | 42.51% | 42.76% | 34.77%
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uudeya Andu Iuudaya Andu
381 aa . v bIaN d o " y

nAaAuatT | Sevaz nAnANaIYY | Foway
01:00 0 0.00000 13:00 60 0.02604
02:00 2 0.00087 14:00 176 0.07639
03:00 5 0.00217 15:00 42 0.01823
04:00 0 0.00000 16:00 11 0.00477
05:00 0 0.00000 17:00 37 0.01606
06:00 1 0.00043 18:00 9 0.00391
07:00 3 0.00130 19:00 11 0.00477
08:00 15 0.00651 20:00 3 0.00130
09:00 11 0.00477 21:00 6 0.00260
10:00 176 0.07639 22:00 0 0.00000
11:00 42 0.01823 23:00 5 0.00217
12:00 11 0.00477 24:00 0 0.00000
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M99 12 MT1RANSIUSEUgUaiuIInYeya
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1 Bytes 97 ms
2 Bytes 76 ms
4 Bytes 73 ms
8 Bytes 72 ms
16 Bytes 72 ms
32 Bytes 70 ms
64 Bytes 71 ms
128 Bytes 72 ms
256 Bytes 74 ms
512 Bytes 77 ms
1024 Bytes 89 ms
2048 Bytes 99 ms
4096 Bytes 191 ms
8196 Bytes 1.25s
16392 Bytes 4.75 s
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Things (second)

measurement

1 2 3 4 5 6 7 8 9 10
average 0.093 0.096 0.11 0.96 0.184 0.121 0.126 0.229 0.13 0.433
max 1.35 1.01 0.648 0.742 1.472 1.041 1.712 1.127 0.698 1.683
min 0.012 0.017 0.042 0.057 0.016 0.027 0.008 0.026 0.007 0.034
Delay 2 1 0 0 59 3 10 8 0 4
Lost 0 0 0 0 0 0 0 0 0 0
%delay 0.0006 | 0.0003 0.0000 | 0.0000 | 0.0171 0.0009 0.0029 0.0023 0.0000 0.0012
%loss 0 0 0 0 0 0 0 0 0 0

Things (second)

measurement

11 12 13 14 15 16 17 18 19 20
average 0.138 0.138 0.372 0.119 0.104 0.104 0.41 0.232 0.792 0.42
max 1.363 0.882 2.113 1.371 1.38 0.837 1.211 3.539 2.05 0.772
min 0.088 0.042 0.053 0.019 0.006 0.005 0.009 0.056 0.096 0.003
Delay 19 0 104 19 17 0 17 914 16 0
Lost 0 0 0 0 0 0 0 0 0 0
%delay 0.0055 0.0000 | 0.0301 | 0.0055 | 0.0049 0.0000 0.0049 0.2645 0.0046 0.0000
%loss 0 0 0 0 0 0 0 0 0 0

Things (second)

measurement

21 22 23 24 25 26 27 28 29 30 Total
average 0.138 0.138 0.372 0.119 0.104 0.104 0.41 0.232 0.792 0.42 0.2713
max 0.867 1.363 0.882 2.113 1.371 1.38 0.837 1.211 3.539 0.698 3.539
min 0.007 0.088 0.002 0.053 0.019 0.006 0.005 0.009 0.056 0.096 0.002
Delay 0 211 0 14 25 6 0 12 7 0 1468
Lost 0 0 0 0 0 0 0 0 0 0 0
%delay 0.0000 | 0.0611 0.0000 | 0.0041 | 0.0072 | 0.0017 | 0.0000 | 0.0035 0.0020 | 0.0000 | 0.0142
%loss 0 0 0 0 0 0 0 0 0 0 0
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Things (second)

measurement

1 2 3 4 5 6 7 8 9 10
average 0.406 0.403 0.389 0.403 0.317 0.379 0.373 0.37 0.169 0.37
max 1.592 1.926 0.849 0.988 1.002 1.835 2.136 1.852 0.809 2.014
min 0.047 0.069 0.152 0.103 0.052 0.036 0.037 0.038 0.011 0.057
Delay 78 22 0 0 1 36 226 35 0 210
Lost 0 0 0 0 0 0 0 0 0 0
%delay 0.0226 | 0.0064 | 0.0000 | 0.0000 0.0003 0.0104 0.0654 0.0101 0.0000 0.0608
%loss 0 0 0 0 0 0 0 0 0 0

Things (second)

measurement

11 12 13 14 15 16 17 18 19 20
average 0.361 0.361 0.119 0.38 0.396 0.395 0.898 0.267 0.821 0.794
max 1.782 0.971 1.441 1.488 1.929 0.768 1.308 8.074 1.465 0.914
min 0.096 0.036 0.07 0.039 0.021 0.009 0.009 0.059 0.026 0.026
Delay 198 0 8 11 190 0 196 726 198 0
Lost 0 0 0 0 0 0 0 0 0 0
%delay 0.0573 | 0.0000 | 0.0023 | 0.0032 0.0550 0.0000 0.0567 0.2101 0.0573 0.0000
%loss 0 0 0 0 0 0 0 0 0 0

Things (second)

measurement

21 22 23 24 25 26 27 28 29 30 Total
average 0.361 0.761 0.519 0.38 0.696 0.695 0.898 0.267 0.821 0.794 0.4854
max 0.849 2.014 1.782 0.971 1.441 1.488 1.929 0.768 1.308 2.014 8.074
min 0.009 0.057 0.096 0.006 0.07 0.039 0.021 0.009 0.009 0.059 0.006
Delay 0 112 83 0 53 74 66 0 17 93 2633
Lost 0 0 0 0 0 0 0 0 0 0 0
%delay 0.0000 | 0.0324 | 0.0240 | 0.0000 | 0.0153 | 0.0214 | 0.0191 | 0.0000 | 0.0049 | 0.0269 | 0.0254
%loss 0 0 0 0 0 0 0 0 0 0 0
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Things (second)
measurement
1 2 3 4 5 6 7 8 9 10
average 0.505 0.512 0.505 0.495 0.513 0.501 0.488 0.492 0.501 0.514
max 5.656 3.505 33 3.547 7.156 3.565 3.338 9.127 2.404 3.796
min 0.016 0.032 0.036 0.033 0.026 0.028 0.026 0.054 0.031 0.02
Delay 59 54 219 207 223 77 218 199 82 196
Lost 0 0 0 0 0 0 0 0 0 0
%delay 0.0171 | 0.0156 | 0.0634 | 0.0599 | 0.0645 0.0223 0.0631 0.0576 0.0237 0.0567
%loss 0 0 0 0 0 0 0 0 0 0
Things (second)
measurement
11 12 13 14 15 16 17 18 19 20
average 0.482 0.506 0.486 0.522 0.505 0.499 0.489 0.443 0.487 0.477
max 3.78 3.73 3.635 3.746 3.818 3.812 3.918 3.755 5.063 2.891
min 0.019 0.037 0.022 0.021 0.027 0.027 0.033 0.049 0.024 0.044
Delay 194 212 184 190 174 174 176 174 27 160
Lost 0 0 0 0 0 0 0 0 0 0
%delay 0.0561 | 0.0613 | 0.0532 | 0.0550 | 0.0503 0.0503 0.0509 0.0503 0.0078 0.0463
%loss 0 0 0 0 0 0 0 0 0 0
Things (second)
measurement
21 22 23 24 25 26 27 28 29 30 Total
average 0.461 0.482 0.506 0.486 0.522 0.505 0.499 0.489 0.443 0.487 0.4934
max 4.593 9.641 8.064 3.068 3.503 4.624 0.381 3.918 3.752 5.066 9.641
min 0.02 0.019 0.037 0.022 0.021 0.027 0.027 0.033 0.049 0.024 0.016
Delay 162 59 196 194 212 184 190 174 174 176 4920
Lost 0 0 0 0 0 0 0 0 0 0 0
%delay 0.0469 | 0.0171 | 0.0567 | 0.0561 | 0.0613 | 0.0532 | 0.0550 | 0.0503 | 0.0503 | 0.0509 | 0.0475
%loss 0 0 0 0 0 0 0 0 0 0 0
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Things (second)

measurement

1 2 3 4 5 6 7 8 9 10
average 0.963 1.037 1.01 1.017 0.992 1.016 0.979 1.048 0.975 1.031
max 4.528 3.641 1.195 5.097 7.661 2.389 6.701 3.995 2.986 3.964
min 0.023 0.003 0.011 0.001 0.014 0.003 0.004 0.005 0.001 0.011
Delay 108 455 419 444 173 432 379 152 381 410
Lost 0 0 0 0 0 0 0 0 0 0
%delay 0.0313 | 0.1317 | 0.1212 | 0.1285 | 0.0501 0.1250 0.1097 0.0440 0.1102 0.1186
%loss 0 0 0 0 0 0 0 0 0 0

Things (second)

measurement

11 12 13 14 15 16 17 18 19 20
average 0.995 0.951 1.022 0.995 1.018 0.996 0.974 0.994 1.051 1.037
max 5.086 6.922 5.154 8.795 4.864 4.778 1.002 7.506 6.374 1.451
min 0.008 0.001 0.003 0.001 0.007 0.005 0.002 0.049 0.005 0.001
Delay 401 374 364 355 346 360 332 49 298 304
Lost 0 0 0 0 0 0 0 0 0 0
%delay 0.1160 | 0.1082 | 0.1053 | 0.1027 | 0.1001 0.1042 0.0961 0.0142 0.0862 0.0880
%loss 0 0 0 0 0 0 0 0 0 0

Things (second)

measurement

21 22 23 24 25 26 27 28 29 30 Total
average 0.963 0.995 0.951 1.022 0.995 1.018 0.996 0.974 0.994 1.051 1.002
max 5.086 6.922 5.154 8.795 4.864 4.778 2.002 7.506 6.374 1.451 8.795
min 0.002 0.008 0.001 0.003 0.001 0.007 0.005 0.002 0.049 0.001 0.001
Delay 110 401 374 364 355 346 360 332 49 298 9525
Lost 0 0 0 0 0 0 0 0 0 0 0
%delay 0.0318 | 0.1160 | 0.1082 | 0.1053 | 0.1027 | 0.1001 | 0.1042 | 0.0961 | 0.0142 | 0.0862 | 0.0919
%loss 0 0 0 0 0 0 0 0 0 0 0
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I-Tkr’:r:; S/ 00| 01/02|03|04 05|06|07|08|09]|120|121 |12 |13 |14 |15 |16 |17 |18 |19 |20 |21 | 22 | 23 | Sum
Setup
21| 27|29 |33 |23 |29| 29 |32 33|33 |33 [32(33|32|32[32(32|31[32|3132]35]24]17]|717
Lost Packet

P.01 21 |27 |29 |33 |23 | 29| 29| 32 |33 | 33| 33 |32 |33 | 32| 32| 32| 32| 31| 32 |31 | 32 | 35 | 24 | 17 | 717
P.02 21 |27 |29 |33 |23 | 29| 29 | 32 | 33 | 33 | 33 | 32 | 33 | 32 | 32 | 32 | 32 | 31 | 32 | 31 | 32 | 11 | 18 | 19 | 689
P.03 21 |27 |29 |33 |23 | 29| 29 | 32 | 33 | 33 | 33 | 32 | 33 | 32 | 32 | 32 | 32 | 31 | 32 | 31 | 32 | 13 | 18 | 19 | 691
P.04 21|27 |29 |33 | 23 | 29| 29 | 32 | 33 | 33 | 33 | 32 | 33 | 32 | 32 | 32 | 32 | 31 | 32 | 31 | 32 | 11 | 18 | 19 | 689
P.05 21 |27 |30 33| 23|29 29 | 32 | 33 |33 |33 |32 |33 |32 |32 |32 |32 |31 |32 |31 |32 |35 18| 20 | 715
P.06 21|27 |30 33| 23|29 29 | 32 | 33 | 33 |33 | 32 | 33 | 32 | 32 | 32 | 32 |31 |32 |31 |33 |35 18] 19 | 715
P.07 21 |27 |29 |33 |23 | 29| 29 | 33 | 33 | 33 | 33 | 32 | 33 | 32 | 32 | 32 | 32 | 31 | 32 | 31 | 33 | 35 | 23 | 19 | 720
P.08 21 |27 |29 |33 |23 | 29| 29 | 32 | 33 | 33 |33 |32 |33 |32 |32 |32 |32 |31 |32 |31 |33 |35 |24 | 21 | 722
P.09 21 |27 |29 |33 |23 | 29| 29 | 32 | 33 | 33 | 33 | 32 | 33 | 31 | 32 | 32 | 32 | 31 | 32 | 31 | 33 | 35 | 24 | 17 | 717
P.10 21 |27 |29 |33 |23 | 29| 29 | 32 | 33 | 33 | 33 | 32 | 33 | 31 | 32 | 32 | 32 | 31 | 32 | 31 | 33 | 35 | 24 | 17 | 717
P.11 27 |29 |33 |23 | 29| 29 | 32 | 33 | 33 | 33 | 32 | 33 | 31 | 32 | 32 | 32 | 31 | 32 | 31 | 33 | 35 | 24 | 17 | 696
P.12 27 |29 |33 |23 | 29| 29 | 32 | 33 | 33 | 33 | 32 | 33 | 31 | 32 | 32 | 32 | 31 | 32 | 31 | 33 | 35 | 24 | 17 | 696
P.13 29 33| 23|29 29 | 32 | 33 | 33 |33 | 32 | 33 | 31 | 32 | 32 | 32 | 31 | 32 | 31 | 33 | 35 | 24 | 17 | 669
P.14 29 |33 23|29 | 29 | 32 | 33 | 33 | 33 | 32 | 33 | 31 | 32 | 32 | 32 | 31 | 32 | 31 | 33 | 35 | 24 | 17 | 669
P.15 33 |23 29| 29 | 32 | 33 | 33 | 33 | 32 | 33 | 31 | 32 | 32 | 32 | 31 | 32 | 31 | 33 | 35 | 24 | 17 | 640
P.16 33 23 29| 29 | 32 | 33 | 33 | 33 | 32 | 33 | 31 | 32 | 32 | 32 | 31 | 32 | 31 | 33 | 35 | 24 | 17 | 640
P.17 23 (29| 29 | 32 | 33 | 33 | 33 | 32 | 33 | 31 | 32 |32 | 32 | 31 | 32 | 31 | 33 | 35 | 24 | 17 | 607
P.18 23|29 | 29 | 32 | 33 |33 |33 |32 |33 |31 |32 |32 |32 |31 |32 |31 |33 |35 |24 17 |607
P.19 29| 29 | 32 | 33 |33 | 33 | 32 |33 |31 |32 |32 32|31 ]32|31]33]35]| 2417|584
P.20 29| 29 | 32 | 33 |33 | 33 | 32 |33 |31 |32 |32 32|31 ]32|31]33]35]| 2417|584
P.21 29 |32 | 33 | 33 |33 |32 |33 |31 |32]32]|3231]32]31|33]35] 24] 17 | 555
P.22 29 | 32 | 33 | 33 |33 |32 |33 |31 |32 |32 323132313335 24] 17 | 555
P.23 32 |33 |33 |33 |32 33|31 32|32 323132 ]31|33]35]24]17]52
P.24 32 |33 |33 | 33 |32 33|31 32|32 323132 ]31|33]35]24]|17]52
P.25 33 |33 | 33 |32 |33 |31 |32 323231 |32|31]33]35| 2417|494
P.26 33 |33 | 33 |32 |33 |31 |32 323231 |32|31]33]35| 2417|494
P.27 33 |33 | 32 | 33 |31 |32 |32 32313231 |33]35]24] 17 | 461
P.28 33 |33 | 32 | 33 | 31 |32 |32 32|31 3231|3335 24] 17 | 461
P.29 33 |32 |33 | 31 |32 |32 |32 |31 |32 313335 24|17 ]a28
P.30 33 |32 |33 | 31 |32 |32 32|31 |32 313335 24|17 ]az28
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id,nouns,datasize,location,netpie_ﬁtamp,patient,pub_device,pub_;tamp,Sub_device,sub_;tamp,topic,usernamd

222731, 34518, 2,Room316,2018-08-09% 06:54:59.15%+0000, 6000018, Portable Monitoring A18,2018-08-0% 06:54:24.068+0000, DoctorPC,2018-08-09% 06:54:5%.155+0000, heartrate, Personls
222732,70236,2,Room312,2018-08-09% 06:54:59.4144+0000, 6000012, Portable Monitoring A12,2018-08-09 06:54:20.978+0000, DoctorPC,2016-08-09 06:54:59.414+0000, heartrate, Personl?2
222733,34550,2,Room317,2018-08-0% 06:54:59.68040000,6000017, Portable Monitoring A17,2018-08-09 06:54:20.508+0000, DoctorPC,2018-08-09 06:54:59.680+0000, pressure, Personl?’
222734,94095,2,Room307,2018-08-09% 06:54:59.922+0000, 6000007, Portable Monitoring A07,2018-08-09% 06:54:22.626+0000, DoctorPC,2018-08-09 06:54:59.922+0000, pressure, Person’
222735,126838, 2,Room304,2018-08-05% 06:55:00.173+0000, 6000004, Portable Monitoring 204,2018-08-0% 06:54:21.324+0000, DoctorPC,2018-08-0% 06:55:00.173+0000, heartrate, Person04
222736,46449,2,Room316,2018-08-09% 06:55:00.429+0000, 6000016, Portable Monitoring Al16,2018-08-09 06:54:19.337+0000, DoctorPC, 2016-08-09 06:55:00.429+0000, glucose, Personlé
222737,82196,2,Room309,2018-08-09% 06:55:00.695+0000, 6000009, Portable Monitoring 209,2018-08-09% 06:54:19.312+0000,DoctorPC,2018-08-0% 06:55:00.695+0000,02sat, Person0%
222738,22626,3,Room315,2018-08-0% 06:55:00.933+0000, 6000019, Portable Monitoring A19,2018-08-09% 06:54:17.%63+0000, DoctorPC,2018-08-09 06:55:00.933+0000, heartrate, Personl$
222739,58313,2,Room313,2018-08-09 06:55:01.190+0000, 6000013, Portable Monitoring Al13,2018-08-09 06:54:21.010+0000, DoctorPC,2016-08-09 06:55:01.190+0000,02s5at, Personl3
222740,58383,2,Room314,2018-08-09% 06:55:01.441+0000, 6000014, Portable Monitoring 214,2018-08-09% 06:54:22.495+0000,DoctorPC,2018-08-0% 06:55:01.441+0000,02sat, Personld
222741,46489%,2,Room315,2018-08-0% 06:55:01.69%+0000,6000015, Portable Monitoring A15,2018-08-09% 06:54:20.472+0000, DoctorPC,2018-08-09 06:55:01.695+0000, pressure, Personls
222742,106017, 2,Room305,20168-08-09 06:55:01.948+0000, 6000005, Portable Monitoring 205,2018-08-09 06:54:22.930+0000, DoctorPC,2018-08-09 06:55:01.948+0000, heartrate, Person05
222743,22635,2,Room320,2016-08-09% 06:55:02.203+0000, 6000020, Portable Monitoring 220,2018-08-0% 06:54:20.222+0000,DoctorPC,2018-08-09 06:55:02.203+0000,02sat, Person20
222744,70295,2,Room311,2018-058-09% 06:55:02.456+0000, 6000011, Portable Monitoring A11,2018-08-09% 06:54:20.891+0000, DoctorPC,2018-08-09 06:55:02.456+0000, pressure, Personll
222745,82196, 2,Room310,2018-08-09% 06:55:02.710+0000, 6000010, Portable Monitoring A10,2018-08-0% 06:54:15.137+0000, DoctorPC,2018-08-08% 06:55:02.710+0000, heartrate, Personlid
222746,105974,2,Room306,2018-08-09 06:55:02.966+0000, 6000006, Portable Monitoring RO0E,2018-08-09 06:54:17.912+0000, DoctorPC,2016-08-09 06:55:02.966+0000, pressure, Personlé
222747,12%842,2,Room302,2018-08-09 06:55:03.217+0000, 6000002, Portable Monitoring 202,2018-058-0% 06:54:20.014+0000,DoctorPC,2016-08-0% 06:55:03.217+0000, heartrate, Person02
222748,117893,2,Room303,2018-08-09 06:55:03.471+0000, 6000003, Portable Monitoring A03,2018-08-09% 06:54:21.584+0000, DoctorPC,2018-08-08% 06:55:03.471+0000, heartrate, Personl3
222749,94068,2,Room308, 2018-08-09% 06:55:03.725+0000, 6000008, Portable Monitoring A08,2018-08-09 06:54:19.681+0000, DoctorPC,2016-08-09 06:55:03.725+0000, pressure, PersonlB
222750,34519%,2,Room316,20168-08-0% 06:55:03.979+0000, 6000018, Portable Monitoring A18,2018-08-09 06:54:24.371+0000, DoctorPC, 2016-08-09 06:55:03.979+0000, pressure, PersonlB
222751,70237,2,Room312,20168-08-0% 06:55:04.234+0000, 6000012, Portable Monitoring 212,2018-08-0% 06:54:21.280+0000, DoctorPC,2018-08-09 06:55:04.234+0000,heartrate, Personl2
222752,34551, 2,Room317,2018-08-09% 06:55:04.491+0000, 6000017, Portable Monitoring A17,2018-08-0% 06:54:20.810+0000, DoctorPC,2018-08-09 06:55:04.4%1+0000, pressure, Personl?’
222753,94096, 2, Room307,2018-08-09% 06:55:04.741+0000, 6000007, Portable Monitoring A07,2018-08-09 06:54:22.928+0000, DoctorPC, 2016-08-09 06:55:04.741+0000, glucose, Person07
222754,125839,2,Room304,2018-08-09 06:55:04.99%4+0000, 6000004, Portable Monitoring AR04,2018-08-09 06:54:21.627+0000, DoctorPC,2018-08-09 06:55:04.994+0000, pressure, Personl4
222755,46450,2,Room316,2018-08-0% 06:55:05.246+0000, 6000016, Portable Monitoring A16,2018-08-09% 06:54:15.639%+0000, DoctorPC,2018-08-09 06:55:05.246+0000, heartrate, Personlé
222756,82197,2,Room309,2018-08-09 06:55:05.501+0000, 6000009, Portable Monitoring A09,2018-08-09 06:54:19.613+0000, DoctorPC,2016-08-09 06:55:05.501+0000,02s5at, Person09
222757,22627,2,Room319,2018-08-09% 06:55:05.754+0000, 6000019, Portable Monitoring 219,2018-08-09% 06:54:18.265+0000,DoctorPC,2018-08-0% 06:55:05.754+0000,02sat, Personl®
222758,568314,2,Room313,2018-08-0% 06:55:06.008+0000,6000013, Portable Monitoring A13,2018-08-0% 06:54:21.312+0000,DoctorPC,2018-08-09 06:55:06.008+0000, pressure, Personl3
222759,56384, 3,Room314,2018-08-09 06:55:06.262+0000, 6000014, Portable Monitoring Al14,2018-08-0% 06:54:22.798+0000, DoctorPC, 2018-08-09 06:55:06.262+0000, heartrate, Personld
222760,46490,2,Room315,2018-08-09% 06:55:06.521+0000, 6000015, Portable Monitoring A15,2018-08-09 06:54:20.774+0000, DoctorPC, 2016-08-09 06:55:06.521+0000, heartrate, Personls
222761,106018,2,Room305,2018-08-09 06:55:06.770+0000, 6000005, Portable Monitoring A05,2018-05-09 06:54:23.232+0000,DoctorPC,2018-08-09% 06:55:06.770+0000,02s5at, Person05
222762,22636,2,Room320,2018-08-0% 06:55:07.023+0000, 6000020, Portable Monitoring A20,2018-08-0% 06:54:20.525+0000, DoctorPC,2018-08-08% 06:55:07.023+0000, heartrate, Person2i
222763,70296,2,Room311,2018-08-09 06:55:07.278+0000, 6000011, Portable Monitoring A11,2018-08-09 06:54:21.193+0000, DoctorPC, 2016-08-09 06:55:07.278+0000, glucose, Personll
222764,82197,2,Room310,2018-05-09% 06:55:07.532+0000, 6000010, Portable Monitoring A10,2018-08-09% 06:54:19.439+0000, DoctorPC,2018-08-09 06:55:07.532+0000, pressure, Personl0
222765,105975,2,Room306,2018-08-09 06:55:07.785+0000, 6000006, Portable Monitoring A06,2018-08-05% 06:54:18.215+0000, DoctorPC,2018-08-08% 06:55:07.785+0000, glucose, Personl6
222766,126843,2,Room302,20168-08-09 06:55:08.040+0000,6000002, Portable Monitoring 202,2018-08-09 06:54:20.317+0000, DoctorPC,2018-08-09 06:55:08.040+0000, heartrate, Person02
2227¢7,11789%4,2,Room303,2018-08-09 06:55:08.295+0000, 6000003, Portable Monitoring 203,2018-08-09 06:54:22.187+0000,DoctorPC,2018-08-09% 06:55:08.295+0000, heartrate, Person03
222768, 94069, 2,Room308,2018-08-0% 06:55:08.550+0000, 6000008, Portable Monitoring &08,2018-08-0% 06:54:19.983+0000,DoctorPC,2018-08-0% 06:55:08.550+0000,02sat, Person08
22276%9,34520,2,Room318,2018-08-09% 06:55:08.804+0000, 6000018, Portable Monitoring Al18,2018-08-0% 06:54:24.674+0000, DoctorPC, 2018-08-0% 06:55:08.804+0000, glucose, Personls
222770,70238,2,Room312,2018-08-09 06:55:09.058+0000, 6000012, Portable Monitoring A12,2018-08-09 06:54:21.583+0000, DoctorPC, 2016-08-09 06:55:09.058+0000, glucose, Personl?2
222771,34552,2,Room317,2018-05-09% 06:55:09.315+0000, 6000017, Portable Monitoring A17,2018-08-09%9 06:54:21.112+0000, DoctorPC,2018-08-09 06:55:09.318+0000, pressure, Personl?y
222772,94097, 2,Room307,2018-08-09% 06:55:09.570+0000, 6000007, Portable Monitoring A07,2018-08-0% 06:54:23.231+0000, DoctorPC,2018-08-08% 06:55:08.570+0000, glucose, Person’
222773,129840,3,Room304,2018-08-09 06:55:09.521+0000,6000004, Portable Monitoring 204,2018-08-09 06:54:21.929+0000, DoctorPC,2016-08-09 06:55:0%.621+0000, glucose, Personi4
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id,datestamp, topic, username, event detail,pub device,sub device, typg
Delay Packet 1.4 Second ,Portable Monitoring A01,DoctorPC,delay
Delay Packet 1.4 Second ,Portable Monitoring RO00,DoctorPC,delay

158240,2018-08-08
155241,2018-08-08
158242,2018-08-08
155243,2018-08-09
158244,2018-08-08
155245,2015-08-08
158246,2018-08-08
158247,2018-08-08
155248,2015-08-08
158249,2018-08-08
158250,2018-08-08
158251,2015-08-08
158252,2015-08-08
158253,2018-08-09
158254,2018-08-08
158255,2015-08-08
158256,2018-08-08
158257,2018-08-08
158258,2018-08-08
15825%,2018-08-08
158260,2018-08-08
158261,2018-08-08
158262,2015-08-08
158263,2018-08-09
158264,2018-08-08
158265,2015-08-08
158266,2018-08-08
158267,2018-08-08
158268,2015-08-08
158269,2018-08-08
158270,2018-08-08
158271,2015-08-08
158272,2015-08-08
158273,2018-08-09
158274,2018-08-08
158275,2018-08-08
158276,2018-08-08
158277,2018-08-08
158278,2018-08-08
15827%,2018-08-08
158280,2018-08-08
158281,2018-08-08
158282,2015-08-08

01:
01:
01:
02:
02:

.48040000,Room301, Person01, {6000001}
.833+0000, Room300, Person00, {6000000}
.119+0000,Room314, Personld, {6000014}
.008+0000,Room300, Person00, {6000000}
.071+0000, Room301, Person01, {6000001}
.074+0000,Room313, Personl3, {6000013}
.150+0000,Room310, Personl0, {6000010}
.156+0000, Room306, Person06, {600000€}
.391+0000, Room305, Person05, {6000005}
. 63740000, Room314, Personld, {6000014}
. 63740000, Room300, Person00, {6000000}
.895+0000, Room307, Person07, {6000007}
.141+0000,Room311, Personll, {6000011}
.356+0000,Room302, Personl2, {6000002}
.€650+40000, Room30%, Person09, {6000009}
. 74840000, Room301, Person0l, {6000001}
. 90440000, Room301, Person0l, {6000001}
.159+0000, Room308, Person08, {6000008}
.421+0000,Room303, Person03, {6000003}
.672+0000,Room312, Personl2, {6000012}
.929+0000,Room304, Person04, {6000004}
.954+0000, Room300, Person00, {6000000}
.172+0000,Room313, Personl3, {6000013}
.054+0000,Room301, Personll, {6000001}
.298+0000, Room300, Person00, {6000000}
.3580+0000,Room301, Person0l, {6000001}
. 64040000, Room300, Person00, {6000000}
.692+0000,Room301, Person01, {6000001}
.651+0000, Room300, Person00, {6000000}
.022+0000, Room301, Person0l, {6000001}
.311+40000,Room300, Person00, {6000000}
.327+0000, Room300, Person00, {6000000}
.406+0000,Room301, Person0l, {6000001}
.630+0000,Room300, Person00, {6000000}
.€72+0000,Room301, Person01, {6000001}
.663+0000, Room300, Person00, {6000000}
.005+0000,Room301, Person0l, {6000001}
.995+0000, Room300, Person00, {6000000}
.052+0000,Room301, Person0l, {6000001}
.32040000, Room300, Person00, {6000000}
.32840000,Room301, Person0l, {6000001}
.357+0000, Room300, Person00, {6000000}
.641+0000, Room301, Person0l, {6000001}

Portable Monitoring Al4 -> DoctorpC

is new connection!,Portable Monitoring 214, DoctorPC, connect

Delay Packet 1.4 Second ,Portable Monitoring A00,DoctorPC,delay
Delay Packet 1.3 Second ,Portable Monitoring A01,DoctorPC,delay

Portable Monitoring A13 -> DoctorpC

is new connection!,Portable Monitoring 213, DoctorPC, connect

Delay Packet 1.354 Second ,Portable Monitoring 210, DoctorPC,delay
Delay Packet 1.354 Second ,Portable Monitoring Z06,DoctorPC,delay
Delay Packet 1.354 Second ,Portable Monitoring Z05,DoctorPC,delay
Delay Packet 1.354 Second ,Portable Monitoring Z14,DoctorPC,delay
Delay Packet 1.3 Second ,Portable Monitoring A00,DoctorPC,delay
Delay Packet 1.354 Second ,Portable Monitoring Z07,DoctorPC,delay
Delay Packet 1.354 Second ,Portable Monitoring Z11,DoctorPC,delay
Delay Packet 1.355 Second ,Portable Monitoring A02,DoctorPC,delay
Delay Packet 1.355 Second ,Portable Monitoring Z09,DoctorPC,delay
Delay Packet 1.3 Second ,Portable Monitoring A0l,DoctorPC,delay
Delay Packet 1.370 Second ,Portable Monitoring Z01,DoctorPC,delay
Delay Packet 1.354 Second ,Portable Monitoring Z08,DoctorPC,delay
Delay Packet 1.355 Second ,Portable Monitoring Z03,DoctorPC,delay
Delay Packet 1.355 Second ,Portable Monitoring Z12,DoctorPC,delay
Delay Packet 1.355 Second ,Portable Monitoring 204, DoctorPC,delay
Delay Packet 1.4 Second ,Portable Monitoring RO00,DoctorPC,delay
Delay Packet 1.355 Second ,Portable Monitoring 213, DoctorPC,delay
Delay Packet 1.4 Second ,Portable Monitoring A0l,DoctorPC,delay
Delay Packet 1.4 Second ,Portable Monitoring A00,DoctorPC,delay
Delay Packet 1.4 Second ,Portable Monitoring A0l,DoctorPC,delay
Delay Packet 1.4 Second ,Portable Monitoring A00,DoctorPC,delay
Delay Packet 1.4 Second ,Portable Monitoring Z01,DoctorPC,delay
Delay Packet 1.3 Second ,Portable Monitoring RO00,DoctorPC,delay
Delay Packet 1.4 Second ,Portable Monitoring A01l,DoctorPC,delay
Delay Packet 1.5 Second ,Portable Monitoring A00,DoctorPC,delay
Delay Packet 1.3786 Second ,Portable Monitoring Z00,DoctorPC,delay
Delay Packet 1.3 Second ,Portable Monitoring A0l,DoctorPC,delay
Delay Packet 1.4 Second ,Portable Monitoring A00,DoctorPC,delay
Delay Packet 1.4 Second ,Portable Monitoring A01,DoctorPC,delay
Delay Packet 1.3 Second ,Portable Monitoring A00,DoctorPC,delay
Delay Packet 1.4 Second ,Portable Monitoring A01l,DoctorPC,delay
Delay Packet 1.4 Second ,Portable Monitoring R00,DoctorPC,delay
Delay Packet 1.4 Second ,Portable Monitoring A01l,DoctorPC,delay
Delay Packet 1.4 Second ,Portable Monitoring A00,DoctorPC,delay
Delay Packet 1.4 Second ,Portable Monitoring A01,DoctorPC,delay
Delay Packet 1.3 Second ,Portable Monitoring AO00,DoctorPC,delay
Delay Packet 1.4 Second ,Portable Monitoring A0l,DoctorPC,delay
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id,username,pub_device,Sub_device,timediff,u_datd
1,Person00, Portable Monitoring Z00,DoctorPC,23,2018-08-08 13:44:55.832+0000

74106, Personll, Portable Monitoring 201, Doctorpc,25,2018-08-08 20:00:01.703+0000
74109, Person04, Portable Monitoring RO4, DoctorPC, 26,20168-08-08 20:00:02.360+0000
74113, Personl2, Portable Monitoring A02,DoctorPC,25,2018-08-08 20:00:02.832+0000

110665, Person03, Portable
159127, Person05, Portable
159202, PersonlOe, Portable
231380, Person07, Portable
231450, Person08, Portable
3265817, Person08, Portable
326932, Personll, Portable
44¢807, Personl?, Portable
446829, Personll, Portable
550458, Personld, Portable
551405, Personl3, Portable
757841, Personl3, Portable
758018, Personle, Portable
945143, Personlf, Portable
549340, Personl7, Portable

Monitoring
Monitoring
Monitoring
Monitoring
Monitoring
Monitoring
Monitoring
Monitoring
Monitoring
Monitoring
Monitoring
Monitoring
Monitoring
Monitoring
Monitoring

203, DoctorPC,27,20168-08-08
R05,DoctorPC,25,20168-08-08
R06,DoctorPC,24,2018-08-08
A07,DoctorPC,25,2018-08-08
R08,DoctorPC,25,20168-08-08
R0S, DoctorPC, 26,2018-08-059
210, DoctorPC,25,20165-08-09
A12,DoctorPC,27,20168-08-09
211, DoctorPc,27,2018-08-09
Rl14,DoctorPC,25,2018-08-05
213, DoctorPC,28,2015-058-09
R15,DoctorPC,28,2016-08-09
Alé,Doctorpc,27,2018-08-05
218, DoctorPc,32,2015-058-09
R17,DoctorPC, 28,2016-08-09

21:
21:
22:
22:
23:
00:
00:
00:
00:
01:
02:
02:
03:
03:
03:

00:
59:
00:
59:
00:
00:
00:
59:
59:
59:
0o:
59:
00:
59:
59:

01.
59.
04.
59.
0z.
01.
01.
59.
59.
57.
19.
56.
0o0.
55.
58

738+0000
656+0000
020+0000
163+0000
153+0000
054+0000
568+0000
262+0000
771+0000
862+0000
541+0000
505+0000
014+0000
352+0000

.791+0000

1100956, Person20, Portable Monitoring A20,DoctorPC,28,2018-08-09 04:59:55.091+0000
1101081, Personl%, Portable Monitoring A1%, DoctorPC,26,20168-08-09 05:00:01.116+0000

sUn
Y
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Logging mechanism for Internet of Things: A Case
Study of Patient Monitoring System
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Abstract— A logging mechanism for NETPIE in the patient
medical device monitoring task B proposed in this worlk. The
logging mechanism aims to collect the communication log
between things and NETPIE such that any communication
issue or any attack can be detected. There are three main
components in the proposed logging mechanism including the
raw data, the analysis part, and the final result. The raw data
is approximately less than 256 bytes per each communication.
The raw data will be analyzed to generate the final result
which will contain only the ici events  includi
communication ssue (Le. packet lost) and possible attack (Le.,
reply attack). The cost of the pr d hanism includes an
exira © ication per each dcati path and a
storage space for the collected data at NETPIE, and things.

Keywords—NETPIE, packer lost, log amalysis, Apache
Cassandra

L. INTRODUCTION

METPIE [1] s a network platform for Intemet of
everything developed by a group of researchers at NECTEC,
Thailand. Developers can use the network platform provided
by NETPIE to connect things and to communicate between
things. The main advantage of NETPIE includes ease of uses
and a real-time feature. By installing the NETPIE library on
the support devices, the platform will allow things to be
communicated with each other within a defined scope. The
security of NETPIE s achieved through the use of three
pieces of information including APPID, KEY, and SECRET.
APPID 15 the name of the application while the KEY and the
SECRET are the two specific information of your
applications that must be kept secret. The platform will
generate a token so that things under an application with the
correct information can communicate with each other.

Mowadays, the number of people own wearable devices
for collecting their health related information has been
increasing both inside the healthcare facility and at home in
order to analyze the patient behavior [2-3]. The network
platform for Internet of everything such as NETPIE can be
utilized for such situations. However, the security and the
privacy of the user data can be a big issue [4-10].

Logging is a crucial part of information security [11-14].
Log data allows all parties to analyze the system in order to
verify a valid transaction or to detect a suspicion activity in
the system. For a dense communication environment such as
METPIE, however, a logging system can significantly
increase the number of messages inside the system. This
work aims to propose a logging mechanism for home-stay
patients and medical-facility-stay patients. Both types of
patients are connected with some medical monitonng
devices that are sending the information via NETPIE over a
public Internet.

Sangsurce Vasupongayya
Depanment of Computer Engineering
Prince of Songkla University
Hat Yai, Songkhla, Thailand
sangsuree. vi@psu_ac.th

The remaining of the paper s organized as follow.
Section II lists the patient monitoring system requircments
while Section 111 provides the proposed logging mechanism.
Section IV shows the experimental results while Section ¥V
gives that discussions. Lastly, Section V1 provides the
conclusion.

IL PATIENT MONITORING SYSTEM REQUIREMENTS

Typical patient monitoring devices in a healtheare facility
include heart rate, Electrocardiograph (ECG or EKG), pulse,
body temperature, blood pressure, sugar level, infusion
pump, and syringe pump. Most basic medical monitoring
devices send out the data at the rate of | second and the data
size 15 less than KB [15]. The fact is true for most basic
medical monitoring devices, except high frequency devices
such as EKG and Electroencephalography (EEG). Thus,
Internet of Things (loT) is better applied on low frequency
response devices such as body temperature, pulse, blood
pressure, sugar level and respiratory rate.

In addition to the healthcare facility setting, there are
patients of non-communicable discases (NCDs) which are
usually home-stay patient. These patients can also utilize
some patient monitoring devices. World health organization
(WHU] classifies NCDs as one of the maJur cause of deaths.
For example, 63% of deaths occurred in 2009 were caused
by NCDs. In Thailand, 73% of deaths occurred in 2009 were
caused by NCDs [16]. The top six diseases in NCDs that
cause the most deaths mclude diabetes  mellitus,
cardiovascular and cercbrovascular disease, emphysema,
cancer, hypertension and obesity. Typical patient’s monitory
devices used by NCDs patients include heart rate, blood
pressure, respiratory rate and sugar level.

1. PROPOSED LOGGING SYSTEM
The proposad Inggmg systern is designed based on the
real usage scenarios presented in subsection AL The

architecture of the proposed logging mechanism is presented
in subsection B.

A Scenarios
All communications under NETPIE can be grouped into
4 scenanios including new-connection, complete, lost-before-

METPIE, and lost-after-NETPIE. The detals of each
scenario 15 as follow.

*  MNew-connection scenario means that the device is
connected to the system for the first time. In this
case, a database of device connections maybe used
to collect the device that connects with the system.
However, a database of connection could delay the
initial connection process of the device. Fig. 1 shows

478-1-5386-5538-2/18/531.00 €018 IEEE
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the New-connection situation. Fig. 2 shows the

connection information collected by the system.

* Complete scenario  means  that  the devices

successfully send and receive their data. Fig. 3
shows the complete scenario. In this case, the source
device knows what has been sent and the destination

device must receive the data in order to conclude that
the communication is completed. Thus, the log data
will show both the source site and the destination

site.

Fig. 4. Losi=before=NETPIE scenamo

o Lost-before-NETPIE scenario means that the device @
is scnding the data but the data is lost between the x [[Eeel
device and NETPIE. Fig. 4 shows the Lost-before-
METPIE scenario. In  this case, the logging ) L
mechanism  at NETPIE will not have any

information. Thus, the logging mechanism must be
implemented at the source device in order to record ) .
the scndjng event o the sonfoe. Fig. 5. Losteafter-NETPIE scenario

* Lost-after-NETPIE scenario means that the source N N ;
device s successfully sending the data to the B, Are.'m‘e\.c.rr.rm o the Prqm:ed[aggu-ig,lfferhamm-
NETPIE. However, the data is not received at the According to the four communication scenarios of
destination device as shown in Fig. 5. In this case, ~ NETPIE framework presented in the previous section, Fig. 6
the logging mechanism at NETPIE doss contain the  Shows the architecture of the proposed logging mechanism.
sending information but the data is not reaching the There is a logging Mhﬂ':“m on each device in order to
destination. Thus, the logging mechanism must be  collect the send or receive event The log framework
implemented at the destination device in order to  includes the main logging data (Rawlog), the connection
record the receiving event from the destination. data (ConnectDB), and the analysis part (NetpicLog).

Soune

Des!lnatlon] [ Soee

o1:36
2042880
o220

o N anoazsen Simrce g HETPIE & o ——
ol o4 _)_},

Fig. 2. Sample connectron mformation collected by the proposed system

Fig. 6. Aschitecture of the Proposed logging mechanism

Log Framewark

Daabane {assandsa)

—
>

AT —

|Pyifon|

Report
[FHP]

Fig. 3. Complete scenano

Fig. 7. Proposed logemng mechamsm detuls
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Inside the main logging mechanism, there are three-step
processes as shown m Fig. 7. Rawlog, NetpicLog and
ConnectDB are stored on Apache Cassandra [17-18]. The
pre-processing is written in Python and the Report is
produced as a web format using PHP. When the data is sent
from the source to the destination, the logging data will be
stored on the RawLog before it is being pre-process in onder
to be stored on the ConnectDB for the Mew-connection
scenario and on the NetpicLog. However, only an abnormal
scenario such as the Lost-before-NETPIE or the Lost-after-
MNETPIE event will be stored on the NetpieLog. The Report
will be generated from the mformation stored on the
ConnectDB and the NetpicLog.

C. Log Formart

For any loT communication, the data is dense by nature.
Thus, the logging mechanism must select necessary
information to be collected in order to reduce the volume of
the stored data. According to the proposed mechanism
architecture presented previously, there are two sets of data
to be collected including the RawLog and the NetpicLog.
The RawLog data contans 13 fields as shown in Table L
The NetpieLog data contains § fields as shown in Table IL

TABLE L FawLos DaTa
Field Data Collected
18] Event 1D
onder Owder id of the packet in the event
topic Topic of the event

source_device | Source device information

Diestination device information

SOUrce_stamp Date'time the data is sent from the source

Date'time the data is recerved by the destination

metpie_stamp Date'time the data reached NETPIE from the source
Data'ime the dat 13 semt by NETPIE o the

melpizsel | gssination

seTmame The user who initiates the commumication
pabient Information of patient

dalasize Suze of the data in byles

The RawLog data is the raw data collected from the
communication. The raw data will then be processed by the
pre-processor in order to extract the abnormal event to be
recorded on the NetpieLog, while the new connection event
will be recorded on the ConnectDB.

The NetpicLog data is a post-processed data from the raw
data stored on the RawLog. This way, the pre-processing of
the data can be delayed if the communication performance is
at a crtical level Therefore, the proposed logging
mechanism will be able to make way to support a peak
communication level when it is needed.

TABLE IL NETPIELOG DaTa
Field Data Collected
13] Event I}
DateStamp Dateftime the data is generated
Username User wha inftiates the commumication

source_device | Source device information

dest_device Destinabion device information
Topic Topic of the event
Dietaal Event detxiks
= Waming : packet lost issues
Type ® Aleri : pessibile atiacks
D. Log Analysis

The communication starts from the source device sending
its message together with the message order id to NETPIE.
The RawlLog will record the sending of a message from the
source device. Next, NETPIE will forward the message to
the destination device. If the destination device completely
received the message, the device will send the notification to
NETPIE so that NETPIE can record the receiving of a
message from the destination device. This case is the
complete scenario as shown in Fig. 3. Thus, the data from the
RawlLog can be analyzed in order to follow the path of each
packet. If the whole path is presented in the RawlLog then the
packet is sent successfully and completely.

However, the communication over the Rawlog can be
affected by many factors. To analyze the Lost-before-
METPIE scenario (shown in Fig. 4), the data in the RawLog
of each source device will be checked in the order that the
data is recorded inside the RawLog. If the difference of the
order id of the current and the previous messages is larger
than 1, there is a message lost. However, if the last packet is
the message that is lost, it cannot be detected by this method.
Therefore, the local log at the source device can solve such
issues because the local log at the source device can be
compared with the RawLog in order to analyze the last
packet lost case.

To analyze the Lost-after-NETPIE scenario (shown in
Fig. 5), the data in the RawLog of each destination device
will be checked in the order that the data is recorded inside
the RawLog. If there is no notification of receiving of any
message, it is possible that the message is lost. However, the
message might reach the destination device but  the
notification of receiving of message is lost instead. This way,
the local log at the destination device can solve such issues
because the local log at the destination device can be
compared with the data recorded on the RawLog in order to

analyze such issue.

Another possible attack that can be analyzed from the
data recorded on the RawlLog is the replay attack. That is,
any difference of the message order id that is less than 1
indicates the possibility of the replay attack. This event must
be investigated fast such as sending an alert to the
admimistrator [1]. The event will be recorded on the
NetpieLog as Alert while the Lost-before-NETPIE and the
Lost-after-METPIE event will be recorded on the NetpieLog
as Warning. The normal event will be omitted from the
NetpieLog in order to save the space. However, the RawLog
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data will not be deleted but the data must be moved out to
another storage after the data analysis i1s completed.

IV. EXPERIMENTAL RESULTS

To evaluate the possibility of using NETPIE for patient
monitoring tasks, we conduct a preliminary experiment on
the comnection performance by sending the data from the
Internet to NETPIE and recording the performance. Fig 8
shows the patient monitoring scenario in the experiment.
According to the scenario presented in Fig. 8, it is possible
that the logging mechanism must be able to handle both the
data from home-stay devices and healthcare facility devices.
Three basic experiments to evaluate the current environment
are conducted in this work.

Fig. B. Patient monoring scenarnio

A. Varying the Number of Monitoring Devices

The first experiment focuses on the number of
monitoring and displaying devices. According to the scenario
presented in Fig. &, there are multiple monitoring devices
that can send their data to a single display device. Thus, the
first experiment varies the number of monitonng devices
from 1, 2, 4, & and 16 and fixes the number of displaying
device to 1. The maximum number of monitoring devices in
a healthcare facility is 10. Therefore, 16 devices in this
experiment is a large enough number. The data of 648 is sent
from the monitoring devices in Songkhla province of
Thailand via the common Internet provider to the NETPIE
server located in the middle part of Thailand and back to the
displaying device in Songkhla province. Each monitoring
device will send its data at the rate of | packet per second.
The packet size 1s 648, The data is sent for 10 hours.

The resulting communication time is presented in Table
I The communication time is the time when the data is sent
until the time when the data is received at the displaying
device. According to the data presented in Table 111, all five
cases can successfully send and receive the data within 1s
and there is no data lost Unexpectedly, the average
communication time of 8:1 case is higher than that of the
16:1 while the maximum communication time of 8:1 15 lower
than that of the 16:1 case. Thus, this result might be an effect
of the underlying traffic on the communication channel.

TABLE HIIL COMMUTSICATION TIME OF VARIOUS NUMBER OF
MONITORNG DEVICES
Bsources Time {ms)
average mavimum o v
16 [ 3Ts 62
B 75 265 [
4 [ 281 [
2 65 250 [
1 [ 23 62

Mext, the monitoring device will send the data at a higher
frequency.

B. Varving the data sending rate

The second experiment focuses on the rate at which the
monitoring device sends its data. According to the literature
[15], typical monitoring devices send the data at the rate of
Is. Thus, this experiment varies the rate from 1s, 500ms,
250ms, and 125ms. There are 16 monitoring devices and |
display device. The data size is 64B. The data is sent for 10

hours.

The resulting communication rate is shown in Table IV.
At the 125ms rate, 88.6% of data is lost while there is no data
lost at 250ms, 500ms and 1s rates. Interestingly, the
maximum communication time of 250ms {282ms) 15 smaller
than that of the 15 (375ms) while the average communication
time of 250ms (74ms) is larger than that of the s (66ms).
Moreover, both  the average and the maximum
communication time of 250ms are better than its counterpart
of 500ms.

TABLEIV.  COMMUNICATION TIME OF VARIOUS DATA SENDING RATE
Th

Rate o e {ms) i

average max min

1s e 66 i7s 62

S00ms e 76 i 62

150ms e ™ 2182 62

125ms BE6% =01 4.930 62

Mext, the data packet size will be increased in order to
analyze the performance.

C. Varving the data size

The third experiment focuses on the size of the data
packet sent by the monitoring devices. According to the
literature [15], typical monitonng devices send the data of
size less than 1KB. Thus, this experiment varies the size of
the data from 648, 1288, 2568, 5128, 1KB, 2KB, 4KB,
EKB and 16KB. There are 16 monitoring devices and 1
display device. Each monitoring device send 1 packet every
250hms. The data is sent for 10 hours.

The resulting communication time is presented in Table
V. According to the average time shown in Table V, the
round trip time will exceed 1s when the data size is larger
than 4KB.
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TABLE V. COMMUNICATION TIME OF VARIOUS DATA SIFE
Data size | Average time (ms)
4B 7125
1288 T84
2568 73.56
5128 76.77
IKB #9.31
KB 99,13
4KB 191.44
SKB 1.24438
16KB 4,954.56

V. DiscussioNs

To achieve the logging mechanism as proposed, there is a
time and space requirement. Section A gives a discussion on
an extra communication cost while Section B gives a
discussion on an extra storage cost. In addition, Section C
gives a discussion on an extra computational cost.

A, Communication Cost

The communication cost can be classified mto two cases.
First, the one-way communication means that the source
device is sending the information to the destination device
and the destination device does not send any response back
to the source device. For this case, the proposed logging
mechanism  requires  an extra  packet  for  every
communication. That is, the notification of receiving the
message sending by the destination device once the packet s
completely received.  Under the current NETPIE
communication environment (e, without any logging
mechanism), each communication will consist of 2 parns,
including the packet from the source to NETPIE and the
packet from NETPIE to the destination. Under the proposed
system, there is an extra packet which is the notification of
packet receiving at the destination to be sent to the proposed
logging mechanism.

Second, the two-way communication means that the
source device is sending the information to the destination
device and the destination device must send some response
back to the source device. For this case, the proposed logging
mechanism  will track  the communication as two
communication from different sources. However, the event
ID and the order ID from the RawLog will be used for
identifying the whole commumication path from the source to
the destination and the destination back to the source.

B. Storage Cost

The storage requirement consists of two parts. First, the
storage space is required at the NETPIE in order to store the
ConnectDB data, the Rawlog data and the NetpieLog data.
Each record on the RawLog and the NetpicLog takes
approximately less than 256 bytes, while each record on the
ConnectDB takes approximately 64 bytes. Thercfore, the
space requirement is achievable with the current storage
technology.

Second, the storage space at the source device and the
destination device in order to store the local log data. This
reguirement is also an extra requirement. The requirement
can be achieved by several methods such as a storage point
for many things in the same area in order to reduce the space
requirement on the actual devices. Since each thing is a
patient monitoring device which may be connected to the
Internet via a gateway point. The gateway point can be used
as the local log storage.

€. Computational Cost

The computational cost of the proposed logging
mechanism is an extra cost because the RawLog must be
analyzed to extract the event details of each event in the
system. In addition, there is an additional cost of transferring
any required local log data from the local gateway storage to
the mam analysis framework when it is needed. This case
will require when the RawlLog data cannot resolve the issue
such as the last packet lost discussed previously. However,
this event will not be a regular activity since the information
from the local gateway storage will be needed in some
specific cases in order to verifying the suspicion events
detected by the main analysis framework as described
previously.

V1. CONCLUSIONS

A logging mechanism for Internet of things on the patient
medical device monitoring applications is m this
work. The underlining framework s NETPIE which is a
network communication framework  for  Intermnet  of
everything. The logging mechanism aims to capture four
basic scenarios of communication including new, complete,
Lost-before-NETPIE and Lost-after-NETPIE scenarios. The
format of the raw data, namely RawlLog, to be collected at
the main logging framework is described. The RawLog data
will be analyzed in onder to generate the result, namely
NetpieLog. Only communication issue and a possible attack
will be recorded i the NetpicLog to reduce the space
reguirement. There is a local log at each thing in order to
further analyze some situations. However, the local log data
is not required to be checked until it is an issue in order to
reduce the time and communication cost created by the
logging mechanism.

Based on the literatures [15], the data must be completely
sent and received every second and the data size of 4KB 1s
large enough to send the data from the patient monitoring
devices. Our preliminary results show that the data can be
sent at the rate of 1 packet every 250 milliseconds from 16
devices to one single destination. The evaluation
environment is a regular Internet speed from Songkhla
province to NETPIE and back. Since each patient will have
approximately less than 10 monitoring devices, 16 devices
will cover the case study requirement. Based on the
preliminary results, the proposed logging mechanism has a
potential to be wsed for logging information of patient
monitoring scenarios.

Future work includes evaluating the proposed mechanism
on a workload capturing from a real situation both the home-
stay monitoring case and medical-facility-stay monitoring
case on the performance, the space and the computational
trme.
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