(1)

nsLiuUsEanSamnszUIUMsWABUG1Ean IPv4 lUg IPV6

Enhancement of IPv4/IPv6 Migration Mechanisms

oMM PYnuvides
Napat Chuangchunsong

a a (&l [ 1 d! = [ a
eniinusiludiunilsvainsfnenunangnsuTyun
AAINTTUANFASUNIUUAN F1V1IAINTTUADUNILNDS
UNNIANYIBYFIVATUASUNS

A Thesis Submitted in Partial Fulfillment of the Requirements for the Degree of
Master of Engineering in Computer Engineering
Prince of Songkla University

2558

AVANFVBIUNINY1AYHIVAIUATUNS



2)
anendwus  niswinysEAnSamnszuiunsiUasuaieann IPva lg IPve
ey W ANT  YIYUides
#1013 AINTIUABUTNIADS

919159NUS e Ineinusuan AMZNSTUN5EU

Us¥51UNTIUNNT

(5RIMIARTINTENANT  NUAAA) (Herans1anse as.dugen  Load)

A33UNT

(i@ﬂﬂﬂﬁﬁiﬂ%?igWﬂWi ﬂﬂaﬁﬁﬁﬁ)

A33UNT

(599F1@RS15Y A5.AUTY  NUANINA)

A33UNT

(ny.laduwa  wyesneyly)

Jaudindnedy umingrdvasvaiuasuns syddluiuineinusadull
Wudiuniareanisfiner smundnansUIygrdenssumansuniduda 191391

AAINTTUABUNILMDS

(599F@MNS1N5E A9.555Na ASTUL)
ALUAUUTIR N8 Y



(3)

Y95U58971 HAaWITeLNNsAnYIdevenindnwies warldwaninnuveuamyARaiiiiEI
YINFBUE

(599ANANTIANTEINANT  NUANIIA)
819158NUS AW INeTANUS

(Mg fns  Pragumideq)
UnAnw



(4)

a

Prmdvesusesn nanwideiliwedudiumidunseydfvsyaluszaulauneu uazlilign
TlunsguvesudiuSyy luvaeil

(Weo M Fayauvides)
WnAnw



(5)

Yo ineniinug maufiuUsEavBAmnsTUIUMsIABUaEIN IPva lUg IPv6
AR WL fMs - YIyundes

8191397 AFINTIUABUNINDS

UmsAnen 2557

UNANED

winsruaumaasumeasifnguszasindnifieliuinis IPva uay IPV6
muglusheuluseninsmsdsuuvaminnslidanudumesidese iPva 1Ty IPve  us
nszvIUMIABUIBLAaznTTUINNTERAsInd NN TTIULAT YAl B TS TILANAN 3 L
ponl  vuATERLdiTagusvasdiftethiauenssuiunsisudefidussansamuazainy
Bovgulunslion  Bndadvaunsaliuinisidaunsgiendnnisldey ipva luiiae
nszuIumMaUasugeitiausiienit “Enhancement of Lishtweight dover6” @udu
NsTUIUMIARAUIABEEA9IN Lightweight dover  Lasufuusdliseaiunisseyglusd
deansluiavaremanisluiadednelilaenss eanmnududsvesdoyaludunimdn
ATy ldvaaoulsranEawvesnssuIumMsAsud e LaueUIsuisuiunsruIung
Wasugedasznouludag dovers, drd uwaw Lightweight dovers snelusunsusiass
\A30U18 OPNET Modeler 16.0 UulA3oeid1a0991n UniNet  Wan1snaaesnyuin
ﬂsymumi‘wmLauauﬂizﬁmmwmimamamaiumaamammw Lightweight ~dovert
othadiulddn uaziluszAnBnmaandt dovers wag drd intios ilesantisaesnszuaunis
ansaszygluddeansludaareymenislundetneldlaonsaduiy  egrslsAnmiile
nszurunsTiaus s ufisulszansnmnisidendenisueniniotisdannliin
nszuIuNsTivIaueiusransnmanasiisadntesdioiioudisuiu Lishtweight dover6
desandunounisdansosdiniie IPva vugunsaiilefldauiiindy  winsuszanana
aana1alunisussananavugunsaiiladldenudslidmansenuannidn widwdindnlussuy
wSotpaniugeiy



(6)

Thesis Title Enhancement of IPv4/IPv6 Migration Mechanisms

Author Mr.Napat Chuangchunsong
Major Program Computer Engineering
Academic Year 2014

ABSTRACT

Although major aim of transitions is intended to provide both IPv4 and
IPv6 in parallel during the changing process from IPvad to IPv6 completely, minor aims
of transitions still have the differences. This research aims to propose the
enhancement of transition that has more performance and flexibility. It can also
provide internet connectivity until disable IPvd eventually. The proposed transition is
called "Enhancement of Lightweight dover6" which is improved from Lightweight
dover6 by creating direct tunnels to destinations inside transition domain to avoid
critical paths. The research compares performance of the proposed transition with
current transitions, which consist of dover6, 4rd and Lightweight 4over6 on UniNet's
network by using network simulator (OPNET Modeler 16.0). Based on simulation
results, proposed method has higher performance in terms of intra-communication
than wdover6 significantly and higher performance than dover6 and 4drd slightly
because both transitions support mesh connectivity as proposed method. For inter-
communication, performance of proposed method is lower than lwdover6 slightly.
The reduced performance is affected by IPv4 packet filtering on customer
equipment. However, the IPvd packet filtering in proposed method does not operate

on provider equipment. It also reduces little performance.
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NANTEVUIINAMIUVIALAAUNLIBLEY PV wintdn szeziaendudiniuduasinis
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nsrUIuNsiUAguagLioas1 NS eNsa IPv6 WuATeUY IPVA (IPv4 ocean) LU 6tod
[2] waz 6rd [3] Wusiu Tuszesilgnuaaiiouinaietis IPve duduiniziigndeuseusie
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IPv4/1Pv6 Transition Required
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1199 uazdnanivanilsdeuiinateyanisldom Pva Sinaegifudnnulideslutiagdu
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TUsunsaszenddesusulsdlvisesiumsldam IPve lunsaifildannsauuusdlisesiuns
T IPve asdnsmanidosinmlusunsuussandlnlifiothuldoumauny dealvdodld
sudszanafistusiuauuin Lwimﬂ;:ﬂﬁ‘u%ms@uma%Lﬁmaaaaﬁﬂimdﬁﬁ Feniiay
TAUSNTs IPvA wag  IPv6 auglumeiuauninasidntdai IPva egauysal gluinig
Sumesiinanunsatiedanardmiuiymieanly Lﬁ@iﬁ@ﬂﬁﬁﬁL’Jaﬁuﬁaﬁu{]@mmnéqﬁu
wigliusn1sBumesilndassuniszlunisliuinig IPvd uag IPv6 muglusmeiuuulasaig
fiflogidn Bendrdudlviuimadosmaunuiiosesiunisvsedmedeaseduiuluouas
aeldsnumneiay IPva Afegogrsdrindsiedndunuilaidein

Fowmil fliuinmsdumesidadedulvinnuddryifunisliuinig IPva sy
nsgvIuMTUAsunedsanunsaldouis IPva wag IPve mugludaety Tasnszuaunis
Wasumedanandesdnassmneiay IPvd fmdesgldeniussansam wazannisldau
Pva Tudwitliswdusenlulfldunniian Bandriunszuiunsdsuielussesd 3 IPve
ocean faifugaafilviuimsdedianuddyanniian Wesnmauasuuladlussozild
szppaanniian Snissudutiagarereuiiszenidnnisldan Pva ednsauysal Tunsdlil
flusnsitivaneias IPva Biflsanesenisliusnisdumesidnseisnis Dual-Stack
Tunsdndusediuinsdumesidamonssuiunmaivdsudsogimanideadsils danns
snauladennszuiumaisunsesamnyauduliaunsomldleeds nsnszuuns
Wavumeluiagduiivarnvanenszuiunmsieduy Jausagnszuiunsfdisnsdidusud
wansefiueanty

wilutagtufliddeitinssuiunsidsudienieg  1insgigaisiy
wazdadnfnoging wifidilinsounqunszuiunsdsumeiigminauslvinfians fafy
ellefunansiinmgiiaseunguuaransailulsludfuusanssuiunsiasudie i
UsgAnSamanndelu nszvaunaildsudeiithunuisuiiisuaisitisszesnailunis
Wasuwasiisnuu uagaseuaguluisnssuiumaasuiediindnnmaihaulndifestu
Frowmad Tuinerdnusaduifednavenanisiinaey uagiinsfiudszandam
nszvauMsWasumeioglutisnsiasundasnisldauain 1Pva lug IPve lutessesdi 3
IPv6 ocean nszuruMsWAsuiefiviuiaszifldisnig Tunneling eadsnisidouss
Pva suwededie IPve  uendndineninusaduilldassgunsniieierisfsesiuns
fuflunisvesnszurunsasudisusaznszuiunsiiiethnadnsildainnisdiassan
Wisuidiey wasieseinaiifnduuweerisedandon deueliannsnaguyasunas
fedrfnveanszuiunisidsudisudaznszuiunislfednansudiu nnavesnisdiass
annsamdoagliiielilunsinduladennszuiunmsidsudedmiulvuinmsdumesiin
dnfuszuuetetneuraziedotngldosnanzan Banddudsannsathdeazfenanmnld
dmuiaunszuiunmaUdeunefifleg Al FiussAnsnmanndelu uazannsadndiu
fodAndidegials



1.2 IngUsraeAvaslasens

1 Wiedneiuszansam uazsisuiieudedeidevesssuuiaietneddl
nsluInTg IPva shenszuaunsasuiefilinisadglisddeasine
IPv6 lagldn1sdnaesseuuiniatig

2 fiednsgiguuuumsliuinig IPva fmnzaudunsyuiunsidasudie
Adnsaduglusddoasie IPv6 udaznszuIuns

3 flewuinszuiunsidsudieiildnisairsglusddoansde IPve
sUuuulmiBsiiusyavsnnlunisidensiogs wazanunsnannansenuan
Jymanuviauwnaunneiay 1Pvd lusunanadle

1.3 Uszloiifianadnazlésy
1 Wudeyalumsnausunsliuing IPva fenszuaunsidsudieild
nMsas1eglusAdeanssng IPv6
2 I¢funszurunsiddsudeildnsaiisglusddeansie IPve  Tusidiil
Usgdvsningauwazanunsaaanansenuaindymaiuniauaaumaneay
IPva Tueunmnasla

1.4 YBULWAYAINITIVY
1 Wnswilsgdninmvesnssuiunmnasunefildnsaiiglusddonns
A8 IPveRsaznszuIunis Welduuuitassssuunsetiemelusunsy
OPNET Modeler
2 Wawnszvaumsasudiefildnisaieelusddeasdae Pve i
UsgdnBnngs uazaunsaaanansznuIndymanuvinwnaumuieay
IPva Tusunpnadle



uni 2
NN UASUANNT

unidunsndnimguiuasvdnnsvesnszuaumaasudieiieadody
Ineniinud lneidemagndnfsfiuuassvondonues IPva woz IPve  aintutiudig
swazBealunmihanuresnsyuiumsasudeudaznszuiums  hefigaidunsmuniu
sunssifedesfufudielfdomvomnuiuasmdnmsienuasuiuanysal

2.1 Twslapeadunasiila (Internet Protocol)
Tnsloneasumesiindulnsinneadfydmiuldlunsinsedeansludui 3
984 OS| model (network-layer) ~ Waddoyaddgvadlnslnneaduinesidnfenuiiay
Inslnroadumesidn (P address) Falddmivszyfnudmivaunsainigg Tun3ovne
vinelarlnslnreadisliisnmesaunsadsdeuiinfnludansesUaremsldediagnies
Inslapoadumefilnfiunsnarsfilutlagtuiidefuasssu Téun IPva wag IPv6

2.1.1 Twslnpoaduwmesidnguil 4 (IPv4)
= a ¢ & ° v o i a v

IPva [ Julnslapeadumesidaignesnuuuiasinunldnuniudgasuiuyes
a s & A sv A9 Yo W = a 4 a & o s
dumesiin Wandeyanlddmsussununean IPvd fawia 32 Jn wiseAaludiuiu 4 Tud
o i o 9—/3 | L% 32 Y v 1 U
IIUIUNIELATY PV Tianunsaiivualanaiuawindu 2 ielidigsieniseununeay
Pvd wasuywd 1PV gsnsadeuwsazludvesmneiay IPvd a1naegiuaeaduaagiudy

0 8 16 24 32
Version | HL TOS Datagram Length
Identifier Flags Fragmentation offset
TTL Protocol Header Checksum

Source IP Address
Destination IP Address

= Options (variable length) ——
Padding

= Payload (variable length) =

UM 21 Uuuuiladteyavedlnsinnea IPv4



lnsusagludgnideuausiedydnenian (dot)  ms@suiduilisendt “dotted-decimal
notation” Tuvaued IPva gnitmunTuuniu wealulagiunisdedeyadeliivss@ngaimunn

n IPva Aslienuddyiunisnsivaeunugndesawiniaiieidendwoiiesuiniing
Usanndeiianainwinty uazeygnliuinifingnuuseeniluuinfinges (fragmentation)
Ingiswnesiegseninmaieliaunsodaloyaludiatonisiudwiisessuruinveuiin

3 a5 ! 14 1 o ) £ a ¥ ! 1 v & (3 [ ' LY &
ngeaniiaindila lagluidndudeasududddml wdsnduuiningesazgnsrundudu
winissiuatulpgnIaslatenie suuuuvesiiaddoyaves IPve uaniseazidennaguil 2-1

NFUN 2-1 wansseaziBunilantoyanianunves IPv4 Fsilanvayasing

Tuthnsesalul

Version number: fvun 4 U9 wazgnlddmiusvyiuvedinslanea
Bumesiiln lnelnslareadumesilauwiasuanunsanmuaguiuuuas
yunvesilandoyafiuansreiuldduduluniunisiouvesusdas iy
isuneddeslideya version number ilefnuasULUUNTEUTIAA
Yoyadiimdosioly

Header Length: flvwin 4 Un uazgnlddmiuseundnuenives header
118991NANE1I70 header  HvurALRUTUANTLINTES option
header length SAifuaue1ves header Tuminedndufnaug
mste 32 daulunsdld header 1uid option ianfiy header length
wilitesfigauintu 160/32 = 5

Type of service (TOS): flwun 8 On wazgnltdmiussyanauAT
peasdmiumsdsdeyalaelusunsudseend endiegudu Mvuali
foyaitdsiidmiranailunisdsdoyam  udeanuindetiogs 1ludy
Welvldsuganinvestoyanssmuaudesnislunisdsdoyaves
TUsunsussyns

Datagram Length: fluuin 16 T wazgnlddmiussyaruemsionun
voaufinufin 1Pva Tumbelud deduauenigegavesuiinifin IPva gean
mamguiifesdialsiiiu 65,535 lud egslsfinulnemlunuengan
Yoaudfinifin 1Pva flanlaiiu 1,500 Tus waylisinin 576 Tug

Identifier, Flags, Fragmentation offset: fiwuin 16, 3 Way 13 Un
puddiu Tnsfladdoyaranugnlddmiunsudauiinfnoonduudn
Angos ey isumearnsnanvuinvosufiniinas itelvudnfed
anugnliiunuengsgavesuiininludadfidesnsdeiedoya



® Time-to-live (TTL): flwun 8 On wazgnltiitedosrulaliufiniAngnds
sioogdlifay Tnennadsfisinesdstoufingn 1 time-to-live aggn
anawnssaz 1 wnen time-to-live vasufinuinlagnanasiifugud
ufinifindnannazgnagiidluiian

® Protocol: flvun 8 Tn uasgnlidmsuszyindeyaveuiinindingnn
Judeyavedlnslnaealalu transport-layer  sndegiadu win
protocol #AWAU 6 Tayavesuiniinasgnaweliiu Transmission
Control Protocol (TCP) #%a1A protocol #AWIAU 17 Uayaves
LLﬁﬂLﬁ@%QﬂdWi@iﬁﬁU User Datagram Protocol (UDP) 1Jugiu

® Header Checksum: Huu1a 16 Un waggnlddmiunsiaaeuaiugnaas
vostayan1eludIues header 1ng header checksum AuIallAEKUS
U83av04 header aam‘du%m winzyadvwin 16 Tawiuruinues
header checksum ﬁ]’]ﬂuumﬂmauawauwqu’]maﬂu wahuadnsile
TUAnfiuns 17 complement  dewswmesldsuuiinifalvsidiun
S uARTFeITINABUATIgNHBIDY header TnsuangadayatiounLii
fefud5aude header  checksum  WinwadwsAladALafY
1111111111111111, wansirdoyaves header lignivdsuutasszning
M15da uAnIndeyaves header  LAANISIWABULUAITENININ1TE
suResAIvariuRiniAindanan fadulsmesdesdiuins header
checksum vsinnads o time-to-live w3eAndus n1elu header
AamsiUasuuta

® Source, Destination IP address: wungwavlnslanaaduinesinyas
Pva fwuin 32 On wazgnldlunissyydmudmsugunsalnielussuy
w3ors Inevaneiay IPva figniwualifuudazgunsaidioshisndeu
fulelsianinsaszysinuldenagndes source IP address gnlddniu
sryesesfumstsivihiidugduas destination 1P address gnld
dmuszyintesuaeymagaimhiidugu

® Options: fuunadaus 0 AU 320 Dauardesmsnae 32 awh options
gnoenuuudmiuludiuveeiiold IPvd annsauszendlinauln
fuagiiuFslusuian

® Payload: AAYINAU total length aumiy header length e payload
gnlddmiuussadeyaves transport-layer  fideanisdsludaiaios
Uanenig



2.1.2 slnneadumadiinguil 6 (Pv6)

Pv6 (Hulnslnneadumosidaiignitaundudievnaldouuwmu Pva  udid
Pvd  aunsaldauldiduegned uiduaunuiewy IPvd ldifisanadeaiiudenisldau
éumaﬂﬁmﬁLﬁﬁ%&i’lﬁ’;@ﬁﬂ%ﬂﬁ;% ﬁ’aﬁfui’mqﬂwmﬁmé’ﬂiumsﬁwm IPv6 MBS
panuuulvringiay IPv6 Lilganedernudasnstudagiuiaglusuien  wuneiae IPve 19
lvguassiag 128 Salumsseydany dawals IPve anunsoudletigmeanuiauaaui
Aatuity 1Pva ¢

Benditiu IPve  Ssgneanuuulilinnmmanzanfumaluladindetied
Wasuluiielildsuuszansawlunisldanugsgn Tladdeyaves IPve Fsuiuanasan IPva
Tnesinauiuinesadiulddafo Asvassruuinierisludagiuiisiuuinniunaysessy
Snnsdsteyagetusinenluefin nmsUssananafianirdssalilianasaldandedldeds
FuUszansam IPve Ssannisusuananadilddndueenlulildunian Tnenuaudfid
v93 IPva figndneentulu IPv6 1§uA n13msI9aeu header wosudiniin uaznsuaudiniie
sanduuiiniinges d1m5Un15M919d0U header YaIuwiinIn  IPv6 aygnlidsrnauiniin
fiorainmauasuuvasiuszninamsddls mszegislsimuuiiniAndainaniazgnasiany
dofiananuazgnaziidlasiedosaeviegieutuey n158NENN15ATI980U header KA
Tsumesinisussananaiionas Gedeliinuannsolumsddeyagetu uazdmiunis
wawiinfinduuiiniAnges 1Pv6 uesinAdosdiumsuaziedesUaonismaidugindunisle
dausiFududeiona lnefiswesssniansisufuminfiansuiaveaudinida fadufiad
Toyaves IPva ﬁlzjﬂimgiu IPv6 Usgnoumie header checksum, Identifier, Flags way
Fragmentation offset  usnanifladdeyafigninesntusn 2 Tias léud Header length
uway Options {18997 IPv6 Avunuunves header Wilaasfiviiiu 40 luddelisuiu
FossvyA1 header length  dunsdifl IPv6 fioensldan option IPv6 @11nsnsEY option
anfnsnefias next header JULUUYBsTadToYAYRY IPV6 TiswaziBanuansfaluguil 2-2

0 8 16 24 32
Version| Traffic Class Flow Label
Payload Length Next Header Hop Limit

Source IP Address

Destination IP Address

= Payload (variable length) ==

JUN 22 sluuuilanteyavedlnsinnea IPv6



1NUT 2-2 wansswazBntaddoyaianunves IPv6 Fsfladdoyaduna
fnthiidieluil
® Version number: fwuin 4 da waggnlddmsuszysuvednsinnea
Suwesilawuieniv IPva

® Traffic class: Hvua 4 Un waggnldauduiendu TOS Tu IPva

® Flow label: fwvwwm 20 Un uazgnlddmiussygduuulunisdase
wininveusInes Jaddinrudesnisaiuaunisanduiiemy

® Payload length: Huun 16 Us wazlUasuuladann total length w99
IPvd 189970 IPv6 Hvu1n header Al AuIAUBY payload Nl
TudufaesiuaNeIves header Willouiu total length

[

® Next header: finwn 8 Un waggnlddmiuszydn payload luwiiniinl
Huvesinsinaealadanilousu protocol  Tu IPva  Bendntudndild
dmivszylnslnaoatdaduiiives payload lu next header I4fein
WilaunU protocol 8nge

® Hop limit: fvua 8 Un LLazgﬂi%ﬁﬁﬂ%Uﬁﬂﬂumﬁ?wuauﬂ%dﬁmmaaa'wia
wintAnlAluReIty time-to-live 09 IPv4

® Source , Destination address: vunatavlnslaneaveod IPv6 Jvuin 128
Un wazgnlddwiussydmuvedduassu

® Payload: HANNEMIYINAUTUINUEY payload LLaw‘imﬁwﬁUiiﬁayja
vaslnslameaniuiiszylilag next header

nniinaunAaiuinslaneadumesidn agulddinsuiulss IPv6 an
Yosriaves IPva dawaliivia IPva waz IPv6 ldanunsafnsedeansseninaiulilaenss
\w3ete IPve Fsnaneilumilowniotneguuiuiuiaietie IPvd winp3etne IPvd foenis
Anrafiuia3etie IPv6e Lasev1e IPvd dududesusuussszuulmilisessu IPve naunudna
ThAnamgsenlunmsldnuegiann Beandrfunisliviniswegnisléaulusunsuussynd
dwlngdanssessu IPva Humdn demaliudeuain IPvd g IPvé Sndudiedldiianroudns
w Mo denginuengiaiuimnssudumesfedaimuinssuiunisdeudis
dielannsaldau 1Pva uas IPv6 sawiuldlusswinmsivdeuudasiiindu

2.2 33n1sadramsieunia IPva AdeglusAgass IPv6 (IPva-in-IPvé tunneling)

ax 1 = i Y oy 2 ac a ° v

Tensasanswense IPvd migglusAdeans IPv6 1 UWIaNsNTleutunly
o o v = ] a i @ s v X
dmsuadamsiieusie IPva Tunssuiuniswdsuaiedagdu (8]  alusddeansgnaiiadu
sEnIslviun IPv6 2 Tnuaiiiedeudiniin IPva w@fiowdu payload weuiiniin IPve e
glusAdoansainaniannsasendt “Gedaliow” Weswinionasluyuves IPvd  wilniin
Pvd gnasiuglusddoansluniotie IPve laeiiwiinis IPva4 lailasuniswasuudasu
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aglamilounisdatoyanme link-layer Tunisdstoyausiazasa nua IPv6 fintialunis
avunislagany Welwuandsiwmihiveriuuiniie IPva ds5uananasesiunianigly
2 & | a = o v A o < & & a < &
WIWNLARA IPV6  @UDNIAUANTIVINUUNNUILANAR IPVE aaaun eluliiniie IPv6 8anun
A o 2 & o o a ' A o Y A1 v 2 & = !
WatuAnkAe IPva ndwioludauesostaeniweld Inuaivihwmihdvieviuudiningnisendn
“entry-point” Juduglusddeansfunng waglnuaimiuihnduinianufufignveiuesny
gnisendn “exit-point” Fuluglusddoarsuatems en1sadanisiliouse IPva seglusd
0@ IPv6 Uanaagui 2-3

Tunnoding Tunneding J
.r_gj

IPya | IPV6 |~~~ IPY6 | IPv4

i IPvd Network
Ndink | Lidk—p> pl—tink | Link
IPv4 Network IPv6 Network
Exit-Point
a » IPvb Packet
IPvd Packet

JUN 2-3 F8Msasiensensie IPv4 meglusddedns IPv6

winiin IPve Aldlunisvieviuuuseandu 3 @ loun IPv6 header, IPv6

extension header uwag payload (@slunsaiilldussquitniiin IPvd) aeudiniin IPv6 Nldlu

Y o = o q‘ v ] % & I3

mavievudseasdendsgui 24 Tumsvieriuwiinia 1Pvd agluwiinde IPv6  glase

#oanssun1asiiunisineLiiy IPv6 header, IPV6 extension header (@1aiinsalifinle) way

& & = & & & = ° a v

Ussquwiiniin IPvd Lafioulu payload vosuinifa IPv6  Fenisivuafladdeya  IPv6

header lun1sasnenisiensie IPv4 saeglusadeans IPv6 lnemiluiseasdendaseluil

® \Version number: MVAUARYINNU 6

® Traffic class: fiuARINAT traffic class Yeauiiniin IPva Wagnivug
Juen traffic class dm¥uglusddoans

® Flow label: Mvuadnuiiglusddoansiunisdeans Tnesildgn
uupAdu 0

® Payload length: MuuAALMIAUIUIAVBLLANLAR IPVA SaufurUInTea
IPv6 extension header

® Hop limit: MuAANIIAY time-to-live YeuiiniAn IPv4 wsegniviun
wirfuen hop limit mufilésua1n Neishbor Discovery FiAintu 64
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IPvd FPacket

Pva | Ly
Header | Payload
————— I l
HLZir nen g IPv4 Packet

IPv6 Packet
JUT 2-6 wiiniAn IPv6 viesiuuiiniia IPva

® Next header: N13AMUAAIYBY next header wUaeanilu 2 nsalaleiu
Ao ﬂiﬁﬁ‘ﬁlhjﬁ IPv6 extension header LLasﬂﬁiﬁﬁﬁ IPv6 extension
header dwSuns@iiliifl IPv6 extension header fviualiian next
header SAVinfUAT next header 989 IPv4 header  uAnsaifil IPv6
extension header MuuAlAUBY next header HAWYINAUAT next
header U84 IPv6 extension header 15'146] TnefiAn next header o1
IPv6 extension header ¥ngaving fvualidanviius1 next header
Y94 IPv4 header

® Source address: fmuslununeay IPv6 vosgunsainviutiniiu
PlIaAFRANTAUNIY

® Destination address: fuuadumneias IPve vosgunsalivimig
JuglusAdeansiaienia
a | U A vaa v = ' v ¢
nsvuiunsUasumelulagiuildisnisasianisiwende IPvd faeglusd
#9a15 IPv6  IMa1nTangnszuIUNITAENU T951888Ld8ATBINTZUIUNISUABUDIYLARY
AszUIUNSHnesalUl

2.2.1 4doveré Transit Solution Using IP Encapsulation and MP-BGP Extensions
dovers Wunszuiunmsdsuiewuy stateful Sseenuuulagliaudday
fuaadangulumsldenadundn (91 mnelay IPva uazmneias IPve Aldlu dovers
annsafvuelien BasEBaunneaInnsEUINATUAUAIBLUULUU stateless 8ndaagng
U 6tod  NITAAUANLIBLAY IPVA LagUNNELaY IPV6 WUV stateless U84 6tod ATaA1RUA
Wunnuasedldnusiniu IPve prefix fuaw 2002:/16 wihiudieliaunsafmuavaneias
IPv6 Tdasaunquusneiay IPvd agneasufuuaglisidoutuvneiay IPve dmiunislda
MU Benindusiuiuminean IPva Sitesnimaneian IPvé stuaunndswalildanuse
a¥amnuduiugann 1Pve TUds IPva wuuvilsdenddld  lumsufiRdesairstermumile
a¥remuduiusmneian IPv6 esunsdnlidenadesiumnean IPvd  fatunisimun
VBT IPVA bag IPV6 WUV stateless Logldifies IPv6 prefix wieaifioliudnislussuy
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w3eteunundniifivaneian IPva nanetididedudfyfededddumneian IPve Sruruunn
mulsedamaliduddonunean IPve og1enn  fewaivinld dovers naneifunilsly
FunuurenszUINNsALaeTlEIEmMIaisadesie IPva feglusddeans IPv6 wuu
stateful Fsamnsalinufuszuuieietnsunundnlsognavmnzan uiimunoiay IPva vie
wielaY IPv6  IAnnsiasuuUas  1iesannnisivunglusddeansuatenisues dovert
anunsadsunvasnudeyainietneludlfedadnludilasfigldeulidddnianiiy
Wasuulas

glusddeanses doves  gnadieszwinananduesiliuinisusazusia Tng
aUnsaifinanazgnisendn “Provider Edge” (PE) Tunsimunelusddoansves PE 1doya
2 vila loun IPva prefix Laznunslay IPv6 sﬁméﬁEJﬁuﬁagaﬁii’fﬁm%’uﬁmumLé’uwm‘l?ﬁ"l,ﬂ
usighafuiilunsdiil Next Hop Aevuneiaw IPve dadulnslnneadumedidnsauiu iy
PE dawdeiiuuiinia IPvd areluwiiniie IPve wieuduimuaUatemadunneay 1Pvé
994 PE vpaA3ovieUatenie dmsumsuanidsudeyaiduniaves IPvd  uaz IPv6
dover6 g iindruaeeves Multiprotocol Extensions for Border Gateway Protocol (MP-
BGP) [10] fielddmivuaniudsudoya IPva prefix uazvsneiad IPv6 vedusaziadotne
dmdumsaiiansidesse IPva vas dovers ansnsadnuseazidunlaiaingud 2-5

; PE-2 Encapsulation Table
| [IPva Prefis VIF IPv6 Address] |

| 202.1.10.0/24  2001:DB8:1::A | PE-2 Info !
- VIF IPv6 2001:088:2:8 |
000000 ZOOUDRS | IPvaprefix  202.1.11.0/24 [  PEOEncapsulationTable |

| [1Pv4 Prefix VIF IPv6 Address] |
| 202,1.10.0/24 2001:DB8:1:A |

| 202.1.11.0/24 2001:DB8:2:B |

ustomer Network

IPvd Network

10:1,10.10
Internet
m M LN B o
stomer Netwo PE-0 Info H
| VIF IPv6 2001:088::1 |
IPv4 Network {IPvA Prefix  0.0.0.0/0 |

f e e e e e e e R e e | e IPvE Packet
PE-1 Encapsulation Table { PE-1 Info ! 1Pva Packet

[1Pva Prefix VIF IPvE Address] i'u'lF IPvE 2001:DB8:1::A : F——ra
202.1.11.0/24 2001:DB8:2:8  |IPvd Prefix  202.1.10.0/24 | S IPu4-In-1Pv6 Packet

| 0.0.0.0/0 2001:088:1 |

SUN 2-5 ANSAS19N5L0UMB IPVA U9 doverb

Y
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2.2.1.1 Control plan

Buwmesila IPva vea PE anansaldanusiuiulnslaneamvundunisdun
Isegnanannnaneiiieuaniddsudeyaidumsveanietie 1Pva Taglisnduseddauans
Border Gateway Protocol (BGP) Iilesausaudeyaia3edis IPvd asuiu feyaves
ietne IPva uagnifiuaslunglugiudoyairdodns IPva fidousolasnsedu PE iold
dmdumsussmedeyasioly PE aansafidumesina IPva snnndwmilsdumesivla wsidesd]
Sumesinla IPvs ogstieenildumesiaiieviuidiludumesimaaiiouves IPva (VIF)
diglddmsuvieruuiniin IPva wagdsinueSoviounumdn IPv6 Bumesing IPve ves PE
fanunsaldsmsiudulnslnneadivuadunisdu owandsudeyaidumaveaaiodt
IPv6 tienfudumesiva IPva ualpediulugdedldlnslnneaminuadunis BGP  aelsh
a1 ui PE annsaidenldaulnsinneadmundunisliedisdass winsuaniudeudeya
Fufeatostu dovers tleuaniuasudeyasening PE Bus Auslvidesdudunissiiu Mp-
BGP Wil nsuaniUdeudieya dovers sewing PE fay MP-BGP Usznausne 2 du fe
msUszmadeyaidumadeudeludaunietie IPvd uaznisiFeuiteyadunadouseluds
\A3eUY IPva

o duppumsdszmedeyaidunadeudeluduedotng 1Pva
1) PE Fouddoyavountoris IPva Gaudoudetulnenss aindu PE L
foyavouniete IPva anunadlugiudoyaeietns 1Pva
2) PE Windeyaveaadetne IPva adlumsiavunnisvieriuuiiniin Tne
M13190ana13lu dover6  Qni3ENdT “Encapsulation Table”  Yoya
nelu Encapsulation Table Usgnauluaay IPv4 prefix Lazwaneia
IPv6  Foya IPva prefix fmuaduiniens IPvd uazdeyanuneay
Pv6 mvualunaneia IPv6 vesdumesinaialiouves PE
3) PE Uszmadeyanieglu Encapsulation Table Fafimsdiufunse
Usudgdlndeanluds PE duq neluedetneunundn IPve laeld Mp-
BGP code MP_REACH_NLRI jUkuuilanveyaves MP_REACH NLRI &
aziBunfauanduzuil 2-6
0 8 16 24 32
AFI (1) SAFI (67) Next Hop Length

Next Hop (IPv6 address of dover6 VIF)

Reserved NLRI Prefix Length NLRI Prefix (IPv4 Prefix)

gﬂﬁ 2-6 JUwuUTlanvouaras MP_REACH NLRI
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1N3UT 2-6  T1wazBunvesnsiuaaTladdeyaves MP_REACH NLRI
dioUszniediayanelu Encapsulation Table fdwigluil
- Wantoya AFl gaivuadwiniu 1 (1Pva)
- Waddeya SAFI gnivuadwiniu 67 (dovers)
- Waavoya NLRI gnivuadwviniuezety 1Pva
- flanvaya Next Hop gniuuadwvinfiuninelay IPvé ves
dumeiinaiailouves PE

o msBouiieyadumadoussluduniets IPva

1) la PE 1§¥uU MP_REACH NLRI  PE ABINTIABUAINUYNABIVDY
MP_REACH_NLRI lngiladdaya AFl fiasileiniu 1 uazilandaya SAF
RosllANfiv 67

2) W MP_REACH NLRI fil#5ugndes feyainiedie IPva  aneluilad
Toya NLRI uagvuneay IPve mgluiladdaya Next Hop gnineenin
LﬁaLﬁﬂJLamﬁaﬂ%Uqﬂ Encapsulation table

3) lunsdlifeyairdetne IPva gnifiuiiu Feyaie3etne IPva Tmifesgn
nszagludunetng IPva ileUssmadumadeuseludueiotny IPva
fanann nudoyaiededns IPva Insdgniiivadumsatmuadunis
melu PE 391#¥U MP_REACH NLRI w¥eufufivuasn Next Hop
Wiy Null wag OUTPUT Interface winffuBumesinaiaiiouvas PE

2.2.1.2 Data plan
| < < 1 A 1 (% [ [

NTEUNNLAR IPV4 HIUATVIEUNUNEN IPV6 U89 dover6 D1furanng
| v 2 & ° v . = o
vevuwinauazn1simuavatemalagldteyanielu Encapsulation Table agnusuuss
aelnslapoamuualdunis BGP asnlananaliudy  eonIessunisdadioudany PE-1
v a 1A ) a P W & & | .«.:4' v
AeInTsAnsiedeansiunIesUaen@alieusiadu PE-2  uiiniin IPv4 QnasRIniATesiu
n3luee PE-1 Tagldidumatoudeludunsotie IPva Yarenienui PE-1 lauszniasanly
dlo PE-1 Te5uuiiniin IPv4  vanelaw IPvd Uanevnagneueenuiuagiiludumanigluy
MTNMIIUAEUNINVRY PE-1 WU vanglay IPvd Uanennsdananidesgnaaluds
wsoslatemauBumeslaaiouves  PE-1 wiiniinaggnaniiunisveruniudeya
Melu Encapsulation Table Inewuneiaw IPve siuntsgnimuailumneiay IPv6 ved
Bumesiaaiiouves PE-1 uazymneiay IPve Yatengnimuadununeay IPv6 Tuilas
Uaya Next Hop ¥84 Encapsulation Table #silflanvaya IPva prefix donanaiumieia
IPva Uanenne Qunsaliifvuavuieiay IPvs Janemadumneias IPve wasduimnesia

d o & & 4 vy ) = & & a v

i@ilowed PE-2)  euiiniinfignvievasng IPv6 gnasundia PE-2 ynwiininaiignvieny
aonndpsiutoyanielu Encapsulation Table ved PE-2 wiinifin IPv4 daidunigluniiniie
IPv6RanaIszgnieanyLitedsalufunsoslateniialy
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2.2.1.3 aNN5¥9Y

ndnnsvhanlaamsnmes dover6 fdunouduanduguil 2-7

1) Yoyaveunetns IPva uaz IPv6 gnuaniUdsusng MP-BGP s¥ming PE
Fegnimualidramth  deyaveanietne IPva uay IPv6 fildannnis
LLaﬂLﬂﬁauasgﬂﬁ’uﬁﬂaqmdu Encapsulation Table

2) PE-1 I#Suuiinifn IPva  figndeanniasesgninsnisluiniesieves
Aldau

3) wiinifin IPv4 dsnameafidnfiunisuuas private IPva address vaa5ad
Hu public IPva address Fuagfunisduiunisves PE-1 a1ntudagn
veviuntglu IPv6  wavdesdeluds PE danenisanudeyaniely
Encapsulation table Felunselil PE Uanemedte PE-2

0) il PE-2 lésunfinifindignvieviu PE-2 asthufinufin IPva dufusanan
Faonaddiunisudas public IPv4 address v uLdu private IPvd
address Juagfunisdniiunisves PE-2 widsdwieluduniasarens
Tuitgn

PE-2 Encapsulation Table !
i [IPvd Prefix VIF IPvE Address) |

1 :lﬂi.l.lﬂ.ﬂfzﬂ ?ﬂﬂl:ﬂﬂﬂ:l::ﬁu PE-Z Info :
i : ‘w IPv6 WOLDBRZE | oo e
'OFD’M e SMORORE | IPvd Prefix  202.1.11.0/24 : : PE-0 Encapsulation Table

et

 [IPv4 Prefix  VIF IPv6 Address]
1202.1.10.0/24 2001:DBB:1::A
201 1.11.0/24 ZI:IEIl DBB:2::B

*_3 Internet }
stomer Network iy p
m ‘ s
: 5 2 (S LVIF 1PV 2001:088::1 | :
LTE {IPvd Prefix  0.000/0
_ 10:1,10.10
‘1'-\. E— mmarn T e IPvB Packet
PE-1 Encapfsulatlun Table | PE-1 Info : 1Pva Packet
Eide Prefix VIF IPvE Address] | VIF IPVE 2001:DBE8:1::A ¢

- | ' L = |Pvd-In-1PvB Packet
1 202.1.11. U.-"24 1001 :DBS:2::B 'IP'M- Prefix 202.1.10.0/24

| 0.0.0.0/0 2001:088:1 ||

JUN 2-7 vidnnsvinnulagn1nsiuved dover6

2.2.2 Dual-Stack lite (DS-lite)

Tueinmsideusiefuniatis IPva Tudlsndnass public IPv4 address il
'vimsLawiawﬁam%asziwﬁumsﬂ%u%ms Lﬁa‘lﬁmﬂé’fmummma%ﬁamil,%amiashumvmuﬂ’15
Network Address Translation Liiautadain private IPv4 address W public IPv4 address
(NAT44) Imaaﬂﬂsmﬂwmsﬂwiﬂmm Lmeamﬂmmummummu LAYSEUULASBYY
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venglnaiuriiisuay public IPva address lifloamesenisliusnmssaeisnsihadu
fuimsdumesidndiuiuaeuisnisdnass public IPva address  Tnsunudiglviuinig
90a55 public IPv4 address  HlUINN5ALANTUNNTINGETT private IPv4 address ik
\A30Y8VRILTUTNNT warAtiiunis Network Address Translation (NAT) 911 private IPv4
address linanendu public IPva address Tasigflsiuims  nmaduduniasudannsnden
Snogramilein “large-scale NAT” (LSN)  LSN fiszAvBamlunisdnassvaneiay IPva g
NIINSANTUNSLUULSN WAlUNLATEU8YRElTUTNTalNsATEUNNS NAT Sndunils
danaliiimssuiunis NAT sandlu 2 aduneiy (NATA44) Feonaiindogmnistriures
private IPvd address  LilesarnieSevnevesliiuims uaziaIedevedfliuiniseneild
private IPv4 address wWuifiafy wetastunmsiadagminanidinisiaminszuiunsi
Ban1 “NATA64” nszurumsitledesiunsdnfures private IPv4 address Tnedioudin
fin IPva gndseenannielovneveslduinsfiazgnuvaaduniinifn IPve waziilogndwmnis
iwsetnevesgiuinIsavgnuUasnduduniiniis IPva dufu  egrslsfiany NATA64 Ny
aelyuilmiiAeatunisudasssving IPva uay IPv6 Tuunudl  dheflaanssuiunis
Dual-Stack lite FsgntannTusnunuil  Dual-Stack lite A&18U NATA64 ust Dual-Stack
lite Tdnsviosiuuiinie 1PV asluwiiniie IPv6 ununsuUasuiiniia 1Pva Tiduudiniis
IPv6 Falsiuszaudamarnnisulasuiiniin [11]

Dual-Stack lite anansniBeulasgednuuunilein “DS-lite” Tudnnsvieviu
winiAn IPva shouiniin IPve titeaiaduglusddeans Tavglusddoansgnairaiiolousie
ssyhanandveillton  uazgunsalvesiliudnislasaiuinueietnounumdnyes
Tu3ns inanduesilaglisugniBonin “Basic Bridging BroadBand” (B4) uazgunsaiuesy
T#u3msgnisendn “Address Family Transition Router” (AFTR) nnsa3nanisifieasie IPva
Huasete 1Pv6 Heligunsalnelunietnevesgiiusnishidnludesddau IPvd deald
ansaannistdaumineay IPvd wazann1slinsneinsuugunsallunsevievesgliuinig

e B4 vieviuudiniin IPva wiadenda AFTR  AFTR agdfesthudiniia 1Pva
fussqegnigluufiniiin IPve oomin willlesanmneias Pva ldnutudu private 1Pva
address  atu AFTR sndudewiniunis NAT ieutasann private IPva address 1%
nanewdu public 1Pva address floufivzdsonfiniin IPva ludna3asatena  wins
sudiuns NAT 9aanszuannis DS-ite tulsiansnsadudunsiaglfifisauatoyavos inside
IPvd source address + port wag outside IPvd source address + port 9 flosann
fnguUszasdues DS-lite tusipanisliiedetsvesildvuanunsadmvuaineiay 1Pva 18
oehadasy vneian IPva vesildnuusazauenadimasdouturlilianusassynduluss
Fumsfigndosld Fedunisdudunis NAT wesnszurunis DS-ite Fesvinistufindeya
YosvNBLaY IPv6 U3 B4 veausiaziasetefldnufiuduilelaunsonsisaounduluss
iA0suNeTignaedld dmsunisairenisdense IPva wea DS-lite annsadnwiseaziden
I¢nguit 2-8
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: B4-2 Info i Binding Table

(B4 IPVE 2001:0D88:2:8 | Softwire-IDJ Private iPvd/ Protf Port Public IPvd) Protf Port
__{AFTRIPv6  2001:DBS:1 | | 2001:DB8:1::A/10.1.10.10/TCP/10000 201.1.10.10/TCP/4096

e o | 2001:DB8:2::8/10.1.10.10/TCP/10000 201.1.10.10/TCP/ 4097

|'ll 1Pvd Netwark

lﬂ.“l.\_l\._ﬂ.lﬂ ,.--""'-}r
=

e
Eustomer Network™.,
LY

| PV Niotwork. [BEC Twges D= ) RTINS e e |
15:L1u. 10| B4-1 Info o IPvE Packet
B4 IPVE 2001:DB8:1:4 | IPvd Packet
{AFTRIPv6  2001:DB8=1 | T P -in-IPv Packet

JUN 2-8 msasunsidensie IPv4 984 DS-lite

2.2.2.1 Control plan

nseuuMslfuInIsnsidouse IPva dueSotigunuman IPv6 ves DS-
lite fivdnmsvhauiideude esnmuesanzdisdudulunisainisdousowiniy
sUsuumadousianes DS-lite Gufiifivs AFTR wiiuiifiglusddoasideudalusy Ba savun
(Hub & Spoke) lnefl Ba dwfinfnluguaiasanonislagends AFTR e B4 3dliideq
filsfanietnefldnulmififistuviowioniedlinuiionas szuiiidinandugn
fudunsiag AFTR WWiesgunsalifen tieasansidensie IPva Tu DS-lite B4 daansdieya
193 AFTR ternunduglusddeansatenis faifu DS-lite 1#Tg DHCPVG option Lo
I¥dmiudatoyaves AFTR WU B4 [12] DHCPv6 option #4na1Ignisendn “OPTION
_AFTR_NAME” UWUU DHCPv6 OPTION AFTR NAME f9neaziBendsuansdsgudl 2-9

0 8 16 24 32

OPTION_AFTR_NAME (64) option_len

tunnel-endpoint-name

'gﬂ‘ﬁl 2-9 Uluu DHCPv6 OPTION_AFTR_NAME

ﬁ]’mgﬂﬁ 2-9 3UWUU DHCPV6 option ﬂl’ﬂﬂﬁ%ﬁsﬁaga 3 Wan Usznaumiy
option_code vu1A 16 U, option_length ¥u1A 16 Un waz option data @1m5U DHCPv6
OPTION_AFTR NAME Fafinuiualil option_code fiAwiiu 64 wag option data U359
Eﬁayjmﬁm?\laﬁ%yja tunnel-endpoint-name Wity Sﬁa;ﬂamﬂiu tunnel-endpoint-name
T¥dmiutsuenglusadeansuanemeves AFTR Ty Ba Gadeyadananngnszylusuuuy
Fully Qualified Domain Name (FQDN) Lﬁaﬁaga tunnel-endpoint-name lasuluguwuu
voslmuuy B4 3ndussasouitayaves DNS server Auglusae

dledum AFTR B4 Fusiulasdniunisiesvedoyaues DHCPv6 OPTION
_AFTR_NAME Way OPTION DNS_SERVERS TUffs DHCPV6 server iile B4 l¢i$udeya AFTR
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91N DHCPV6 server B4 (Suaiiiun1siesvensngiay IPv6 annlaiuiuuvues AFTR 1ie B4
lg5ununean 1Pv6 va AFTR B4 whwneiay IPv6 fsnanaivuniduglusddeansiaienis
WaganInEuAUUIENIA private IPva address Wiethluldneluieseingvesliusnig

2.2.2.2 Data plan

N15AANLAR IPV4 HIUASEU1BWNUNEN IPV6 UB3 DS-lite 91&BMANNIS
vievuufiniAnuazsimuatatemsluds AFTR Wissaemafes dedeyaves AFTR gn
wanUasusie DHCPV6 @aun15dmass public IPva address uaznesmluninfives AFTR
oglsfinuguuuunsidousieves Ds-lite wvseenidu 2 sunuuseiudielimanziy
Fruugldauneluedetiodldnuusaziaioins suuuuiivilaienit “Gateway-Based
Architecture” LLangLLUUﬁaaﬁaﬂiw “Host-Based  Architecture” ‘ﬁﬂaaﬂ’gULLUUﬂ’ﬁ
Feusefiswandunvensinaludiuves Data plan Fosteldil

® Gateway-Based Architecture {uguuuunisldeudmsuliiuinig
iPSesgnineviateiaes lnsia3nsgniieusaziedoszidensiotu B uay B4 1Uugafiadng
tunneling WWousery AFTR vaagfliuinsdauanslugud 2-10

Tunsadenisifouss IPva dmsu DS-lite SULUU Gateway-Based

Architecture 1HBLATOIAUNIG 1PV 10.1.1.1 port 10000 Fadn1571aEfnsonULATOIUANN
198.51.100.1 port 80 agdldunounsaniunsiusyninamsasiniinsnaluil

Fuil 1. wdesfumsadreuninidin IPva iedsluduasosanemaniu B4

fuil 2: Ba vhsviesiuufiniin IPva feufiniin 1Pv6 warszyUaENg
Ju AFTR

$uit 3: AFTR whufiniin 1Pva aneluniinidin IPv6 senan wdsniiluns
NAT Lfieudasann private IPv4 address Hu public IPv4 address
wazddlugadanemadiely Taefl AFTR agvimstufindeyasauans

Tums199 2-1 Wielgd@msunisaiunns NAT

1PvE Network

\ = ;
h ", F
, 2001 :db8:0:1::2 4
., -~

| 20015921

PG Packet
IFvd Packet

gﬂﬁ 2-10 DS-lite JUlUU Gateway-Based Architecture
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3197 2-1 doyadmdudiduns NAT ves DS-lite WUU Gateway-Based Architecture

Softwire-ID/IPv4/Prot/Port IPv4/Prot/Port

2001:db8:0:1::1/10.1.1.1/TCP/10000 201.15.12.1/TCP/5000

® Host-Based Architecture \JugUnuunistdaudmsuliuinisiaies
andneLiieunIaafel Juvingdmiunsesgninemideuseiugiiuinislaense lagasdns
Muuanieadunesitalaanu IPvd subnet 192.0.0.0/29 Lidwsuldimualviuinies
g v =~ g v = ' & A = v & =
dugduuull ynleanldniswenseduilagiivingia IPvd mileufuvianun lagin3eq
anvnedzResasvgluAdeasiaweNsiaiu AFTR vaglriusnisinenseiaiandluun 2-11

L

et

— et

-

o f{uﬂ.ﬂrm:r Metwoark ; ".,_ 1Py Inte =

,."; " IPVE Server
."I- i | AFTR g
| @ 1 | i
| . ]

i

| 1Pv6 Network ’
I'-\. IPvid 192.0.0.2 LN IPvd Internet

Y IPvh 2001:db8:0:1::2 Dutside

9 F,

201.15.12.1) IPvd Sorver

s PG Packet
Pvd Packeot

gﬂﬁ 2-11 DS-lite gUtUU Host-Based Architecture

lunsadenisideuses  IPva  dwsu  DS-lite sUMUU  Host-Based
Architecture  1lBLATOIRUNN IPv4 192.0.0.2 port 10000 foan1s7azinsoiuLAIoq

o a

Uaneve 198.51.100.1 port 80 agdidumsunisaniunislussninsmsadeuiniinaemeludl

Fufi 1: \edossiumng (unsdliide BY) a¥uufinifin IPva  uagviinisvedy
wiinifie IPva sheufinifin 1Pv6 iledsludsuatems Taeufinuia
IPv6 TivioviuszyUanomadu AFTR

$uit 2: AFTR thusinifin 1Pva aneluuiiniin 1Pv6 senun  udasuiunis
NAT ioudasann private IPv4 address 10u public IPv4 address
wazdslufalmenmssioly Tnedl AFTR azvhanstufindeyadsuans
Tuansnefl 2.2 dielddmsunisduiiunis NAT

1337l 2-2 Feyadmduduiunns NAT w8s DS-lite WUy Host-Based Architecture

Softwire-ID/IPv4/Prot/Port IPv4/Prot/Port

2001:db8:0:1::2/192.0.0.2/TCP/10000 201.15.12.1/TCP/5000
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2.2.2.3 RANNISN19IY
aNN9UlAgAIMTINYed DS-lite Hidunauiauanslugun 2-12

Bd4-2 Infa : i Fllr:uﬂlin:bIr

B4 1Pv6 2001:DB8:2:8 | | Softwire-ID/ Private IPv4/ Prot/ Port Public IPv4/ Prot/ Port |
f__—.AFIﬂ IPvE 2001:DB8::1 5 5 2001:0B8:1::4/10.1.10,10/TCP/ 10000 201.1.10.10/TCP/4096 |
{usmme;'ﬁﬁ"ﬁé}ﬁ{'&]— """""" | 2001:088:2::8/10.1,10.10/TCP/10000 201.1.10.10/TCP/4097 |
rd " E ? 1
7 ;
( By ~N4 i
. & - 6k
10:1,10.10 Py
SiE e IPvE Network . 1Pv6 Network
.-"'-F-'_'_\_-
o~ Customer Nclw-‘:\ﬂi\ DHCPYS Server
ri %
M—‘ DHCPYE [Mon-address Infarmation |
b5 [CH Balinfo : s [PV Packet
———  {BaIPve 2001:088:1:A | vl Paciiat
AFTR IPVE 2001:088::11 : L IPvd-in-IPvE Packet

JUN 2-12 nanmsvinulagn nsiuves DS-lite

1) B4-1 Fosweleyaves AFTR @3y OPTION_AFTR_NAME LUds DHCPv6
server waglasutoyaras AFTR nduinAuandlun1setoyaves Bd-1

2) 90ty Ba-1  awnsodvuamneiay IPva Tifuiaiesgnanenisly
\seUEYRIE TN

3) wiiniiin IPva ma'amﬂwﬁ'maﬂmﬁsmw’tum‘%aszhaﬁuaacﬂ%’mulﬂé’a Bd-1

4) winiie IPva mﬂanmwamma‘immmﬂm IPv6 LLﬁuﬂQG]EJlUSQ AFTR

5) AFTR thuwiiniAn IPva mmmaﬂm mﬂuuLL‘Um private IPv4d address
vo95andu public IPv4 address waztufinaslu Binding Table w&334
dasaluduedesuaren

6) LLﬁlUﬂiﬁﬁLﬂ%awawwwagjmalum%aﬂzhamaq;ﬂsﬁmu 2 uiinuin IPva
5QQﬂLLUa\‘1 public IPv4 address éuaa;:ﬁmﬁu private IPvd address WLay
gnviesiunegluniinidie IPv6 uaidwioluds Ba-2

7) ile Ba-2 ISuudinifniigniieviu wiinifnazgniudiniin IPva eenan
\edaseludundeaemsiely

2.2.3 Lightweight 4over6 (lwdover6)

Lightweight dover6  w3eanunsaisendndendlsdin  “lwdovers” WHu
ﬂizmumsﬁgﬂﬁmuﬁmﬁaLﬁudaummmaq DS-lite [13] lwdover6 unladodrindosnis
ALtiun1s NAT LLuusw@uésuaq DS-lite Aa8n15A52218 public IPv4 address Wy port-set
TAwnwIevievesldau nsanliun1s NAT vas lwdovers Jsgnnszanaldigunsnives
Aldauauluaie gunsallunszuiunis wdovers gnisenaateiugunsailunsyuiunis
DS-lite Imaqﬂmaﬂﬁjq;ﬂ%ﬂmﬁaﬂdw “Lightweight Basic Bridging BroadBand” (lwB4) uag
qﬂmaﬂiﬂwﬁﬁﬁmiﬁ'sﬂd’] “Lightweight Address Family Transition Router” (IWAFTR)
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N13NTEAENTANTUNT NAT lUdsgunsalvasyldusnmsdamalnaunsnlves
fvuinsthgesnuideyaanas 91Nl AFTR ves DS-lite Tudindeya 5 ¥lin us LWAFTR
Y84 lwdover6 Juiindoyaiiies 3 ity 16un public IPv4 address, port-set uwaz
melay IPv6 e WwB4  Tumanduiiu w4 liliiesdiaansvanela IPv6 ves WAFTR
wAdaReIn1sUaya public IPv4 address wag port-set dmsuldlunisaiunis NAT Bnsae
dmdumsaianisidense IPva vas wdovers aansngeazidenlfaingui 2-13

Tun1safiun1s9nass public IPv4 address wag port-set WAFTR lula
Jnnslaenss us Wwdovers 1#flens DHCPvA over DHCPV6 Server (DHCP do6 Server) Ll
ymhiidnasslasiamy fadu WAFTR Fasnsnisdiiiunisiidelfanunsausuuadeya
¥931530a35 public IPv4 address waz port-set Liisnfin  uiiosa1n lwdovers gy
fumeunisnawes IETF  swasBendedlianysaiuintdn egslsfinm waovers 19
ANNAANITUTUUTITBYaNSIRasT public IPv4 address kag port-set #1u DHCP lagly
nnsfudadayariu multicast  wazimuald WAFTR agatsluidunisnisdetoyasening
DHCP 406 Server wag B4 iilelvianansausudgadoyanisdnass public IPvd address
uay port-set Taon1sfnnudaya DHCP favmnfignassu LWAFTR

i huid-2 Info

{hwBd IPvE 2001:DB8:2::8

[IwBS IPvd 202.1.10.10 :

|Offset & PSID 4 [0BODOL] | er===rermrerererereres rermrermeees R R A ;

WAFTR IPvG  2001:DB8::1 i Binding Table i
i DHCP 40 2001:DBE-FO0:46 | [1Pvad address  Part Set IwBd's IPvE Address| |
TR A b TR AR L T 1202.1.10.10 O 6,PSID 4 [Ob0ODD) 2001:DB88:1::4 |

“Custamer Network (s - -
7 Sitomer Natwork, E..!.; {202.1.10.10 O6,P5ID 4 [0bOOD1)  2001:DB8:2:8 |
( 1Py Netwark ] — ! : :

10:1,10.10 A

o R

IPvE Netwoark

. T,
“Customer Network ™.

IwAETR info OHCRAOGServer ...,

/ | o
f ! WAFTR IPVE 2001:DBR:1 DHCP 406 Server Info i
WP Hebwnrk D S L S | DHCP 46 IPvG 2001:DBS-FO0::46 |
"y TR R R AT 1Pvd pool 202.1,10.1-254 |
1011000 | IwB4-1 Info _ L anaet s

T B4 PG 2001:088:1:4 | s P Packet

| hwiBid 1Pvd 202.1.10,10 1Pva Packet

| Offset & PSID 4 (0bOODO) T pyd-in-IPvE Packet

[ IWAFTR (PG 2001:068:1
{DHCPADE __ 2001:DBS:F00:46 |

JUN 2-13 M1sasen1siensie IPva ve3 lwhover6

2.2.3.1 Control plan

MseuANnslIUINNINSIdoude IPvd  siulA3ev1BununAn IPv6 Yo
lwdover6 tumuamaniztsduiulunisaieniadeusenibu Tnssuuuumsaideuseves
\waover6 LJuluu Hub & Spoke wuLfigaiu DS-lite dwwalit wBd lispsAistanionng
fdmulmifiiududordotedlfnuiianas Tnenthiidindndugndidunsiag wAFTR
Wigagunsalifien tieadrsnsidensio IPva Tu lwdoves  wBd liiissdpanisdoyaves
WAFTR wiermusmiduglusddoansuaoms  us wBd fafesnisdoyamneias IPva uay
port-set LiisAuelflunisduniuns NAT dwmduismsdmiuusznmadeyaiisniuliiy
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WwB4 lu wdover6 finmsuiausseanin 2 sukuumeiu fe nsdslayanis DHCPVA over
DHCPv6 [14], [15] wagnm3sdetayasme DHCPVG [16] @siaaesisnsiswavidundwolull

® n159AYeYA wdover6 6138 DHCPv4 over DHCPV6

dmfunisdadoyaiisnduluda wBa  #e DHCPVA  over DHCPV6
\waover6 1atlo1s DHCPv6 option Usznausig OPTION DHCPv4 O DHCPv6 SERVER
uway OPTION_S46_CONT DHCP406 [17] g OPTION DHCPv4 O DHCPv6 SERVER 14
dmudedayananeiay IPv6 ¥ad DHCP 406 Server Wag OPTION_S46_CONT_DHCP406
ldmsuioswenuneias IPv6 109 WAFTR wazawzstieununeway IPv6 ve9 wB4 v
DHCP 406 Server  JULUU DHCPv6  OPTION DHCPvd O DHCPv6 SERVER uaw
OPTION S46 CONT DHCP406 ﬁswamﬁamﬁummﬂugﬂﬁ 2-14 LLangﬁ 2-15 gudsu

0 8 16 24 32
OPTION_DHCPv4 O DHCPv6_SERVER option_len

IPv6 address(es)

3U#1 2-14 3UuuU DHCPv6 OPTION_DHCPv4 O DHCPv6_SERVER

Y

91n3U7 2-14 ULUU DHCPV6 OPTION DHCPvd O DHCPv6 SERVER i
Tladdeya 3 Tlad Usenaumie option_code vua 16 Unuagileiniu 88, option_length
UM 16 UM wag IPv6 address(es)  Yu1AvDe option_length fianduduuviives 16
{10991 IPv6 address(es) UFTYPIMUEEY IPV6 409 DHCP 406 Server Feluurendionad
vianevuneiay Tunsdifl option_length gAMVUAANYINAY 0 MH8ANI1 WBA AUT0RAA
molUfs DHCP 406 Server lagld All DHCP Relay Agents and Servers multicast
address

0 8 16 24 32
OPTION_S46 CONT DHCP406 option_len

encapsulated-option (variable length)

a

Ul 2-15 3ULUU DHCPv6 OPTION_S46_CONT_DHCP40O6

Y

91n3UT 2-15 ULUU DHCPv6 OPTION S46_CONT DHCP4O6 fiflasidoya
3 flan Usznausie option code wu1m 16 Um, option length wuim 16 U9 waz
encapsulated-option 18 encapsulated-option  l¥dTuussq option fiieadoetu
lwiover6 3 option fefuileltlunsiesedoyaves WAFTR uazamzidoumneian IPv6
diolddmsuiomenineian IPva uag port-set siglU @1 DHCPv6 option fiiiiendes lun
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OPTION_S46 BR, OPTION S46 _DHCP406 SADDR HINT Wag OPTION S46 DHCP4O6
_SADDR Tasusiaz option f¥anUssasduazsuuuudeelui

0 8 16 24 32
OPTION _S46 BR option_len

BR-IPv6-address

g‘d‘ﬁ 2-16 guUtuu DHCPv6 OPTION_S46_BR

91N5U7 2-16  ULUU DHCPv6  OPTION S46 BR  iladteya 3 as
Usznaunae option_code 11m 16 Un, option_length wu1a 16 Un wag BR-IPv6-address
yun 128 Un DHCPv6 OPTION S46 BR lddmiuuszmateyaves WAFTR dendiefy
OPTION_AFTR NAME ¥4 DS-lite  usiumnsinaifudi DS-lite szydoyaves AFTR Tusuuuy
Towuiuy @3 OPTION S46_BR 484 lwdover6 szydouarad WAFTR Tusuuuuvingiay
Pv6 dawalsh wBd lddndudosuvasanlamuuslvinaredununeiay 1IPv6 deaelel wed
tmnela IPv6 183 WAFTR sndvualuglusddeansuagvaldviud

0 8 16 24 32
OPTION_S46 DHCP4O6 SADDR HINT option_len

clPv6-boundlen

clPv6-bound-prefix (variable length)

U7 2-17 5UWUU DHCPv6 OPTION S46 DHCP406 SADDR_HINT

91n3UT 217 3ULUU DHCPV6 OPTION_S46 DHCPAO6_SADDR HINT )
Wandoya 4 Wan Usznausie option_code wu1n 16 Un, option_length wu1n 16 U,
clPv6-boundlen wu1n 8 U6 wag clPvé-bound-prefix wunliiiu 128 Un  1aw clPvé-
bound-prefix #e IPv6 prefix ¥84 lwB4 §3 DHCP 406 Server wuziiliiu wBa wiodeonld
IU%UWQUﬂWT%,@QSUaWN']EJLaSU IPvd ey port-set
0 8 16 24 32

OPTION_S46 DHCP40O6 SADDR option_len

clPv6-src-address

E‘U‘ﬁl 2-18 gutuu DHCPv6 OPTION_S46_DHCP40O6_SADDR
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afmgm‘n" 2-18 JULUU DHCPv6 OPTION_S46_DHCP40O6_SADDR fiflanteaya
3 laa Usznaunae option code wu1n 16 Un, option length vu1a 16 U6 Way cIPv6-src-
address v11A 128 90 10 clPva-src-address Aevianeiad IPv6 e lwB4 39 lwB4 idoniite
THlunnsSesvenineiay IPva waw portset wBd 14 OPTION S46 DHCPAO6 SADDR iiie
daoyanmneiay IPv6 ¥ lwB4 1ifiu DHCP 406 Server
uana1nil nisdsdoyafisnduluds wed §s DHCPVA over  DHCPVG
A94n13 DHCPv4 OPTION Tusl 139n31 “OPTION V4 PORTPARAMS” Lﬁ@i‘gﬁi\isﬁaﬂga port-
set dmSunmnean IPvd diandy (18] JUKUU DHCPv4 OPTION_V4_PORTPARAMS
eaziBoadauanslugui 2-19
0 8 16 24 32
option-code option_len offset PSID-len
PSID

E‘U‘ﬁl 2-19 guluu DHCPv4 OPTION_V4_PORTPARAMS

N3V 219 JUUUU DHCPvA OPTION_V4_PORTPARAMS diflasidoya 5

las Usznausie option_code au1n 8 Un, option_length aun 8 U, offset uun 8 Tn,
PSID-len ww1n 8 Un, uaz PSID wu1a 16 Un Wanteyaves OPTION V4 PORTPARAMS gn
AvuAuYeaaTes port mapping algorithm &saunsadnuineaziduaiiandulaluiide
2.2.4

® offset: gl mTusTyTININTAVOINEIANADINITNANALIBIA1UT
MvuaAIRIus 0 - 15 offset gnldiienaniden1suinesnvasszuuds
gnamziounadunly wu wesn 0-1023

® PSID-len: gnlddmIuszyIuinves PSID

® PSID: gnlddmiussurvemesnganansatludmuaieldanulmanie
WwBa Fslasunisdaasslivintu wenaintu wBd Alasu public 1Pva
address LAgIuABl PSID Mikmna1eiu

WB4  Fudumsinundeyaues wdovers Taodiiunsiesvedoyaves
DHCPv6 OPTION_DHCPv4 O DHCPv6_SERVER TUfs DHCPV6 server aantiu DHCPv6
server neUNAUTBYAYBI DHCP 406 Server 1o wBd lé¥udeyares DHCP 406 Server
B4 fflunis¥evedioyavos DHCPv6 OPTION S46 CONT DHCPAO6 lUfs DHCP 406
Server  lagsey OPTION_CLIENTID uag OPTION IA_NA LiloUsuaniandnvalues (wBd
9101 DHCP 406 Server noundudieya DHCPv6 OPTION S46 CONT DHCP4O6 danglu
1399 OPTION_S46 BR uaz OPTION_S46_DHCP4O6_SADDR HINT — a1nifu wBd F9ds
DHCPv6 OPTION_CLIENTID, OPTION_IA_NA wag OPTION_S46_CONT DHCPA06 dinnelu
U539 OPTION_S46 BR Wag OPTION S46 DHCP4O6_SADDR iileasmgidu DUID wag IAID
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griuvaneay IPve wea B4 flazldlunmisfosvenaneiay IPvd uag portset  ynefign
DHCP 406 Server meundudeya DHCPv6 OPTION S46 CONT DHCP406 @sneluuss
OPTION S46 BR  uaw OPTION_S46 DHCP4O6_SADDR ndusnduasadunsameidou
MNELaY IPv6 vad lwBd

lunsanfiunissesvedeya IPvd Wuns¥UIUNIS DHCPVA over DHCPv6
\WB4 $09ua DHCPv4 OPTON V4 PORTPARAMS lUgs DHCP 406 Server laszy Client
Identifier (Type:255 IAID ,DUID) 'ﬁnﬂﬁju DHCP 406 Server 11 IAID wag DUID 1191579&@9U
fuvsneia IPv6 ¥es wBd Fdlsvinisaszidould mn IAID uaz DUID gnées  DHCP 406
Server a¥MEUNSUMINGLAT IPVA uay port-set THAU wB4  wdsandu w4 1 public
IPv4 address uag port-set dlddmIuaniiun1s NAT sield  wdsnlasuteyaves IPva
B4 3udfuuszna private IPva address ileluldneluaietnevesgltuinig Tunsdl
Msdesvedeya IPva dudunisiiu multicast WAFTR fasegangluidumsnisuanide
foyasyning lwBd uaz DHCP 406 Server tioRamuuazUfuusstoyanuneiay IPva uag
port-set Widutlagtiu uilunsdlifinisfosvedoua IPva dufiunnss unicast DHCP 406
Server ApeEIloyaN13INATT IPv4 wag port-set ity IWAFTR lagnss

® n133avYeua lwdover6 ¢e DHCPV6

dmfunsdedoyafidnduluds wea ¢e DHCPV6 Wwdovers e
DHCPv6 option #438n31 “OPTION_S46 CONT LW itelddniudsdoyaianmnliiiu
B4 §UlUU DHCPv6 OPTION_S46_CONT_LW ﬁmamﬁamé’mamiugﬂﬁ 2-20

0 8 16 24 32
OPTION_S46 CONT LW option_len

encapsulated-option (variable length)

SU 2-20 JUWUU DHCPV6 OPTION S46 CONT LW

MN3UT 2-20 JULUU DHCPV6 OPTION_S46 CONT LW fiflasidoya 3 Had
Usznause option_code wun 16 Un, option_length wun 16 Un wag encapsulated-
option Wi i0991nNTTUIUNITI19VeY (wdovers Falduaasa DHCPV6
OPTION_S4 CONT LW Fagdlaifinisimundniiutueuliiu option code  uanandu
melu encapsulated-option  §3Usneudae option Miieadesru lwdoveré 3 option
fefu léud OPTION S46 BR (wanssieazidealuluguil 2-16), OPTION S46 VAVEBIND
way OPTION_S46 PORTPARAMS lasiusiay option ﬁi’mqﬂizmﬁuazgﬂLLUU&]’W]'@M%
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0 8 16 24 32
OPTION_S46 VA4V6BIND option_len
IPv4-address

bindprefix6-len

bind-IPv6-prefix (variable length)

S46_VA4V6BIND-option

E‘U‘I?l‘ 2-21 3Uuuu DHCPv6 OPTION_S46_VAV6BIND

91n3U 2-21 JULUU DHCPV6 OPTION S46 VAV6BIND flasdoya 6 las
Usznaunle option_code wu1A 16 Un, option length wum 16 U, IPvd-address 3u1n
32 9m, bindprefixé-len wu1n 8 Tm, bind-IPv6-prefix vuraliitiu 128 Un way S46
_VAV6BIND-option @vanansauiuvunnld (Sa6_VaV6BIND-option 9nailvielifiiile)

® |Pvd-address: Qﬂﬁﬁ?%%izu public IPv4 address \ednassiiiu
(wBa

® bindprefix-len: gnlddmsuszyruinves IPv6 prefix vasiiantaya
bind-IPv6-prefix

® bind-IPv6-prefix. gnlddmsusey IPv6 prefix 904 (wBd \iensiadau
ANugNHeIves IPv6 prefix iltifuglusddeans lunsdlfivunnves
Joya IPv6 prefix 113078 8 Taasdossndunisiudedidea 0 devine
(Padding)

® 546 VAV6BIND-option:  gnlddmiusyydeyaduiiiafuiielsiaiunsa
AMuAAUENTUSTENIMINeLaY IPv4 way IPV6 LU Taya port-set
(OPTION_S46_POTRPARAMS) 1¥usiu

0 8 16 24 32
OPTION_S46_PORTPARAMS option_len
offset PSID-len PSID

'gﬂ‘ﬁ 2-22 3UuUU DHCPv6 OPTION_S46_PORTPARAMS

9N3UT 2-22 3ULUU DHCPv6 OPTION S46_PORTPARAMS filasidoya 5
Wan Usznoumie option code wun 16 Un, option length au1a 16 Un, offset YA 8
Um, PSID-len wum 8 Unuaz PSID autn 16 Un vilailaddeyaves OPTION_S46
_PORTPARAMS tuilauriu DHCPv4 OPTION V4 PORTPARAMS %nUs¥n1s entiuiiesuuna
Y949 option_code Wag option_length Wity
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® offset: gnlddmiuszydruinvemesniidiosnisminidesdsaunsa
ftumAdaud 0- 15  offset grlfiflavanidssnstimesnvesszuuis
gnaamzifeuudinld dlaeUieneves offset  fausindu 6 (e
wandBanosn 0-1023)

® PSID-len: gnlddmsuszydiuinves PSID

e PSID: grltdmiuszyAmesmendeanunsnthluimuaiieldauldame
w4 Feldsunisdnassliivindu wenaintu wea AlE%u public IPva
address (Agafusiesdl PSID Awansaiy

WBd  EufunsAumdeyaves wdovers lagdflunsiesvedoyaves
DHCPv6 OPTION S86 CONT LW lUga DHCPV6 server #i1w multicast 91n%u DHCPV6
server mauUNdUTBLa DHCPv6 OPTION_S46 _CONT LW a1gluussqy OPTION_S46 BR,
OPTION_ S46 VAVGBIND uaz OPTION S46 PORTPARAMS  (WAFTR @saganelutduma
n1sAnRedBa1T3EWINg DHCPV6  server fu B4 sudlunisinmuuazusuussdoyad
DHCPV6 server daassivifu wBs  antuile B4 I¢¥u DHCPv6 OPTION Sd6
_CONT_LW uugta IPv6 989 IWAFTR %gﬂﬁmumL“fjuqimﬁﬁamiﬂmama e public
IPv4 address Wag port-set azgninanlddmiuaiuns NAT sald Mt WBd 59
Susutszna private IPva address ileduduldau IPva meluiedodnsvesliuing

2.2.3.2 Data plan
| <@ <@ 1 A 1 o [ [

NTAILANLAR IPv4 H1ULASOUNBLNUNEN IPV6 909 lwdover6 9IdEnRaNNIS
vouuiniAnLazn1sivuaUaten1sluds WAFTR Wity n1sadieanisiiieusieuss
lwaovers Fsluidnludoslsuljsdoyavetglusddoarsuaieniadus Wiy ey

= A I v a A [y d' = A 1w 3
NNTUTOURDAU WBE-1 Fasn1sinsedeasiuAIesUalensdaudounanu wBd-2  win
e IPv4 gnesannin3ossiumdluga wBd-1 Favimihddunand e WwBd-1 lisuuiiniia
Pvd  wiinifin IPvd fananaazgnandunis NAT ¢ae public IPva address wag port-set
audilasunisivualineunduazeruasngluwiinia IPve eddluds WAFTR  lae
B 1Pv6 fiuntsgninnumdunaneias IPv6 909 wBd-1 1o WAFTR lasuufiniing
gniievin  WAFTR aziuiiniie IPva aufnesnuiiedwioluduasesUatenissely us
ddy d' A 1 [y [ gj @ < [ J = [ a

nsdliliaseslaeniadousiediu wWB4-2  dtuuiiniin IPvd Asna1idegnaniunisiey
\WAFTR 8RS (WAFTR AUMIMNeL@ IPv6 v99 wBd Uanenislu Binding Table lngld
VBT IPvE waznasnaunIadlatenie  antusiniindsgnieriuuasdwoluds (wBd
Uanen19@9dl public IPv4 address Way port-set ASINURLIBLATY IPVA LaZNOTATOILATOY
Uanenne Ieglunsdiifie WwBd-2 il wBA-2 Idsuuwiininafignviein wBd-2 2z
WiNLAG IPvd faineanu 9 NTuuiinds IPv4 gnandunis NAT uazdasioludaases
Uanenssioly
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2.2.3.3 #aNN519Y
NANNI599ULlAEAINTINVEY lwhovers  BaldnsTamvayanie DHCPvA
over DHCPv6 dtunausananiluguin 2-23

s

o
/'ffustumer Network™.

&

o
1 J‘H.D 10

3 16‘140 io]

i lwBa-2 Info
| lwB4 IPvE 2001:DBE:2-B
Iwid IPvd 202.1.10.10

| Offset 6 FSID 4 (0b0001) | o

jWVAFTR IPvé - 2001:088::1 ’ | [1Pvd address Port Set IwB4's IPvE Address) |
—DHCP 406 2001:0B8:¥00:46 |  33202.1.10.10 O 6,PSID 4 (0b0O0OD) || 2001:DBE:1::4 2

DHEPwE \-. W) NZII'I:I 1“

‘O6,PSI04(0b000L)  2001:DES:ZE | i

. DHCPE (oHoe IDE Serverl

5 [DHCP 406 (1Pvé informsation)

ftummrﬂetwnrk \\ ¥, 73 - .
@ = DHCP 406 (1Pv informakion)

|I:|thl | barad A ik | s [PV Packel
— iwBAlPvE  2001:088:1:A i [Pyvd Packet
3"h-B-l IPvd  202.1,10.10 ! IPvid-in-1PvE Packet

lotset & PSID 4 (oboooo) | |
i h\lﬁ.F‘l’H IM 20010881 :
1 I‘.‘I'I{-‘Pdl'.'ri IUUI:D!E Fﬂﬂ' 4'5-

U7 2-23 nénmsvhaulaenwsinees wdoveré sdnvnioyase

1)

2)

3)

4)

5)

6)

DHCPv4 over DHCPv6

WB4-1 osvedayaued DHCP 406 Server s3g  OPTION DHCPv4
_O_DHCPv6_SERVER 1Uds DHCPV6 server waglasutoyaves DHCPvA
over DHCPv6 nqusndawandlumsetoyaras wBd-1

WB4-1 59990MUeLaY IPv6 983 WAFTR wazaangideounuiay IPvé
eldlunisfosvenuneian IPva uag port-set #1n15ds OPTION S46
_CONT_DHCP406 1Uéis DHCP 406 Server 9101 DHCP 406 Server
ADUNSUNUIBLEY IPV6 V9 IWAFTR waztuiinnisasziiouvas wBd-1
WiodesvanuieLay IPva way port-set |wBd-1 @3 DHCPv4
OPTION_ V4 PORTPARAMS @18 DHCPv4 over DHCPv6 lUga DHCP
406 Server mnﬁ?u DHCP 406 Server 30@53uuNeway IPvd kag port-
set wamouNauluds lwBa-1

n&aandl lwBd-1 Ii5udeya IPva  WwBa-1 Budufivunmneias IPva
Trifuiesesgninsneluiaietnove sl

wiinifn IPva  gndsanniadesgninenisluinediovesdldauluds
(wB4-1

wB4-1 Aufiunisuuas private IPvd address wegdsdu public IPva
address uadsiovuuiinie IPvd neluwiiniie IPv6 wazdwalud
(WAFTR



29

7) WAFTR agtuindia IPvd aufunigluwiinifio IPv6 senun wiidads
solufuaTasUangms

8) uilunsalilinsesUanemsegnielunietievesldany 2 uinia IPva
Jagnuieviuneluniinie IPve udidasialuds wsa-2

9) iilo WwBd4-2 lasuuiinifiniigniiein  wBd-2 aztufiniiin IPvd AgAN
ganUwazklas public IPv4 address maa@’%’m*ﬂu private IPv4 address

- = \ v A |

NG IPv4 Fagnassialudaasasiatenissialy

2.2.4 IPv4 Residual Deployment via IPv6 (4rd)

n3zUIUNTUABUAELUY stateless  Tugaynidnamillifiunszuiunis
6tod  vENN15VINUYeY 6tod Tdn1simuaninelay IPv6 tneussanuneiay IPva 13nnelu
Weas9mnuduTuS e nInmINeiaY IPv6 wagniewat IPvd  IPv6 prefix 109 6tod @319
91N 6tod prefix 2002:/16, IPv4 address 32 U@ wag SubnetID 16 Um Fensrvun
yaneLan IPv6 \uilvinlif 6tod relay nldviuiidn mnewas IPv6 Janemaiifiguuuunse
fuvsnela IPv6 a4 6tod Fesdssialudaaiasaremalasely lunsduiinifin IPve se
glisddeans 6tod relay Fowhnsieviuuiinifin IPve agluwdiniia 1Pva wieufurvua
neLaY IPvd Yangnisannuuieiay IPva ﬁgﬂmiﬁga@jmﬂuwmmam IPv6  A198RALUY
mMsviauLes 6tod feldindufunuuresgliddomsdnluifuuy stateless Adld iite
WinanuBangulunsimunmneias IPve  nsvuaumsasudielmilsgnesnuuyler
anunsaldeusiniu IPv6 prefix dalluenuilonn 6tod prefix  nszuILNsUABLGNE
AaNagAsEN “6rd”  6rd Hunszuaunsiiamunsesonain tod Taseenuuulstannsa
fuangdmiunisadselusddoansidies danguiaidazuansafulununiseenuuuesy
Wiusn1s  6rd eugwlvdlviuimsanunsadmundiuiuinluliazdiuvemuneay 1Pvé g
denalvianunsoairangfunzaufunineias IPvd LasNelay IPv6  vosldaziadetng
souflaszuuiaorns IPve fuunlvgfusasdauiauaaunineias IPvd  fiusiniy
ndnn1svhau érd Sagnuunlitnass uifulufemsfinduiu Tasidsuannsaiisglued
doanssny IPva  Wumsadsglusddeansie IPv6 unu  nszuaunnsfanangnizendy
“ard” Welfidumadendmiuliuinng IPva [19]

ard \HuTeeaues IPva Residual Deployment via IPv6 daifunsadnagluad
doanssnlud®  ilefleznszanevineiay  IPva  Tivdeegluduaietievesdlduinisinu
iP30U18 IPv6  glusddioansves ard gnaiaileidensessvinsgunsalinandvesiledldeny
uazgunsaivestliuinislaeairsiuedetnevesgliuing Tasgunsalinandvesilelda
gnisend1 “Customer Edge” (CE) wavaunsalvasyliuinisgnisenit “Border Relay” (BR)
mMsnszaevneiay 1Pva lufaeietnevesilivinmsiliiesesildsumneay IPva sesdu
nsldfaste 1Pva wag 1Pve  Bandifunisliuinms 1Pva su dard Sseanaudesns
vanelay Pvd dmsugunsaliniedneiiognieluaietnevesdliuins  msizuiinidn Pva
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awgnvioviuegmeluniinifin IPv6 iloduaderisunumdnveginuinng feduatere
wnuranvedliuinissessunislidnuanie IPv6 Aiesneuds  gunsalluasevievedy
ThusmsislinmsUszananaanas 1osnyhmsusznanaiiiosinslaneaiien

ard Fevenuuvanifieldnuiiuiuvneiay IPva fivdedsllonaiivaneiay
Pva agfimasiilidsoiiostu worlivueosusazdadiviiiy fodu ard Segneenuuuanls
sesfungunnnin 1 guiteltlumsdugssninesneiay IPva luusaztiefusneias IPve
nssesfunguatedeviiingusiazdeaunsaivunlaegnedase wazanusnoenwuulv
mnzaufumnetay 1Pva fimdelunsdazaasldesamnzandmaliasisoimaneiay IPva
fivdeindnassldesnsdivssaninm  Bandidu ard anansaldeumudiumnean 1Pva 18
nangguLuY U public IPva prefix (IPv4 subnet) , public IPv4 address , shared public
IPvd with port-set 4@z no IPvad address by NAT64+  dmsunisadnanisifeuse IPva ves
ard annsagivazidenldanguil 2-24

susuunantun1sliusnisves drd WWunisnszane public 1Pv4 address
ity CE Topmse damsldnulusuuuui] CE awdiossosiu NAT ileflagsiinisuias
uindindeudiiiunisieduaduufinife 1Pve oddluss BR  msliuinsluguuuud
annsnsestueioaniglueietiovesildnulddiuaunn  wirdftuegfuauannsly
msduduns NAT Jamndmsunisliuinmsluguuuuiilenaiatu efisiuau CE i
1N A lVUIN1591900e8N1590as5 public IPv4 address T flosan public 1Pva
address ianulioraliifismesemnudesnsvosdldan  dugluvuesalumsliuinig
79 no IPva address by NAT64+ mislsiusmasesuiuuiiadiotu LN idesngliuins
ﬁ%ﬁums%’maﬁ public IPv4 address uagnwesaliiugldan  gliusnisdsiesiunise
Rendumsduiuns NAT uag miuumﬂﬁuauamﬂ%mmﬂummumn

; Tte2info

CBR IPvE  2001:DB8: 300 L CF 46
{CE [Pud 202.1.10010

HPud Prefix 202.1.10.0/8

{IPvE Preflx 2001:DBE8:F01: /48

'EAden 12 PSID 4 (0b0O0O1) BRInfe
CE IPvG_2001:DBE:F01:0A10:300:0401:004/8635 { BRIPVG  2001:D88::300:
’tus‘tumerl‘-lt'hwrk“ u.x. x4 CFd6
i |Puu1 Prefix 2u2 1,10, ru,.fu
IPva Network
10:1.10.10 g
{swmer Metwork™
( 1Py Netwark
10; L10.10 : CE-1 Info | o (PG Packet
—__BRIPVE 2001:DBS::300:0x 3. 5:CF46 1P Packet

{CEIPWe 202.1.10.10 | S I Pud-in-IPVE Packet
[ IPwd Prefix 202.1.10.0/8 :

{IPwE Prefin 2001:0BE:F01::/48

(EA-len 12 PSID 4 [ObOOOG) i

{CEIPVE 2001:DB3:F01:0AM:300:0A0 1:A0A:B645 |

JUT 2-24 n1sasansideuse IPv4 ved drd
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2.2.4.1 4rd Mapping Rule

NANMTTUATENIIMINELaY IPv4 uagwasaiunngiay IPv6 Tdnisimua
d1ved IPvA prefix waz IPv6 prefix fmdoufuliaramii waztifiesdrnudisnatuanves
minelay IPva (IPva suffix) Wag port-set ID US5990910 IPv6 prefix iloadianuduiug
SEWIImIEEY IPvA uagnasafumneay IPve  edasnisdudunisiudsuninniieia
Pva uagnesaduningias IPve wiadsuannmuneiay IPv6 Wunineian IPvd wazwesn
annsadiunsiaetdudisnsturemianeia IPvd warwesnndevaneiat IPv6 unseving
IPva prefix %38 IPv6 prefix Naglasumneiay IPva uag IPv6 ﬁgﬂéfaa TneunngLay IPvd,
wosn wazvnelay IPv6 gnuvsesnifudiugossauanduguil 2-25

IPv4 Address Port
’ ) Offset =0 " 1
IPv4 Prefix i IPv4 Suffix of‘fseti P'SIDi M
0 o 32 0 A AHK 16
I I
IPv6 Prefix : EA-bit :Subnet-ID
0 ¥ ¥+[32-X+K) 64

IPv6 Delegated Prefix

JUN 2-25 vANN15TUATENIMIINEIAY IPVA Uagnesaiuvaneiay IPv6

mﬂgﬂﬁ 2-25 wandliiudas1eazdunlun1swiaraneay IPvd, wose was
WNEaY IPv6  Munea IPva gnuusesnidu 2 @i laun IPvd prefix uag IPvd suffix
drunesagnuuseeniiu 3 daunu port mapping algorithm 1A offset (A), port-set ID
w3e PSID (K) waz M bits Tnsd1wes offset gnimuslidianuinndt 0 wihduiiiolieygels
UmesnuIsduL U 8nfieg199u well-known port (Wase 0 - 1023)  91uarudnlag
USe1emes offset 93 drd Mmualiviiu 4 Tn Femnsarwithisygaliimedn 0 -
4095 ailden et drd Aansafnuasiuiudeaves offset Wiy 0 Wislianunsatwese
ynanesnunltlilunsdfifinnsimun WKPs authorized  port-set 1D 1Hudnitlddmiuus
ventswamesniigunsalilsdlinuldsunsinass dsgunsalilsfldnuilésumneiay IPva
wileufugosd port-set 1D Aiwmndnsfuiietestunisldounesndrdoutu Tunsdiid
$rnudnues port-set ID 110 Sruumeiafiannsatanldauftalesas portset ID FaUa
vendeasnsulsusiuuneindnee M bits WWudwitanunsaimundudlafile s
Fodosnsldamesn gunsaiilafldamdosimuadiues port-set ID mufilasunisdiun
wazanunsaideniuuaalanle d1m3U M bits way offset weAn offset AadiAiuinnan 0
AIUNULLAY IPVE thfdaaamﬂu 4 @ leun IPv6 prefix, EA bits, subnet-ID uaz
interface 1D EA bits 1610015573 IPva suffix fiu portset 1D snuddu et IPve
prefix $2UAU EA bits %Qm%'smi’l “IPv6 delegated prefix” Tunsdifl IPvé delegated
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prefix 1198n31 /64 subnet-ID é’aagmﬁmum%mﬁaiﬁ prefix Hvunindu /64 dmsu
interface 1D a3 drd gnuusesnidu 3 diuges laun drd tag, IPva address uaz CNP lagy
drd tag Huw1n 16 Un LazdlAtnnAu 0x0300 IPvad address ¥u1m 32 Un wag CNP gaun
911 Checksum-Neutrality  Preserver Fe NP flowm 16 On waiiAviadu 1s
complement ¥a9NATINIWIN 16 TnTawmLnEiay IPv6 $1u7u 80 nusndsusznauluse
IPv6 prefix, EA bits, subnet-ID ey drd tag

2.2.4.2 Control plan
mseuuMslruInIssidousie IPva suAdetneunuvdn IPv6 vos drd
funvamanzdrsdufulunisairsnadendewiniutufioatu DSs-lite waz wdovers
wiih dard sesiunsidonsie IPva ludardesuaensnsluiaiedrevesliuinsideaiuls
Tagnss it ard Alidnufudesmuaunsifensenasaiiat iesan drd fmuangluns
Fugssmrimaneiay IPva uagvaneiay IPve Miaramih defiedotedldnulndifindusn
ABIMVUANLNELAY IPVE ULASUUELAY IPV6 m’mﬂgﬁié’ﬁmumwiwﬁ?uﬁmaiﬁmmaaLL‘UvaU
1NsEMINmNeIaY IPva Lazvsneiay IPv6 Tnglidndudedlideyaduueninie drd rule
ard 1¢fle DHCPV6 OPTOIN 4RD ilelddmiudstoya ard rule iU CE guuuy
DHCPv6 OPTION_4RD iis1easiBensiaguil 2-26
0 8 16 24 32
OPTION_4RD option_len

4rd rule sub-option (variable length)

SU# 2-26 JUMUY DHCPv6 OPTION_4RD

1N3UA 2-26  JULUU DHCPv6  OPTION 4RD iifladdeya 3 #ladt
Usenause option _code vu1A 16 Un, option length wu1a 16 Un waz drd rule sub-
option ualilosannszuIuNNTIIIves drd Saliiuduasa DHCPv6 OPTION 4RD Fadslidl
nsmuaAfiiueuliiitu option code  Tudiuves drd rule sub-option Usznausie
sub-option Miieadeedn 2 sub-option Fefy FuA SUB-OPTION 4RD MAP RULE uaw
SUB-OPTION 4RD NON MAP RULE  Img SUB-OPTION 4RD MAP RULE ansnsaills
1nNimilang s SUB-OPTION_4RD_NON_MAP RULE éfaqﬁl,ﬂsjmﬁmgt,vhﬁ?u Fausaz
SUB-OPTION fifngusasduarsuuuuisieluil

9IN3UT 2-27 JUMUY DHCPV6 SUB-OPTION 4RD MAP RULE fiflasidoya
8 Wlan Usznause option code wum 16 U, option_length wuin 16 Un, prefixd-len
YUIA 8 U, prefix6-len VU9 8 Un, EA-len vu19 8 U, Flags YU 8 Us, rule-IPva-prefix
unliiAu 32 Oa wag rule-IPv6-prefix aunalidiiu 128 U
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0 8 16 24 32
SUB-OPTION_4RD_MAP_RULE option_len
prefixd-len prefix6-len EA-len W Flags

rule-IPv4-prefix

rule-IPv6-prefix

U7 2-27 JUMUY DHCPV6 SUB-OPTION 4RD MAP RULE

® prefixd-len: TddmSussyvuinves IPvd prefix aeluiiandeya rule-
IPvd-prefix

o prefixé-len: TddmSussyvuinves IPv6 prefix aeluiandeya rule-
IPv6-prefix

o [tAlen: lddmsussyduudnvesilan EA

® Flags: ldmiussysuasdonues ard rule Wiy Tuvazdieufios
W flags &sl4ifmun WKP authorized

® rulelPvd-prefix. lddmusyy IPva prefix wialdlungnisduasening

Y

RUELAY IPV4 Lasnrungat IPve

® ruleIPv6-prefix: lddmussy IPv6 prefix wialdlungnisduasening

Y

RUELAY IPV4 Lasnrunegat IPve

0 8 16 24 32
SUB-OPTION_4RD_NON_MAP_RULE option_len
H Flags T| traffic-class domain-pmtu

'E‘U‘ﬁl 2-28 3ULUU DHCPv6 SUB-OPTION_S46_PORTPARAMS

913U 2-28 ULUY DHCPV6 SUB-OPTION d4RD NON_MAP RULE fiflag
Toya 5 Wasm Usznaueiy option_code wu1n 16 U, option_length aua 16 Un, Flags
YuUn 8 Um, traffic-class 3uIA 8 Un hay domain-pmtu 3u1a 16 U
® Flags: ldwiuszyanantives ard Wady Tuvnzddenniios H flags
wag T flags lae H flags Iﬁﬁﬁmumgmwumn%mgLﬂu Hub & Spoke
wag T flags TddmSvougnliaiunsadmun traffic class dmiugluse
doans
® traffic-class: M@ m¥uszyeves traffic class dmduglusddoans

® domain-pmtu: l¥dmsuseyr PMTU lnereailrageios 1,280
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CE Fudumsvhanulnesuiunsiesvedoyaves DHCPv6 OPTION 4RD Tt
f3 DHCPV6  server 1ile DHCPv6  server maundudoya DHCPv6  OPTION 4RD @
Usznausiy SUB-OPTION 4RD MAP RULE ua® SUB-OPTION_4RD NON_MAP RULE
10 4rd rule 71 DHCPV6 server aaundudiaadenadasiu drd rule egnitvualiansvihly
BR 91niuile CE 1#¥U DHCPv6 OPTION 4RD  CE th drd rule ldSusntuiinuasld
adoudunmaatnundumadievierunazdaufina 1IPva  Bendndu CE 1h public IPva
address waz port-set AldFunsdnassunlddmiusuiiunis NAT dolu  wdsandy CE 39
Sudutszna private IPvd address Lievluldneluinsetnesvesgliuins

2.2.4.3 Data plan
1 < [ 1 A 1 [ o [y | t

NEANLAR IPv4 H1uLeASU18wnUman IPV6 ¥8 drd afendnnisvieviu
<@ <3 o 4 1%
winalazn1sivuaUa1en19ns 4rd rule  Tae CE Aodldeaunanstas IPva Lagnuieay
IPv6 mufirnuualu drd rule sgraasinsa  AsEsNsWeuneves drd Jelddndudies
UFuugedeyavesglusddoarsuateniadus Wiy Walasesdunisgudeunaiu CE-1
Aesnsinsedeasiuniolatevnsdutouseniu CE-2 wiining IPva gnasanniasesiumna
g CE-1 Favimihidunang e CE-1 Tasuuiiniiin IPvd  wiitnifia IPvd fana1asgn
ATuNS NAT 618 public IPv4 address wag port-set aunlasunisimualineuntiimie
drd rule  1nUN CE-1 Wmaneway IPv4 Yanenisuiisuiu drd rule lagldng longest
matching adrgdunlgAuamIseiuatdunte  Tunsaliirseslanemaeunanu CE-2
Aalil drd rule MinssivglueAdeasuateniehie CE mapping rule  adiiunisilaeu
wuea IPva wagweasalumneiay IPvé a1 CE mapping rule (Fapdnafiudiegngwes
drd Mapping rule) CE-1 anudunisadauiniinfignueviuluds CE-2  wdann CE-2 lasuuiin
s o ' 2/ 3 [ S a o P o a 1 | [y a
Navignvievia witnifie IPvd dafinazgninesnuiiediunis NAT uavdsdaludanes
Uarenamaly

2.2.4.4 ¥aNN15919Y

ndnnsvhanlagamsmmes drd fduneuduanddusuil 2-29

1) CE-1 Sesvetayananeiay IPv6 wag drd rule siag DHCPv6 OPTION
_4RD U8 DHCPV6 server waglasudayavaneiay IPv6 waz drd rule
nduandaandlunseteyaves CE-1

2) ndntu CE-1 awnsaivuananeLas IPva TdunTesgninenely
w3eUever Lty 1

3) CE-1 l#5uuiiniAn IPva  figndsanniadesgninenieluiniednsves
flganu
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CE-llnfu :
BH IPvE 2001:0B8::300:x.%.x.%:CFA6 !
EEJP‘HIII- 202.1.10,10

ilh-n Prefix 202.1.10.0/8

{1Pv6 Prefix 2001:D88:F01::/48

(EA-len 12 PSID 4 (0bO0O1)

'cElh-l; 2001:DB8:FO1:0A10:300:CA01:A0A:BE35

BR Info
BR IPvE 2001:0B8::300:

.., xCFA6
@ | mun Prefix 202.1.10.0/8 ;
hj_/-v-\ IPV6 Prefix 2001:D88:F01: f-:a-
i EA-len 12

1041010
__—f“"/ IPvE Network

o

Customer Network i DHCPVE Server
i T DHCPvG
'.g,'_ T | FER T i"";"'""'"'""""""": e |PuE Packet
- CE-1 Info ; 1Py Packet

1 BRIPV6 2001:DB8::300:x30.x:CF46

{CE IPvd 202.1.10.10 -
| IPwd Prefix 202.1.10.0/8 :
| 1PV6 Prefix 2001:DB8:F01:/48

¢ IPvd-in-IPvE Packet

'E.ﬂrlen 12 PsID ﬂ-{ﬂh[‘l}l}ﬂj

U 2-29 ndnmsvienlaeniwsamees ard

4) ufinifie IPva fanaignaniiunisuuad private IPvd address vedfdds
\Ju public IPva address wae port-set audl CE-1 lé5unisdnass a1n
fuufinifin IPva fandnagniiesiunigluufinifn IPve wardselusa PE
Uanememu drd rule  @slunsdidl PE danemnensaiiu CE mapping
ule  defuvaneias IPve Uanemadildanduanievineay IPva
LarnoinvanAseIateN1AonIILaY IPV6 vae CE-2

5) e CE-2 IdSuudinifindigniiedt  CE-2 vufinifn IPva Rudueonun
ntusniunisulas public IPvd address voefSulu private 1Pv4
address wazdwiolufuaiesuaemaluiian

2.3 NITNUNIUITIUNTIN
nsruIUMsUaguaengnitmulseningeuiiyaduLazUaTInLANA1aAY
gonll Angawauwmalviliinsuawe suiuunsliusNsiwanzvenssuIunsUisy
U o U ! A 1 d‘ a d‘ 1 dl ¥ v
dhudmsuusavszuuAsede [20], [21]  WeRarsanszuiuntsiasunienlinisaiie
s % ] & = Y a Yy 1A a a
alusAdeanseae IPva wuin 6rd Wunssuiumsiiannsaliuinisinegefiuss@vinimasan
Wasnanusaliusmsmedunenduign wavaiunsaldausiauiu public IPv4 address
WAz private IPvd address wililafiansanszuaunsildsudienlgnisasisglusddoans
Mg IPve  nudndaldanunsoaguegnsdaaulaiinssuiunsialianumunzaud miunig
TAusNsian 1Heannsasieanuduiusanuuneay IPvé lUdmaneiay IPvd Aaudievi
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lognn wmszvangiay IPv6 2313usnnndvaneiay IPva ag1aumimauazdiaed IPvd 813
PNANABLHBY warBnuilsanmnAelinisvawinszuiunsidsuniglugislioanuiogis
nottlasdmaliluvasiidsliaunsoaguldegnadaiau dusunszuiunswasuniglugaad
fewldnisadnelusddoansinenisvieiuwiinie IPvd asluuiiniin IPve wisldluasianis
WausiauLATaYIe IPvA wiunseusawuulnd  n1sasieglusAdearsainaniseniedn
[ Y a & A Y o A | g v v s % = I o
Junsasidedialion defnszuiunmsiasudenldnisasiglusdfeanseig IPvé Asliviy
v 2 & Ao o 1 oy o § v s Yo v
nsunlutayawiindis IPv4 vaeimasdeiuglieddens MiilaivglusAdeansiasudeya
GO P a - ] s I [

winLe IPvd mllousiunnusenis UluuNseusevaslisAdeans aunsaudsesniy
2 sUwuu g 1) Mesh model dwmiugduuuil lsumesynimannsaasieglusnieans
Weuseseninedulaensy dwulunisdsauiiniin tsnnesazdendonalusfdoaisi
witngay Wedwwiniinlufunsosuatenialaenss wag 2) Hub & Spokes model @5y
sUwuil 1 mesiinlusddeansiiivsglusAdisningu lnvglusddeasainanideunaluds

13 4 = I y Y a 2 2 & | o
wesaudnastsegluilwedlvuinis  Tuguuuuluiiniin IPva Navuaasgnaaluds
ueesguinanewans Judssualiowsuaesgudnarsitnimdunandisnnes
MNWUINTEUIUNSIURBUIEMUFULUUYRINTINATINUNEIEY IPV4 9gWUINITN15INATS
nunelaw IPva Afeuinunlguseneaulumie dynamic address Way static address 35013
IAFTIHUY dynamic Jeulvlunseviunmsildsuanenuy stateful [221,[23] wagdsnis
InasIUUU static aztanlglu stateless transition [24]  1ng35n159R@IIUUY dynamic 3
finsnsldnunesagininiiedisuiuisnisdnasswuy static winddeidefeliaunse
Suusziuigldusavauaglasunisdnassdnuiuneinegiaviniiey wenandnszuIunis
Wagudenldnisasiaglusrdeansae IPv6 dslssaulamdrfnyineidunisAumidunis
dmsuiasetny IPva ewnliaunsauseniaduniaved IPvd uuasetiy IPv6 lalnenss
nsuiladgmidenaaiunsaaniunista 2 35 38usnAenisusulgalnslameadivun
Eunadauwdseanidu 2 maden nudeniviladesygalilnslareanmuaiduni IPvé
Usenia IPv6 prefix fiiawiussyteya IPva agangluivelddedoyanisiruaidunis IPva
LaznBdenTiaeshsay N lansai MumEuN1e IPV4 @1u1san vuaviiew 1Pvé lu
Taddeya next hop dwisnaesfeussydoya IPva asnnglulununeiay IPv6 titelnlasy

¥

Foua IPva anumnea 1Pv6 Tuiudl dmsulymifeatiu MTU Wiesainnisvieiuuiiniis

danaliuiniie 1Pve fvwielngu Jeymiain MTU §38udlava1eds wu iiiswuin MTU
° [ = ! o [ = 1 ! (] < < (]
dmTuLAseUY IPv6, anuuin MTU dvsuiasedny IPvd  wagn1shushiiniineaniduwiin
fngey MatunszuIunsiUasuaientdnisasisglusddoansiy IPvé Jsgnesniuuseni
PYMAINYALLNDFIPALAUVBINARETINITEONNT NTEUIUNSIUABUEBwaHUTENBUAIY
DS-lite, dover6, lwdover6 Wag 4rd
nsruIuMsUaguaenlin1saieglueddeansg N diasienAaEINne
Tunsliusnisuvuszuuesetns Tneguuuuvesssuuasetiegndadu 3 ngu laun

LATOUIBUNUNANTENINALIAUINNG, LATUIBUAUMAN IPV6 Yaadliusn1g waviATetieuny
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wan IPva vesfliuinis (251 lumshenginssuaunaildeudeniieliuinisssning
wTUIBuNUTANSENIEITUS M vualiAsednswnunanldanulaliies IPv6 3o IPva
Tnslomoaieaviniu nssvaunadsudiedlinisadisglusdfensiuldemulusuuoy
mesh model wagsosumaudsuntadlumsimuadunimasanaiiiieinszuiunsves
softwire mesh Wity i1z softwire mesh 114 BGP ifleusuugsnsfsundumaves
IPv6 uay IPvd maugludmieiu  dmiunIeviownumnan IPv6 1aegbiuinmsiinisiagem
nszuIuMsAsuielinisaiiugliaddoas 3 nszuruns 1éun public dovers, DS-lite
uag drd  URVBINTLTUIUATT public dovers waz DS-lite ABAINITANUUAYNNELAY IPVE
wazmnean IPv6 dog1edasy uiiansnszuiumsiadesiin 413U public dovers
ansaldauany public IPva address winiu nnsliu3niseae public dovers 3edaanis
public IPva address dwiuiadoteflinuetiafivame dwsu DS-lite Huannsaldau
\AWe private IPv4 address Wit 1ilesannszuauns Ds-lite Mmunldiiniseniunis
NAT Taelu3nis winszuiunis 4rd ldlasunansenuanndaymnisldnusiudumneiay
IPv4 A9l NTEUIUNTT public dover6 way DS-lite 1Ws1% 4rd @11190919IUIUAY public
IPvd address uag private IPv4 address wd drd @esiinismvusnuieay IPva vl
AnETUS TUmaneLay IPv6 uazimusgunsaifidesduiums NAT Iiduiusfuguuuunis
fnassmuneian IPva meluedetne Teasuluunanudinaouuziinin vinsyuuiidenis
TWUsnsivianeas 1Pvd Wisaneadsidiins public dovers waz drd Fauiiunis NAT ng
inandvesiliuinig udmniianetay 1Pva lsiifioswouuztiilild DS-ite Aiduiunns NAT
fiedotneveslviuims dmsuieSetiounumdn IPve vesgluinishivenanfeneasden
JHosneguoniievouiumresiverdnust  ufinsienedanunsodiunsldeds
5051 winsiengidsasdidedidney osnldiindnguatvayuiianmsauansliiiiy
suazdealfosnsdaaudsmalimsasunaninsesiediesdeatuilideudeen
UBNIINNITIATIENE0E1UAEITINTUNAUBNITIATIEANTOUNANIT
$raeansldan dwsunsraesnmsliuinssenszuiunsidsudelunietiounundn
vesglsuinsiimniinssuiunsdsuanedeussnoufie 6rd, DS-lite uaw IV 3yinis
31899628 OPNET modeler [26] Tun1si1aedin15inan Ethernet delay waz http delay
iWothanldlunsidSouiisudszansam nszuiuniswdsumedignidensenunldiiy
Funuresnszvaunsiudsudiefifiindnnisiinuluuidsrfuieldluninuieuiiioy
gndogatu 6rd  arldiludunuresnszuiunsiudsudeiilinsaiaglusddearsie
Pva waz VI agldidusunuvesnssuiunsivasudeildnsuvamnoiasinslanea
Bumesidn Wudu  dwsunanislSeuiivudszansain nisliusniseie Dual Stack e
Ethernet delay Wag http delay ﬁaaﬁq@ dunsAUINI9AIY IVl AgdlAn Ethernet delay
undige willdn http delay tosniinisliudnng 6rd 1iesaniinisdnasswosmeeisdl
UsgAvSam  uenanilfedinshiauenaiisuifisunszuaunisdsudieuuuglieg
doasuazuuuidasmneiavinslnnoadumesiindsdrasdlasld OMNET++ 1271 Tumis
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$1a04fln1530A7 delay waz throughput wiewunldlunsiFeufisulseansam dwsuna
nsssuisulszansamnisliusnisulasruneay 1P dAn delay  desninuazilan
throughput ~ gandinislvuinisuuvelusddeas  usillowSeuifisuduunainudai
Aszuauns M anldduduny [26] wuiian delay anaseninlalifinuaenndesiu
fatu nsidennszurunsiUasudieiietunlddushunuvesnsyuiunsidsude s
wdnnsThusuudsafuiuduisnsilimnzausiiiens esennssuiunmsasuene
wiaznszuIunstouiindnmeieuiiwansatusenludddanunsathuldnageunawnuiu
Idlunnnsdl dmdunsdrasanisldausenszurunsidsudeildnmsaiisglusddonns
g‘tJLLUU?ﬁIuﬁmﬁi’waamizmumsmgaumwu Multiprotocol Label Switch (MPLS) $78
OPNET modeler Insnisidsugnefivhunuioufisulsenaudae manual tunnel, GRE
tunnel, 6tod tunnel waz IPvd compatible tunnel lasfinsisouisunislideu Tu 2
JULUU AB customer edge Uag provider edge yananidatinsi3eussninensiiuing
%t 6PE, Dual Stack waz Native IPv6 [28] aflthunuSeuiivunadndlaunn delay, jitter
uaz througshput  iieldnadnivosuuusiansianuniniundinszideianismisads
Mnduthuadwsmaadiindadifuiioasunszuiunisliuinisfinfian tnesnsfidliuing
fiRfigaife Dual Stack uarsedawNAne 6PE nszUIuANg 6PE SUszansammsliuinig
Aouthaganinszuumsasumeiilinisainselusddoansdug 1ilesan 6PE Lidudunis
VoURARLUY IP-in-IP usldmssduiunisieviuuuy IP-in-MPLS Fadunisveviulusedu
link-layer a'maiﬁa'qLLﬁmﬁmﬁwﬁmﬂum%ﬂwL,mwé’ﬂﬁi%’ MPLS lolaanss watesnin
vosliuinislaeldnszuiunis 6PE Aoluatuisalwusnisduiaiednelusesiu MPLS 1a
LNtk uIaesvessuuLAIeRI N YIslunsTie il soasunalaegis
asiBoun wifisuluiiazdesadrawuudiansegesaunsuiietosiulilinanismaassdildd
ATINARIALAA O

waNIINNIT31809N5IHUS N3 FenszUINNIsWABuIedI9 Safinnsin
nszUIUNSIUABug e madeuUsEansnnnsidauuuedetieess ieuansUszansnm
P9I MU a5 Inenszuaumsiasudiefiviumeasuldun manual tunnel, 6tod
tunnel  uae tunnel broker [29]  lunisnaaeu fanfildlunisimdieriinisussidu
Uszansnnlaun delay, throughput, CPU utilization W&y Loss Rate wi11n151n
nszuaIuNUAsuIMadeunsti UL eTees e kanliiuisUssans amlunsld
Ut wazanunsninaildiioussiiuussdninmldoduasuiiu urndesfoliaunse
duflunsliegnsnnigi Wesndesiamuugunialeds wasdesuiulsuniotiouisdnili
soefunsiuiunsvesnssuunMsUasudefithumageu

nidenimumulsTunssuaunsaasuldin unanudufsatesiu
nszuunsasudedulnagidunsSeuuseansanlunsliuins  nssutunisiUasy
defignihuuisuifisuuszansamlasldnsinsgiazdiausiuaiouasvainvats us
Usgavnmannnsinssiifissegnaiend walimansinszsildfinuddedewiiiens
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il mavisudfisutssdniamlnglinadwsanuuusaouedodisudulsilisy
mnufsusnnnindesaniinéngrilunsativayunamsitass Snvanszuiunisasy
defignihunuisufisuuszansamlaslduuusiassfdslddradoauwduly venani
wuUS1aeInsyUINMsUasuiedlnadunszuiunisilénisasenisdeuds 1Pve dne
olusddoans IPva Faoglutieszesil 2 IPvd ocean vsmsiUAsuuvasnsldamain iPva
g Ipve fatuninFeufevdszansnmlaelinadnsanuuusiaeuniodisves
nszvaunsasuielinisairsnsidouse IPva deglusddeans IPve Gsegluraszesi 3
Pv6 ocean vasineriinusatuideiaruniaulauandunslitoyalvaiflduyselowdly
mdinauladennszuaunamariilunisliuins
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Tuunil 2 nantaanmsvinuvesnssuIumsdsuaenldnisasaglued
doa3678 IPV6 Uravnszuunsiagasden  deyadinanianudiAyeegedlunisiim
a 6 a a d‘ | d‘ % % e‘d‘ v dy
nseiUsEans A mvensEuINnsWauienlinisasisglusAdeasaie IPve  Tuuniiay
WaNeN Iz UM TURBUIETE@I NN lIUINIINSWeNAD IPV4 HUglueAFeda s ieTeesy
nsldau IPvd  unseviadnldanuluiian Wdenanluunilisusunisauaudives

a ' a Y a | % ) = a ¢
AszUIUNISWAsua e zaulunsAusSAns IPv4 wag IPv6 muqi‘dmaﬂu PIUATIEN
31NYAAUTDINTLUIUNMTWABUNY  IINUULLAUBLLIAIINANLUNITEDNLUUNTEUIUNTT
Warua1Y NOUNISUIENANN1TYINNIUVDS Enhancement of Lightweight dover6 Lil®
nyundnnsinuiamuauds  idedaluiduniseiunginslaneauasdeyaiieadesly
Enhancement of Lightweight dover6 LLa3a§ﬂmwsamsﬂ’umumiﬁ%ﬁumwaq

Enhancement of Lightweight dover6

3.1 paantAvesnszurunsasuaeimanzaslunisliuinng IPva uas IPv6
Tudeithminmahauresnssuiunsdeumheildnisaglusddeans
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packet |

l

Is the IPv4 within
~Bypass Scope?

Y lsthe destination v
+ within Bypass _
Binding Tabie?

.IN N

i
. . ¥ y
Send 1
Send to Send to dc:!::m::m
IwAFTR IwAFTR l.j-tTELl‘ﬂ}'
Is-the destination Y
__wilhin Requested
Destination Table?
N
e " . 3
'Que:n' destination|
I Done

| tunnel-endpoint

JUT 33 TunouveInISSuLANAG IPv4 983 lwBd

3.3.2.3 lwB4 Control Plan Behavior
N3ATUANNNSYINA1UYY elwdover6 éfawi’wLﬁuﬂWimuamﬁq%’umaumi%’mm

1%

Joyandndudmsu wBd  uazdumounisadisglusddearsinensaluda wBd  Uanemia

Fatfu elwdover6 1iia ICMP waz DHCP ndsegndldlunisemuaunisadrsglusddoans
fanam Tng ICMP gnlddmiuszydefianarnifintulunisiuddeyarugluddeas way
DHCP  gnldfdm3unaniasudoyavesglusddears Taensldan ICMP  uas DHCP 4
Aendesiomsldesueneandealuinde 34 Tnslaroauazdeyafiieatos

3.3.3 ®anN157in914Ya9 DHCP 406 Server Tu elwdover6

DHCP 406 Server mwmmmassmam IPva LLaauanameUuaus] Ty
\wB4d muu DHCP 4o6 Server lu e W4over6 maﬁwﬁ‘uwaﬂmimqmwumuwwmmm
DHCP 406 Server lu lwdovers wenantiu DHCP do6 Server lu elwdoveré 93095y
nMs¥esvetoyaglusddoasilddmiuidoudeluds wBd luusaziaietroglisnudnde
ety 3V DHCP do6 Server lu elwdovers #815895U DHCP message LAy
DHCP option 7fiaiiy sndfeeauu DHCPVA Leasequery %Q%’awaﬁﬁayjahmswmatﬁﬂu
IPvd  uazwesm, DHCPv4 Subnet Allocation Option Wag DHCPv4 Relay Agent
Information @4n1514e 1 DHCP fesuieseasidenluided 3.4.2 DHCP
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]
v =

3.4 WnslnAaawasdayuaninegldaelu elwdoveré

Y
¥
Y A

vhteilaznanidnslnneauazdoyangnihunlddmivuiuussteyaglusd
doaslifutlagiunas dnmstuimgnisaifiiatuly ewdovers  Inslanoatigninanldeu
Huvdndelnslameaiignienilag lwdovers  uazlnslaneadu gninunuszgndldifanis
Fesundueity  Tnefideyaunsduiignienmdulvidesznauludis DHCPvA option
Usdeudunazdoyaifiuiuues wBd FseSungluiide wBd Information itelianansa
sesfunsuaniasudeyaiianinves elwdovers ldegnianysal  Inslarsauazdoyadign
1anlgnnely elwdovers aunsawusaanidy 3 mju?z’fwﬁsﬂauﬁ’m ICMP, DHCP way (wBd
information  lag ICMP 1¥dm3umuaumsldauvesglusddears dw DHCP Tddmsu
uaniasudeyaveselusddeansuasdoyadus Ay uaz w4 Information Wudeyad
WBa dosnsiiudnandiladenuly wiovers T95n8azidenuos ICMP, DHCP way lwBd
information ifasieluil

3.4.1 ICMP

cMP  gnihanldifieniuauainugniesvasnisldeiuiimaneiay IPvs,
mangay IPva salufensldoussdunesn Faemaia ICVPVE wag ICMPVG Jagn
thanldauauglufedu Tag IcMP  gadmunlsithunldenudfisdnlag elwdovers
Usznaude ICMPV6 type 1 code 0, type 4 code 1 winthy  d@au ICMP 89 uenanildu
gnsusliiunldanlng wdovers Ay wanBoanisldauves IOMP Fananadl
Fasialui
3.4.1.1 ICMPv4 type 3 code 1 (Host Unreachable)

ICMPvd type 3 code 1 gnlddmiunsunduludansessuma eisnmesll
anunsodsiowiinfnludunsosatenidld  ICMPVA type 3 code 1 Tu elwdover finnsld
nudnuziAedTuiiy wdovers  Tng ICMPVA type 3 code 1 gndsann IWAFTR lugardes
funsnigludumeside derdesdunameisuasdeludmneas IPva uasnesnves
irsesUanemandslilsgninassdmsuldan

3.4.1.2 ICMPv4 type 3 code 13 (Communication Administratively Prohibited)

ICMPv4 type 3 code 13 gnldlu 2 nsdl loun nsalusnlddmsuneuain
WBE Uanemandulusa wBd duvne  waznsdifidedlddmiuneuain wBd Uaneavng
ndulugs WAFTR  iiletsuaninsneiay IPva vieneinveaaiosanemalignies 1ne
(wB4 Fiuyafiléisy ICMPVA type 3 code 13 fiosnsivaeutoyaveselusddoansiananlyl
Snass ietosiudefinnaiaiionaiindulunmsasndely

3.4.1.3 ICMPv6 type 1 code 0 (no route to destination)
ICMPV6 type 1 code 0 gninaneuldianiglu elwdovers winliu  lag
ICMPV6 type 1 code 0 gnlddmsunaunaduluds wBd dums Weldanunsafumidunisly
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g9 wB4 Uaneniele Tunsdlil WwB4 dunangnegruiiazinsieluda wBd Uarenidlagnse
s WwB4 Uanennainisginisldnulneuiissesiig lease time asdugaas  1ile lwB4 fiu
MILATU ICMPV6 type 1 code 0 maunduyn  (wB4 A8feinsIvdoUToyavedgliAdedns

Aanalnddnass wetdeyanliuusulsadeyaniely Bypass Binding Table Tignsias

3.4.1.4 ICMPv6 type 1 code 5 (source address failed ingress/egress policy)
ICMPV6 type 1 code 5 gnlddmsunaunduain WAFTR Lugs w4 fumng
e B4 dumasinisléanunineias IPve, IPva wienesnlinssiunisinassituiinlfiae
\WAFTR  ICMPV6 type 1 code 5 lu elwdover6 finsldsudnuwuzifeiniunu lwdover6
ICMPV6 type 1 code 5 gnddain WAFTR luga wBd fums 1ilo wBd fumnslesy
ICMPV6 type 1 code 5 WwB4 easuduiunounsiemwenaian IPva uwaz port-set lvl
Snata
3.4.1.5 ICMPv6 type 4 code 1 (unrecognized Next Header type encountered)
ICMPV6 type 4 code 1 gninanldauanizlu elwdover6 it g
ICMPV6 type 4 code 1 gnasninisnailng neunauluds wBd dung dlownunesiing
lisesiumsadglusddeans wmmsaifasiAntudlefinisthmneias 1Pv6 ves lwBd figh
nsldenlunoufiasduanssoing lease time TUdnassligunsaiiilalls wea e
wasalilindu  wBa azdiesnsiaaeudoyavesglusddearsdinailnidnads ey
foyafilsunisulgsdeyanielu Bypass Binding Table lifgndes

3.4.2 DHCP

DHCP Tu Wwdover6 gniianlddmiudnassdeyalsitu wed ametumey
ms¥osweraneian IPvA uay port-set Wty ust DHCP Tu elwdovers liiifissgnldtunon
Ms¥esvevnBalan IPva uaz port-set widsgnihanldlunisiesvedoyaveselusddoans
Uaneyns tielddmsuaiamadensielnenssdnie  d1w3u elwdovers 14 DHCPVG uaz
DHCPvA over DHCPv6 Litednassdeyailiioadeddiiiu lwad wudafu wdovers  Tapil
elwdover6 1n15USUU3 DHCP message waw DHCP option danduiiielisesunisains
glusddoanslaenss wandonues DHCP MRedosimuaiifeelud

3.4.2.1 DHCPv4 over DHCPv6

DHCPvA  over DHCPv6 gnesnuuutitelddwiudnassteya IPva situ
DHCPV6  Yesjaues DHCPvE message axgnussqnnelu DHCPV6 option @8 OPTION
_DHCPv4 MSG  agalsfinunisldaiy DHCPv6  OPTION DHCPvA MSG fedgnadniu
DHCPv6 message #ifienuluslosians  Ing DHCPV6 message ﬁgﬂﬁmmﬁuﬁ% 2 ¥t
Uszneude DHCPVA-QUERY waz DHCPVA-RESPONSE  uanannil DHCPv6 message Tulf
falaianunsadudunsldaulsd win DHCP client lailé¥udioya DHCPV6 OPTION DHCPA
O DHCP6 SERVER nanlagagu DHCPvA over DHCPv6 Aemsuanivdsudeya IPva de
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DHCPv6 message W@z DHCPV6 option fifisnudusndmsuldaulaeianizda DHCPV6
option 11 DHCPv4 over DHCPv6 1¢iA OPTION_DHCP4 O DHCP6 SERVER Way OPTION
_DHCPv4_MSG

3.4.2.2 DHCPv6 message

mmamﬂ?aﬂwﬁaagaﬁgwmsum elwdover6 AIUNSHIU DHCPVE  dmisy
foya IPv6 anunsauaniUABuKIL DHCPV6 message lU  usidwiudeya IPva dos
waniUdewus1u DHCPVA over DHCPv6 tneld DHCPv6 DHCPVA-QUERY message Wa
DHCPVA-RESPONSE message Wity DHCPv6 message waz DHCPV6 option fiiigades
Julumudemvualy Dynamic IPv4 Provisioning for Lightweight dover6 [14], DHCPv4-
over-DHCPv6 Transport [15] wag Dynamic Host Configuration Protocol for IPv6  law
DHCPV6 option Tiieadatuaniseazdentuidadaly

3.4.2.3 DHCPvé6 option

® OPTION S46 CONT DHCP406  Jundesuesdoududilddmsusiusy
ngudeuduiiAeidoudnsefu OPTION Sa6 CONT DHCPAO6 1¥dwiuussgteyaves
OPTION S46 BR, OPTION S46 DHCP4O6 SADDR HINT waz OPTION S46 DHCP4O6
_ SADDR titeUsgmavaneian IPvé vas WAFTR 1y w4 warldlunsamaifeunneian
Pv6 w83 WwB4 ield¥aswanineiay IPvd uaz port-set #oll  s8axsSunavad OPTION
546 _CONT DHCP406 mma@ﬂé’mnﬁasﬁ’aﬁ 2.2.3 Lightweight dover6

® OPTION_DHCPv4 OVER DHCPv6_SERVER i@ option_code 41U 88
OPTION_DHCPv4_OVER _DHCPv6_SERVER lddniumaudeyanuieiay IPv6  wee DHCP
406 Server 270 DHCP server nduludis DHCP client iitelddmsufnsodoansluds DHCP
406 Server $1wazLduAYEI OPTION DHCPv4 OVER DHCPv6 SERVER @1mnsngléain
wadefl 2.2.3 Lightweight dovers

® OPTION_DHCPv4_MSG 3if1 option_code wifiu 87 OPTION DHCPv4
_MSG Tddwiudetoya DHCPvA message 811319 DHCP 406 client wag DHCP 4o6 server
DHCPv4 message n18lu OPTION DHCPvA_MSG fiifiesdauaes DHCPvA message Wity
lsi593fie IPvd header waz UDP header — jUwuy OPTION_DHCPv4_MSG fis1awtdennd
gﬂ‘ﬁ 34
0 8 16 24 32
OPTION_DHCPv4 MSG option_len

DHCPv4 message (variable length)

U1 3-4 gUuuU DHCPv6 OPTION_DHCPv4_MSG
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3.4.2.4 DHCPv4 message

DHCPva gnlddwmiunanivdsudeya IPva wazU$ulgsdeyauesglusddeoans
Uanen19wa elwdover6 Tngade DHCPVA over DHCPVG  dwidudumsunisimundoya
IPva Simsdndumsisuiiiontu wdovers  msduiunsi elwdovers donsifisnfniifies
nsuuUstayavesglusidoamUansmaiioatuglusdioaslnonssingy  elwdovers
1 DHCPvA Leasequery 1uszgndldlunsuanidsutoyavosglusddeas  widudy
DHCPvE  Leasequery gnesnuuvuilely DHCPvE relay ¥oswedeyaiidesnislud
DHCPvA server LileU§uugsdoyaliaenndeaiu [30] DHCPvA Leasequery Usznausie
DHCPv4 message ﬁgﬂﬁfim 4 afaaieiu laun Leasequery, Leaseactive, Leaseunassigned
WAy Leaseunknown Fathuifiolinnsusudgadoyavesglusddoarsues wed  Tu
elwdovers anunsadidunslsognsgnioazsnsy nmsufulgsdeyaglusddeanssanan
Jedniunisineede DHCPVG Leasequery @9 DHCPVA Leasequery sananaiisiuaziden
nslfaudwiolud

0 8 16 24 32
OP HTYPE HLEN Hops
TRANSITION IDENTIFIER
SECOND LEASED FLAGS

CLIENT IPv4 ADDRESS (CIADDR)
YOU IPv4 ADDRESS
SERVER IPv4 ADDRESS
GATEWAY IPvd ADDRESS

CLIENT HARDWARE ADDRESS (CHADDR)

SERVER NAME
(64 BYTES)
BOOT FILENAME
(128 BYTES)
OPTIONS
(variable length)

5U# 3-5 JULUU DHCPvA message

® | easequery message gnailag DHCP relay Lﬁa%aqﬁﬁasﬁ’auuasuaq DHCP
client fiaulaluds DHCP server mns¥esuadioya DHCP client fidesnmsanusaszylngld
WneLan IPva, vneay MAC wie Client-identifier  @9n1s5¥asdelaglduuneian IPva §
Jarivuainilan htype, hlen wag chaddr ¥8s DHCPvA message fasrivunaaluy 0 flan
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ciaddr 84 DHCPvA message #iosimunAnduvaneiay IPva fideanisfosve uazliszy
Client-identifier option  @un133estelaglduineiay MAC dUafmuninias htype, hlen
uag chaddr #esfmuadudidmivmneiay MAC Aidesnisiesue  Jlad daddr #es
Anunadu 0 uazlisey Client-identifier option  wazdwiunisiestelagld Client-
identifier fidoruunInflan htype, hlen way chaddr Aesiviuaandu 0 #an ciaddr Aos
MuunALdy 0 uazdesszy Client-identifier option

d115U DHCPVA Leasequery message u elwdoveré @ainissosvelagly
NBAY IPvd wagnase tngusvendainnissesvelagldvinaay IPvd  nsiestelagld
NNBLaY IPva waznesen fmvuaInflan htype, hlen wag chaddr muupawdu 0 flan
ciaddr FfearmuadnTumineiay IPva fidesnisieswe wagliszy Client-identifier option
WugIiunsTeselagldnineay IPvd  uinisiesvelagldvaneay IPv4 uaznainsed
syywofaifiaiy dmunisseyneiadmunliiszy DHCPvA  OPTION v4_PORTPARAMS
Tnoriuaailas offset WiiAU 0, PSID-len WAy 16 uaw PSID witfumwesmiidenis
smﬁu‘lumaﬂiﬂiﬁﬁaamﬁawasﬁaaﬂa port-set aygInliiaunsanvug offset wag PSID-
len audeyaves port-set AFvsNTlH  ULUY DHCPVE message fisoazidundauandly
gﬂ‘ﬁ 3-5

® |caseactive message Qndslag DHCP  server LﬁamaUﬂﬁu%ga%&
DHCP client ﬁgﬂ%@ﬁﬁuamﬁﬂ DHCP relay n15MauUNduUAle Leaseactive message il
ANMINEI DHCP client figniasweldiunisdnassvunetay IPva senlulag DHCP server
wardldvuanainisldany  dwiu DHCPvA Leaseactive message 1u elwdover6 fign
thunldludnuazifieadu uildidmiuneudeyavesglusddoasuaensignissuelagly
winelay IPvd  wazwedn  deyavesslusddeansatoniazgnussgnislu DHCPvA
OPTION_ASSOCIATED HOST INFO &3 OPTION_ASSOCIATED HOST INFO gnilensiy
Tvsi  ile wBA 165U Leaseactive message noundyu  wBd dioaifiudeyavetglusddoans
Uanensaananalu Bypass Binding Table

® | caseunassigned message gnaalay DHCP server LﬁamaUﬂﬁu%yJa%ﬁ
DHCP client ﬁQﬂ%@W@lﬂé’fﬂ DHCP relay n1smaunausie Leaseunassigned message i
ANUMIEI1 DHCP client ignfesvedidlifinsdnassmaneiay IPva dwduldan wiegn
gridnnsldaulungs  dmsu DHCPvA Leaseunassigned message Tu elwdover6 fign
thanlddmiuneudeyavesglusddeasuaensigniowelaglivuneiay IPva uagnain
Mevatdnglusddearsdanddeliildsunisdaassdmivldon 1o wea 185y
Leaseunassigned message mounau  lwBd ﬁaqauﬁa;ﬂanNQﬁﬁaaﬁiﬂawsmwﬁmaﬁ’u
winelay IPva Wagnedadanann  niouduliindl Next Query Time anelu Requested
Destination Table iilefnLialunsiesvedeyandsimluoonily
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® | easeunknown message gnadlag DHCP server LﬁamaUﬂﬁu%iﬂa%ﬂ
DHCP client ﬁgﬂ%@d%@lﬂﬁd DHCP relay n1smaunaume Leaseunknown message il
ANLMEE71 DHCP client fignieaveliinssiudoriivuaves DHCP client floyayinld
d13U DHCPv4 Leaseunknown message T elwdovers Agninunlddmsuneudayaves
glusddeansuaremstagnioselngldnneiay IPva wazwesn ilovsuenitglusddoans
Aanadlaiagnieluyieves Bypass Scope vizotayaves \wBd fivhnisdesmeliaenadasiu
doyansdaassit WAFTR Iévinnistuiin faeammnisaiuandifiuin wed fdoyalinsg
fudayaves elwdovers Uagtu dlo WwB4 165U Leaseunknown message  oUNU
\wB4 (fgleNL‘%Illﬁu%u&lE)Uﬂ’liﬁ%ﬁuﬂﬁmwzLﬁﬂuLLﬁ%%@W@%@iﬁa IPva  Tu elwdoveré Tnai
Wanum

3.4.2.5 DHCPv4 option

® Relay Agent Information (option code 82) gnlddmsuszymmudnsu
DHCP relay ﬁLﬂuiﬁawasﬁa%a Relay Agent Information Tu elwdovers lafignu sub-
option lmiiFendn “Client-identifier” iloldlunisszysnnuvos wBd  Tae Client-
identifier iusuldgniiensidu DHCPvA  option  agrauuda wiililesan DHCPvA
Leasequery  batlnunisfesvedeyanie Client-identifier denaliiliaunsai Client-
identifier  slfifioszyfinuvesiioseld  Fafu ewdovers  Suudesiionu Client-
identifier 1Ju sub-option ¥4 Relay Agent Information Img Client-identifier sub-option
Y99 DHCPv4 Relay Agent Information ﬁgmmuvﬁuﬁmﬁu Client-identifier option A
Usems Bauanisoazidendsgui 3-6

0 8 16 24 32

sub-option-code | sub-option-len Type

Client-ldentifier (depend on Type)

U7 3-6 gUuLUU Client-identifier sub-option 484 DHCPv4 Relay Agent Information

mﬂ'gﬂﬁ 3 6 jUuuUU Client-identifier  sub-option 493 DHCPv4 Relay
Agent Information Hiladdaya 4 Was Usenaumie sub-option_code wu1n 8 Un, sub-
option_length ¥u1n 8 Um, Type w19 8 Unkag Client-Identifier s?iaﬁsuumt,azsﬁaaﬂat,l,ﬂﬁ
Hunu Type 1me Type 989 Client-Identifier ﬁﬁmﬂ%ﬁzqﬁ’mﬂu elwdover6 fo Type
255  edioganelu Client-Identifier ¥99 Type 255 U339 IAID uaz DUID muddiy

® OPTION vd PORTPARAMS 4@ wiuszydeyaimiedesiunesnues
VNEEY IPvd FatvuntIaveanesaauvdnnisued port mapping algorithm sULUUTD4
OPTION _vd4 PORTPARAMS ﬁswaaué‘amﬁagﬂﬁ 3-7
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24
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32

option-code

option-len

offset

PSID-len

PSID

ANUTOATOUATOINUNBLAY IPVE NLASUNTINETS

E‘U‘I?l‘ 3-7 Unuu DHCPv4 OPTION_v4_PORTPARAMS

® |P Address Lease Time (option code 51) Qﬂwﬁm%izyiwznmﬁ
IP Address Lease Time @1 option-

code WU 51, option-length HAwvinfiu 4 uag Lease Time Hvwin 32 Unzanielusey

A luniieIundl sUkuuves IP Address Lease Time d51gazidennagui 3-8

0

8

16

24

32

option-code

option-len

Lease Time

U7 3-8 ULUU DHCPvA IP Address Lease Time

® OPTION ASSOCIATED HOST INFO Qﬂﬁmwﬁwﬁaﬁmﬂ%ﬂu elwdoveré

Ingtanle  OPTION ASSOCIATED HOST INFO Qﬂiﬁé’ﬁﬁamamé’u%gmﬁmamﬁLﬁaﬁaaﬁu
loafignies Fedeyadsnangnszylasld Type uaw Type-len iitelvianunsnszydoyals
ogrmanmaneuarsosuteyaguuuulnsiifisidslueunnn ULUU OPTION ASSOCIATED
_HOST INFO uanssneazidonsisgud 3-9

0 8
option-code

16 24 32

option-len Type Type-len

ASSOCIATED_HOST _INFO (variable length)

g‘d‘ﬁ 3-9 gUluU DHCPv4 OPTION_ASSOCIATED_HOST_INFO

Type fignilenalu DHCPvA OPTION ASSOCIATED HOST INFO Tuvniyild

g IPve  Fahanldiflessydoyavaneiay IPvs woslea  JUuUUYes Type: IPV6 ]
eaziBunfsgui 3-10

0 8

Type:IPv6

16 24 32

Type-len

IPv6 address(es)

’gﬂﬁ 3-10 gUwuu Type:IPv6 99 DHCPv4 OPTION_ASSOCIATED HOST_INFO
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’iﬂﬂg‘ﬂ‘ﬁl 3-10 E‘ULLU‘U Type:lPv6 w83 DHCPv4  OPTION_ASSOCIATED
_HOST_INFO fiflandaya 3 Was Usznausig Type vu1a 8 Un, Type_length wu1n 8 Un,
LAEVINBLAY IPv6 yuiaiAUs wauvies 128 Sn ilelddsdeyalunsdldil IPve vane
NUBLAY

® Subnet Allocation Option (option code 220) l¥dwmsudnass IPva
subnet 1#fU DHCPv4 client [31]  Subnet Allocation Option Qﬂﬁ’lmﬂisqﬂﬁﬂﬂu
elwdover6 L‘ﬁ'ad\‘isﬁa;ﬂa Bypass Scope  §ULUU Subnet Allocation Option #i318awLdenna
namaluguil 3-11

0 8 16 24 32
option-code option_len Flags

Sub-option (variable length)

5U 3-11 JUuUY DHCPvA Subnet Allocation Option

sub-option Y89 Subnet Allocation Option feadesiu elwdovers T 3
sub-option lalA Subnet-Request, Subnet-Information wag Subnet-Name Faeazidun
sub-option 984 Subnet Allocation Option fxwialuil

0 8 16 24 32

sub-option-code | sub-option_len Flags i|h Prefix

'g“d‘ﬁl 3-12 JUlUU Subnet-Request sub-option w®9 DHCPv4 Subnet Allocation Option

mﬂgﬂﬁ 3-12 YUy DHCPv4 Subnet-Request sub-option dilandaya 4
Wan Usznouie sub-option code w1 8 UnuazilAyindu 1, sub-option length auA
8 U, Flags vu1m 8 Usillay Prefix vu1m 8 Un  1ag Flags “i” Ii’fizqd%ﬁumﬁbwa%’agaﬁ
lasunisdnasslunainount uag Flags “h” i%wqmmtﬂuﬁ’]é’fu%u dlorviun Flags
“h7 1 Ju 1 wneanudn wuaiifewedenisdnassnuneay IPva Tnensalaglisiu DHCP
server dm3u Prefix Tfsgyruinves subnet Midesns

0 8 16 24 32
sub-option-code | sub-option_len Flags |i|c|s

Subnet Prefix Information Block(s)

a

JUN 3-13 gUlUU Subnet-Information sub-option

Y99 DHCPv4 Subnet Allocation Option
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ﬁ]’mg‘d‘ﬁl 3-13 UuUU DHCPvA Subnet-Information sub-option fiflastaya
4 Wag Usznoume sub-option code wum 8 UnuaziA1idu 2, sub-option length
wun 8 Un, Flags Yu1n 8 Unuaz Subnet Prefix Information Block me Flags “c” ldsey
’j'lﬁil’aaquamaiu Subnet Prefix Information Block Lﬁuﬁagaﬁgﬂ%wwaz Flags “s” I%iz‘uq
deyanielu Subnet Prefix Information Block Wutoya subnet 7l DHCP server 4mass
Fuduly wonend elwdovers lafeny Flags “i” Tu Subnet-Information sub-option
danfuilovsdindoya subnet Aldsuduisstoyaminty ldannsthunldlunsdnass
vanelaw IPva 16 Taefl Flags “i” fanangnihunldlunsusmadeya Bypass Scope gl

0 8 16 24 32
Network

Prefix Flags Stat-len Option stats

'gﬂ‘ﬁl 3-14 gULUU Subnet Prefix Information Block

91n3U7 3-14 JULUU Subnet Prefix Information Block dflasdoya 5 las
Usznaunie Network vunm 32 Um, Prefix 9u1n 8 Un, Flags vunm 8 U, Stat-length aua
8 Umlaz Option stats AUALAU Stat-length  ulaeily Stat-length Svwrawindu 0

0 8 16 24 32
sub-option-code | sub-option_len Name (variable length)

'g“d‘ﬁl 3-15 §Uuuv Subnet-Name sub-option 289 DHCPv4 Subnet Allocation Option

91n3U7 3-15 JUWUU DHCPVA Subnet-Name sub-option ifilasdeya 3
Wan Usznouie sub-option code U1 8 UnuazilAyindu 3, sub-option_length a11A
8 Un waz Name uIAWINAU sub-option length  Tag Name Qﬂi%ﬁm%’mzq%amm
subnet  lusgwinenisdnass  dmsunisiesvadoya Bypass Scope  lu elwdoverb
AnualyiszyA1 Name Tviinfiu “Bypass Scope”

3.4.3 (wB4 Information

lwB4 é’faqawﬁﬂﬁé’f@;ﬂmﬁmLamuaﬂmﬁamm’fagawmmaﬁu IPv6 083 IWAFTR,
Public IPv4 address uay port-set (ileltlunsaiisglusddeanslnenssves elwdovers s
Sﬁaaﬂaﬁ l\wB4 é\’aamsLﬁmamUizﬂaUé’aa%’agﬂa 3 il loln Bypass Scope, Bypass Binding
Table uag Requested Destination Table Imaiwaztﬁamaﬁayjaﬁgﬂ 3 gfipdinasioluil

3.4.3.1 Bypass Scope
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thinw Tnuanelussuuiedoiisvesanrtunisnsanyyimihfidiassnisldaulsunsy
Uszgnatadoutuidudldavlussuy  madeudessninanandvesantunisnsneiu
sunesdug Weudadude IPve wihiy  Sifsasunesilaliuinisfisossumadonsiode
Pva gumesidnuaziadetisvesgldeuiisesiunisidouse IPva Tnsendonszuiunis
Wagudie Janszurunisimiwiuisuiiisulunisaaeuusenoudie ard,  dovers,
lwdover6 uag elwdover6  udingeiiu nsvvauninddeudiedligninanaaouiifies
nsTUUMTAEAe DS-lite osanannawmdn 2 Uszns  Usgnnsusn DS-lite luanmnse
dnass Public IPvd address Tiugunsaiflegldald gunsalilegfliuinissiosinuii
Jnass Public IPvd address uwagnednliiuwatuusiazieaduesiniosgning denal
gunsalilagliudnsinissaulunsUsznanags  Usznisiiaes wadwsues lwdover6 @
Junszviunsiiaundesenain Ds-lite  annsadmldidudunuves DS-lite el
Iwdovers l¢$umsuiudsdlsiivssavanntu Taonszanenissaulunisdaass Public IPva
address wazwoinlvituiaiosgninsluudaziwaduliiugunsailedldnudedielrannis
Uszananafigunsalileglviuinnsas
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AasanUANsIiuINsveInsEUINNsWaBUnY drd, dover6, lwhoverb Way
elwdover6 gniunUeuiieuludssiiusineg Ineuszwunignihuidisuiisulsznauly
A8 VNN, NTINATINUELEY 1PV, N1358URLUIAGRANS, NTWTRUME  LATAIS

dnantayagliAdeansdalleavidundandlunisan 4-1

M3NN 4-1 wanan1sSeueunanMIvineIuYeInsyuIuNTas e lueAdoasng IPV6

o nszuauMsUagunie
Ussnu
4rd dover6 lwloveré elwdoveré

PANNISVINNU | stateless stateful stateful stateful
ANSARASS Public IPvd Public IPv4 Public IPv4 Public IPv4
NuNeLaY IPva | address uag port- | address LWuuU13s | address uag port- | address Wy port-

set LUUDNIT set LWUUNaIn set LWUUNAIR
ﬂ"]jig‘q’@qimqﬁ AuAnIY 4rd Muualagldtoya fﬁ’muvaU{J’quqg? mvualaglddeya
Soa1s rule 1u Encapsulation | Tsusnisiaue Tu Bypass Binding
Jaravg Table Table
mﬂ%@yg}'a mesh mesh hub & spoke mesh
nmsswandeya | - gnantayaniY - gnantayanieY
olusddeans Inslamoaiimug DHCPv4 over

L&UN9 IPVA/IPV6 DHCPV6

arwansely | Uwunans Feaddeu | Yiunans @ee | dn (aseasuns Gy (9995UN19
Mssesfums | drd rule Wiednass | weauvanelay Feuste IPva wuu | Wouse IPva wuU
YYIYYUIA nunelavloiln) IPva Tunslge) | mesh) mesh)
mwdavguly | @edldmneiay |Uunans @wnsald |gs @ansevsneias |8 @unsanneiay
AU IPV6, IPVA Lagnesn |1u8ae IPv6 wag | IPV6, IPVA Lagnasa |IPV6, IPVA Laswase

A3 4rd rule) IPv4 9E198a52) D8199d5Y) 08199d5%)

NN 4-1

drd Wunszuruniinmsanduniswuy stateless wazlyly

Inslareaduq Tun1sufuugdoyaalusAdeans us drd Ndipssesiunisifouse IPv4 wuy

mesh

sUsuuAiruadniily drd rule

Wosnnaunsainmualy drd dasldaumunungiay IPv6, IPvd uagnasnniy

satiugunsalniglu drd anunsaduInglusddeans

Uanemsmuguuuuiignimusily ard rule Taglsidndudosldnsusulsedeoyaglusddoans
uietndla  witeidevesnisld ard rule AeviloitimaBameulunisldomsi uazlunsdig
Trusnsivaneas IPvd Liiesned msuvensvuiaeietie  drd dndusisanivue drd
rule Tniiflesassugldoniiiindn w3y dovers Uulgetoyaglusddoasdeinslnnea
fvuaLdLN IPVA/IPV6 danalk dovers sesfunisidionse IPva WuU mesh U dover6 3
Aanugangulunisldnuuazanyaiunsalun1ssessunsueguuinseauUiunals e
wildn dover6 azanunsaldnunIIEEY IPV6 wag IPva agnedasy uinlianusadnassnisly

Nunneay IPvd lusgdunesdald Tunsdlgdlviuinisdesnisvenevunin3eviedeenall
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vineiay IPva liiiesnedensliuins  d1mdu wdovers  Avualigunsalilagfldannd
olusddeansifivaglusddeansifonilodeudeludsgunsalilagliuinng  wdovers  Falal
s9s5UNsLToNsiD IPva WuU mesh dwwalyiianuannsalunissesiumsveneuuinluszdu
Yunans  eg1elsiany wdovers  amnsaldaununeian IPv6, IPvd uarnoinet198asy
Mg Wwdoves Sgunsaliivimidilunsdnassmneias IPva uay port-set Tugunsalils
Aldaulagianie  wdovers Jadlaugangulunisldauas  wagdmu elwdover6 dinns
Uszgndld DHCPVA over DHCPV6 Liisfisann wdover6 Liteuiuussglusddoasdanmis
elwdover6 3as095umaiiiensio IPva LU mesh dsnalifimuannsalunissesiunmsveny
vwalussdiugs uenand elwdovers Ssadldgunsaifivihmihiflunisdnassmneias 1Pva
wazwosalirugunsaliledldaulasiamzisuiiontu lwdovers dawali elwdovers a13nsa
Tgaumaneay IPv6, IPva uaznainegdasydanudaveugdunsldnugs

4.1.1 Tsunsuuszgndnlilunissiaas

Tumsdaesszavsnmnisliuimsnaidesse IPva Tnegldnszuiumsaing
glusddeansde IPv6 Tdaanuudiasswnelusunsuy OPNET Modeler 160 Han1sdnans
selusunsa OPNET Modeler flgaiduetinsvilsfoannsafmuasoazidealunisiiassls
TndiAgstuanuduaisednann  1iesainlusunsu OPNET Modeler wiamsimuanisld
nulUsunsuuszgndlunisitasseonidu 3 diu laun Auaulfveslusunsudszend
(Application Attribute), anwaiznstdauveyld(User Profile) wazn1ssessulusunsy
ﬂizqmﬁsumm‘%aaqﬂﬂhmazm%qLL;JGU"]EJ(AppUcation Source & Destination)

dmsunisimunnaudnvazvedlusnsuuszgnailunisiivuainlusunsy
Usggnituidnuaznsldnuedisls snfeghadu Tusunsudszend HTTP awnsariiuun

]

doa HTTP Version, S1uaunsidensiogsgn, vu1a uazaiavesiuma delusunsuuszens
wiazadadandnvusiuanisiulunmudnunsfavoesdusunsutug  uenanilsunsy
Uszgndlfenduannsadmuanadnvazldnnnimisguuuy wu Tunsuuszgnd HTTP Tu
sunuuusnenaidentd HTTP Version 1.0 usluguuuuiiaesenaidontd HTTP Version 1.1
Judu  dmsunisinuenudnvaznisidanuresdlddunisssyingldauinisldau
TUsunsudszgndlathe fnsldonudesadaudlny waznslénuutazaidldinauiils
danalvianunsaivuasnwaugnisidanuvesdliliegrmanvanguazlndifissiunisldnuasa
voufld wazgevnedmiunmsimuanssesiulusunsulszenduecadsgnineuaziado s
Predunmsimuninaiesgnitsusiaziaiossesfudnuznsldauvesilduuulathe waz
fupiieTesuiteurasaiossesiulusunaszgndla  infesgnineusiaziedostudos
fvuaeSoslsivneidesnsindelundasiusunsudseynd TnsfilaTesgninannsaimun
ASosusivnsvatsarlUsunsulszgndldunnndt 1 infes uavanansafisuatimiinlunng

fnmoluduaTauitiswiazeIagle
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madenlusunsulszendildlunuuiiassendedeyaninunaiiuves Cisco
wldauelunisandula [32]  Iaelul we 2558 Cisco mmdnsldanudumesiinsd
dndun15le9anu Internet Video 61%, File Sharing (P2P) 24% wag Web/Data 15% 013
14974 Internet Video anunsauusgosaanidu 2 suuuu laun Lossy uay Lossless Uiy
Lossy Busenlinunnwidleanneuadluthe dsdiesldlunisdsdoyainlonuy realtime
lngdlowuu real-time Aaan1smnusilunisdsdoyagedsordenisdsteyasie UDP 1lu
wdn  WarFULUU Lossless dedpansinuaunwialelvifiuinduatu dedesldlunsds
foyauuu on-demand Fadiosnisinslaneadianunsamuauninugndedunisdadoyaidy
TCP  dwiulnslnmeaiililunisdadoyaves File Sharing (P2P) way Web/Data Hnsds
foyasne TP ilesanlinudfyiveugniewesdoyafususuusn  uifindndiy
nsdetoyasis UDP asiivsunaliddesndt TCP usnasld UDP  Tunisdedeyaiing
fuiumsiiFeuite mmi UoP aldlunsinuszansamuesnszuiumsasue il
ansnthaadndinagiifiouisstu TCP deianududeulunsdsfoyamnniild  deduly
msfnuszansamdudenld TP Fudulnslaneadifianududougsniuazilusunsy
Usegndiuh TP anldarumainuanendt UDP Litelaunsnagunaldnseuaqulufs
Inslnnoauazlusunsuuszenddug Avdnmsianududeulndifssiu defansan
TUsunsuuszendildnnsdsteyasme TCP wazinunltunsldnugaainluumang wuindl 2
Tsunsuussgndsaediu laun BitTorrent Tu File Sharing (P2P) uwaz HTTP lu Web/Data
Tnegiduldidenldlusunsuuszand HTTP Tunisdiass  ilesannvgwa 2 Usznssediu
Usgmsiivila HTTP  10ulusunsuuszyndnidadiunisldaugs wanifulusunsuuszgnd
unsgululusunsy OPNET  Modeler  Fslisnfudosimuniulval  uenandnnsld
TUsunsuvUszgnduimsgiulu OPNET  Modeler stagloinadnsildfninuindotiogania
TusunsuUssyndiidostamntulml  Usznisfiaes HTTP waneneann BitTorrent  fieue
BitTorrent anunsanilvandeyayaideafuldanmainvaneiedesiumalunanfeniu 3
sUnuunsidensedsiidnuaiglndifnaiu BitTorrent Aanusadiasssng HTTP 16 Taeudiy
Srumedosusdieliinnty wezsulsoyasenifudugos Wonszarsluduniosusidns
Mniuftmualieiogniesillnaadeyaiimlunailndifesty

fedu edosgnaneusaziadoslunissiaosnisliuims IPva Taenszuaunis
Wagudeildnisaiieglusddeasiie IPv6  UuszUULATeU18T8a UniNet  fin1sivun
dnwagnsldauvesdlifiduindnw (User Profile: student)  TaetindAnwiiinisldam
Tsunsuussand HTTP Tu 2 sUsuuges louA HTTP: Searching wag HTTP: Browsing lag
HTTP: Searching ifumssiassnsdesedeyasiuutiosnsuideyafigniosoneudnad
aualug  HTTP: Searching 3uiuszeziianiunisieswe Web page udazaduiheiulag
aginiy 10 Aunil page U84 HTTP: Searching fuunadaud 2,000 4 5,000 luguass
97U7U object 111AU 3 @2 HTTP: Browsing Lflumiai"laEmma%fawa%a;gaﬁwmummﬂ%a
uideyaiigniesveiivutaidn  HTTP: Browsing Jarfuszeznanlunisieswe Web page s
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azafuiaiulneasiniu 4 3unfl  page vos HTTP: Searching dvunnsaus 650 & 2,650
luduaziidruiu object windu 6 msldnulusunsuuszend HTTP vear3esgnangluyn
nszuIuMsWasumegnauaulitBunawmiloutuynusznns  dmiunsldau TCP veq
gUnsaftamuanelunuusiaosiunuelild TCP-Reno fiflnnidnuazuuy Fast Retransmit
uay Fast Recovery uanainigunsainietneileflénuideusesundotnounudnuasy
Tusnsmederauin 10 Mbps wagdlianuisives CPU lunsuszananayindu 1 GHz  lag
Hadeeuaulunisdiassing wazlsunsuuszgnd HTTP fldidudunauanissazidonds
51991 4-2

AN5197 4-2 UFeNMruUalunI1SINand

Jadeiifvualunssnass A
Backbone Links 10 Mbps
Router: CPU speed 1 GHz
TCP Parameters:  Slow-Start initial count (MSS) 2
Fast Retransmit Enable
Fast Recovery Reno
HTTP Parameters: HTTP version 1.1
HTTP timeout 10 seconds
HTTP (Searching): Page size 2,000 - 5,000 Bytes
Objects 3
Inter-repetition Time 10 seconds
HTTP (Browsing): Page size 650 — 2,650 Bytes
Objects 6
Inter-repetition Time 4 seconds

4.1.2 fxanaula

[
v Av

dnfuid fainaulauisesndiu 2 ndudnedu Useneudne fdiadiunis
Usganana uaziadfndunisiudsteyn  Inefauyfigiudn “nssvauniadoudiedi
FiadunsUssananaiias avdsnalvidit ndunssudsdoyaiisn . dmsuidiady
msUszananaiaandasdunisldau CPU vesunsallledldnunazaunsaiiledliuinng
fednunidufesas  widwiumdindunsiudeioyn wu Shsinssuteun viodnsins
goymevesdayannmsds ldunglunsindmwanluiesazlaefiouiugiudasinisds
foya 1losaniaioswsidneves HTTP  Feiwihiiduddalsilfdedeyasonun(Pushyie
mnudinafinaennsidouse  usiasestiddunisiudedoyadne HTTP azdedoyanunis
Soada(PullveaniewFudsdsnalvidannuialunisdsteyaudsiunusuuuulunisioswe
Tngluunagiienafidnsnisdsoyageunn wiluunagiunenadidnsnisdsdeyaninduaud
ms1zliifinisdesveannieesgnang vilwdasinsdsdoyase HTTP Jsdianlinafinaennis
Fowde  Fetusdfndunissudsdoyaisddnnglunmstanaiduludsotund (bytes/sec)
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Feflanumnzannniinisuiugvesoyaifteuduiesay  dmiuidTadnsanied
lailgitianldde Throughput dsansavsugruvesteyaiiteududesasimuiu osan
mﬂ%muiﬂsl,l,ﬂmﬂsuaﬂﬁ HTTP Yieuuu TCP finmsdedayatniilaiinanisgamevesdoya
fau Throughput Felianansntnunasuléin nssuiunsdeuniedd Throughput gani

&Y

fufannmnnieruannsdsoyaldunniwieiinisddoyadifiginin  demgd
fad¥nfigninanlduny Throughput  Aedmannisiudeyadae HTTP Gaduiitaly
application-layer fiialamgdeyaiilizuesigniasieiniosatemahbulaglisuma
msdedayadi

dmsugdfndldiduoinalunisiuieuiisuussansammsluinisns
Jousde IPva fenszurunsidsudneilinisaireglusddearsine IPve Usznouluse
ARAsDITRIIdIUNSIHU CPU, ﬂ'wLaﬁmaaé’mwms%’wﬁaaﬁaé’w HTTP, ANLRAE039875)
MsgyevesteyaaInMIsdwny HTTP uazAndsvesszeznallunisanilan HTTP

. Y dyoJ J U A Yo a a IS a v 1 Q’lj
object FanTinuaazimnlgInUsEansnmisivasidennsnalull

4.1.2.1 Anadevesdasdiunisldeu CPU (Average CPU utilization)

Snsrdunslaau CPU vevendadrulunisldau cPU fldlunisuszuna
natunIsdwowiniin uavn1sUszInanavedlysunsuuszand DMINKANITNARBIVEY
nszurunsiUasudnelaliafdfadanansiinsyuiunsiuldinanlunisussanana tos
ARdsvessnTdunsldu CPU Sniedudesas (%) Fsdunaldainaunisi 4-1 ay
s CPU utilization time mneRsszazinand CPU 19lunsuszananasaualunissians
LaziLUs t mnefaszezanlunssasmmun

CPU utilization time

CPU utilization,,, = - x 100 (4-1)

4.1.2.2 @i'na?imjaaé'm'ln'ls%’u%'aga61"1&1 HTTP (Average HTTP traffic received)
8n31N5FuteyanIy HTTP Uwamﬂ%mm%a&aﬁlﬁ%sﬁu HTTP  &e3n
U'%mm%auammﬁa HTTP server Wag HTTP client ﬁwmmaﬁlmwuﬁmdamﬂ%ﬂg
transport-layer lﬂswu appllcatlon ayer TunilIund §WnnNanIINAABIVBINTLUIUNTT
Lﬂaﬂuﬂwiﬂimwwmummemm mumiuummmawamlmamwﬂi yANTAN
mLaaawaqamsﬂﬂ'ﬁﬁwagama HTTP funireduludneiund mmmmimnﬂaumsw 4-2
Tnefuds i Aonailunssaediundifi 1,2, 3, .t fuls t inedeszeznailunissiass
Wavun uaziuUs HTTP traffic received, mnsﬁaé“mﬁmi%’mﬁ’ayjaimLaﬁﬂiuimﬁﬁ' i

Z LHTTP traffic received;
t

HTTP traf fic received g = (4-2)
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4.1.23 Aedsvesdnnnisgyevasteyannnisdsdae HTTP (Average HTTP
traffic lost)

dasnsgayvnevesteyaainnsdasng HTTP UsuenuSunadeyaiiinnis
doyyeINNISaeeaeY HTTP ﬂ’181‘1453UU%Q§®‘U%N’]M%@HaﬁﬁW’m%ﬂJ application-layer lUs
$u transport-layer suaaLﬂ%@qﬁumﬂﬁﬂauﬁ’;aﬂ%mm%gaﬁ%’ﬂu%u application-layer U89
wiewaemdlunilnil fvnnransveassenszuunsiasudelaliandagTnis
wansinszuaunstulienuideielunisddoyags Aadevesdnnisaymevesteya
nnsasdae HTTP Suthaduluddeiunfidemwnddainauniss 43 Teeduds i fe
natlunsaediuIfin 1, 2, 3, ., t - Fauds t mnefesreznanlunissiaesiomn fauds
HTTP traffic sent;, vanefsdmsinsdsteyalasndeluduniifl i wazduus HTTP traffic
received; mnefsdninsiuteyalnoiadeluiunii i

Y{_ (HTTP traf fic sent;—HTTP traf fic received;)
t

HTTP traffic losty,, = (4-3)

4.1.2.4 ARderaisTeziIalunsanaiivian HTTP object (Average HTTP object
download time)

syezlia1lun1sANIllnan HTTP object  UsuanAnunsalunisaivlvan
Uayasiy HTTP a¥aludiu application-layer  §nsnnran1snnassuasnszuIunIsiUasy
dglaliimadinte wansinssuiumstulenunaslumsivadeyags  Anedsves
szeznatlunisanailnan HTTP object fnbeaduiuiidessudniderualdanaunisi
4-6 TausuUs i f8 HTTP object 71 1, 2, 3, ., 0 #uUs o MuNBdesIuau HTTP object
ﬁy’mm wazFwUs HTTP object download time,  wnsdaalunisanilan HTTP
object 7 i

O_LHTTP object download time;

HTTP object download time,,; = (4-4)

o

4.2 Uszansnmuesnszuaunmsilieudie
TunsiSeuiiisuussavsnmliudegunuunisiiassesnidy 2 Ukuuay
'gUqum'ﬁL%amia E‘ULL‘U‘ULLiﬂﬁaE‘ULLU‘U‘ﬁIﬁLQWWﬂﬁaWiaﬁlamiﬁULﬂéaﬂﬂaﬂam%‘i‘ﬁlagj
ANBUBNLA3EYNY (Inter-communication)  warsUuuUA@asAegULuuiiiiianiznis
amia?iamiﬁuLﬂ%aqﬂmamqﬁagjma‘lum’%aﬁdw (Intra-communication)  WeNAINTUNS
$a097s 2 sUkuugnuUinisiiasseeniu 4 gﬂufuuéaamwmﬁ’wmmaam%agﬂﬁzhamsﬂu
Lﬂ%éziw;ﬂ%’mus?fqﬂsznauiuﬁa&J Lﬂ%qgnsziwﬁi’mu 512 1,024 1,536 way 2,048 1A309
TuudagsUuuugosgnuaaouiiiaaussnsnindaesidiadasenauludae Aadsves
gnsE@INNITITaIU CPU, ﬂ"]Laéiaﬁuaaa”mwmi%'uﬁazﬁaﬁw HTTP, F]"]LQ%IEJ‘SUE]QéJG]i’lﬂ’IiQQJJWIEJ
Y87aLANNTHWIY HTTP wavALadsvasszezatlunisaniluan HTTP object
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M inanadsressandunislinu CPU wansfeFunmmsussinanads
Usgnausng msUszananalunisdsdouiiniin uagnisuszinanaveslusunsuuszgnd dalu
nsdszananalunisadreglusddeansveansruiunisiudsudiotug ﬂmmaaiumumaa
Tsunsuuszgnd  nsdszananalunisadaglusddeasutoondu 2 tuneudes Tdud
MssvyglusAdeansuatonis uazmsievuuiinidn Jeusaznszuiumadsudeifius
nsffiunissryglusddeansuaenavitiuiiunndiety Fafuanuuanssesnissey
qimﬁﬁaa'ﬁﬂmamaﬁ’mﬁuéf’;LLﬂﬁﬁﬁﬁ@ﬁdamam@i’lLa?{maQé’m’muﬂﬁ%’mu CPU uae
thlugnuansinsvesssavsnmnsiudstoyase HTTP Tufiga

4.2.1 sUnuuiiimsindedossiuielasuatenisitegneluiniatie
Tunsindedeansfuindesdansmsiiogmeluniedievesnnnszuiuns
Wasude  uinfafanuagndsseningunsaiiedldauenndedieldon 2 eeds
dlegunsalilegfldarudunislefuuiinds vnenszurunsenadauiiniinludagunsaliler
Tisnsieu  wiunanssuiumsfionvduinfaludunierisuaenidlaenss Seduagiu
nanniuYesuAaznszuIuNsAsue  TngnanisiuTeuifisudssansainnis
Tsnsveanszuiunsivasuieuiaznssuiunsiaglithitadnsiuiineasndeadiolui

4.2.1.1 dasrdrumsldau CPU WalaTasuanenianagnnelunzadig

Alndsvossnindrunisldau CPU vesgunsaliledldaunazgunsalileg
THu3nsUsueniisUsyansnimnisuszananaveanszuiumsuiaznszuiuns  lnsaade
19980 51dun 5191 CPU vosgUnsaindazudnuansianiszaiusigg  Alldsves
damaumsldann cPU Tuudagnszuiumsidsudedainisinsedeansiueiesaienis
flogmeludetnouanseandendinised 43 uenaniidiadevesdnsdunmslnu
CPU gnihwnuanstoyaluguuuunsmlfaguil 4-2 iielkiresionisnudeya

A5 4-3 Anaferesdnsidunisidau CPU vesgunsalilarldanu

wazgunsalilagliuinis WenIesUanenvegnisluaieiy

Aaagvassnsdrunsideu CPU LﬁaLﬂ'%laqtlme;meagima“lwm’%mﬁm (308a2)
- ) FUIULATDY nszuluNIsWasuane
Yunaunsal .
: anvng 4ard 4over6 lwdoveré6 elwdover6
512 13.55 14.34 16.93 13.52
v ” 1,024 26.90 27.69 45.96 26.84
aunsalfledlgau
! “ 1,536 39.25 41.39 60.28 39.20
2,014 5277 54.62 70.27 52.37
512 0.20 0.20 19.22 0.77
v o - 1,024 0.20 0.20 50.80 0.98
aunsallenluS NS
! “ 1,536 0.20 0.20 61.77 1.21
2,014 0.20 0.20 68.34 1.43
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CPU Uillization at Customer Edge CPU Utillization at Provider Relay
80 0
——ird el 1]

0 PP R e o

Gl b= 17 borvers - e | A BT
:—,‘F: elwdovernt &= S elwdovers
s £ i
s g 40
= A0 n
~ -1
= =R
= 30 El
& 20 &

10 10

0 L ——— = -

512 1024 1536 2048 512 1024 1536 2048
Clieni Client

(@) (b)
4-2 AadevesgnTdIunslde CPU vasgunsalileldnu (a)

a

SUN
Y

wazgUnsalilegliuinis (b) leinsesuaensegagluiaiedne

1N3UR 42 Anadsvesdnadunslden CPU vosnszuIumsasude
uiaznszUIuNsuUseanidu 2 dunuiinvesgunssl IHun Aedsvesdndiunisldny
CPU wosgunsalileflfnuisuansdssud 4-2 ) uazAadovasdnsrdiunisldau crU i
fduimstauansdeguil 42 (b)  nszvaumsiifldedevesdnsdiunisldan CPU v
gunsaiilaldausiigade elwdovers wadwsilnsesaunfe drd, doveré uaz lwdovers
MINAGU  elwdover6 uar dover6 ANIUNITUUU stateful Wuiediu wa elwdover6 14
nalumsUszananatiosniniesann elwdovers Y1gs¥nwiteyaglusddoasianiziing
Foustowiniu lildvrgsinndeyaglusddomsiomamiiousu dovers  Tumanduiu drd
Faiimsidumsuuy stateless ndviianadovessnsdrunisldau CPU gsndn elwdovers
Antlen flasanianlunisuszinanares elwdovers Wiintiumusiuiuvesglusddeans lu
N3 elwlovers flglusddoansiisuauliunn elwdovers azgapdonailunisusyanana
deadndeswity  eglsfiniugeiiinaulafigndie waovers Fadunszurunisannsn
sryglisddeansuaonlinndafign szivunglusddeasuargmanedludgunsal
Hefliudnisnduiiaiadevesdnsdiunsldau CPU gean lesnAedsvessnidiu
msldeu cPU ladldfutuanmsussinanavosnszuiunswasudefiosogiaien u
dfintuainnsUssnauiinfnfidsdoinusunesdndis  demginisduiunisves
Wwiovers flandensduiiniinlusgunsalilsfliuinisneuans  ufinifinves wdovers
Jegndsderituisimesiruiusndmaligunsalilegldauiidadevessnsdiunisldam
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Abstract—Exhaustion of IPv4 address space is highly aware
for most internet players, not only Internet Service Providers
(ISPs), but also Telco and Content Providers. A number of
IPv4/IPv6 migration/transition tools and mechanisms have been
proposed, deployed/implemented world-wide. To make IPv4
networks be able to connect to IPv6 world, 4over6, DS-lite, and
4rd seems to be the most attractive solution according to their
features and functions benefits. Beside such benefits, in this
paper, we investigate their performance in terms of delay time,
and reliability in both inter and intra-communications.
Comparison results and analysis of these 3 solutions will be given.
We conclude that these figures will provide the factors of
scalability and quality-of-service (QoS).

Keywords—IPv6, DS-Lite, 40ver6, 4rd, IPv4/IPv6 transition

L.

Exhaustion of IPv4 address space is now highly aware by
all the Internet players. At least two regional regions; Asia and
Europe, have run of IPv4 addresses, while the rest are
following (except Africa Region). A number of transitions and
migrations tools and mechanisms have been proposed and
implemented, e.g. transitions done by IETF [1]. Most of them
have pros and cons depending on their usage proposes. The
most limited factor on IPv4 and IPv6 transition is the IPv6
incompatible with IPv4.

INTRODUCTION

Demanding of transition mechanisms will go on from now
until the changing from IPv4 to IPv6 completed. The changing
state can be divided into 3 phases as follows: Phase I, IPv6 is
an island in IPv4 ocean, where IPv4 still dominates on the
global networking. Phase II, after some years later, IPv4
become an island while IPv6 will be ocean. This means that in
this stage, IPv6 is much bigger than IPv4. The final phase,
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Songkla, Thailand
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Phase III, most of networks are in IPv6 native. Today, a few
percentage of IPv6 traffic has been seen, e.g. 2% of IPv6 traffic
seen by Google. We expect that within next 3-5 years, IPv6
traffic will increase to between 30-50%. So, we do need some
solutions to work on for next 3-5 years. This means that we
will keep IPv4 networks running on IPv6 networks where IPv4
is a small portion of the global network. Recently, some well-
known mechanisms are considered to be the solutions; they
are: 4over6 [2], DS-lite [3] and 4rd [4]. Most technical papers
proposed and investigated there features and functions. In this
paper, we investigate transitions mechanism using “Tunneling
Technique”, which is deployed in [2], [3], and [4]. We will
present simulation results on performance of such transition
mechanism in terms of processing delay/overhead, and
reliability. These performance considered will affect their
scalability and quality of service (QoS).

This paper is organised as follows: In section 2, transition
mechanism of [Pv4-in-IPv6 tunneling will be given. Simulation
scenarios are described in Section 3. Simulation results,
comparisons and analysis are presented in Section 4. We
conclude our paper in the last section.

II.

In the beginning of transition development, tunneling
technique was intended to extend IPv6 connectivity through
IPv4 backbone network. This means that IPv6 networks were
both ends. Later, however, this technique then is designed to
support IPv4 networks at both ends while IPv6 is a backbone
network. Some improvements have been developed. By using
this mechanism, all IPv6 hosts can connect to IPv4 destination
hosts, and IPv4 addresses can be allocated effectively [5],[6].

IPv4-IN-IPV6 TUNNELING TRANSITION

d4overé Routing Table
[1Pv4 Prefix
202.1.11.0/24 2001:DB8::B

IPv6 Advertising Address]

[IPv4 Prefix

202.1.10.0/24 2001:DBB:1::A

4overt Routing Table
IPv6 Advertising Address]

PE 2 Info |
2001:DB8:1::A |

PE IPv6 |
IPv4 Prefix 202.1.10.0/24 |

IPv4 Server

202.1.11.11

/ PE1linfo
IPvb 2001:DB8:B

IPva Prefix 202.1.11.0/24

e IPv6 Packet
IPv4 Packet

IPv4-in-IPv6 Packet

Fig. 1. The IPv4 connectivity establishment using 4over6.
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A. 4overé

4over6 is one of the IPv4-in-IPv6 tunneling mechanisms,
which is taken to further develop in order to apply in various
networks [7],[8],[9],[10]. The 4over6 is taken into account for
a consideration of its flexibility in deployment. IPv4 and IPv6
addresses in the mechanism are not necessarily correlated.
Moreover, if the IPv4 address or IPv6 address prefix in end
nodes are changed, it does not affect the tunnel-endpoint
specification. Therefore, the most advantage of 4over6
deployment is it keeps the existing network without any
changes.

In this mechanism, communication tunnel is created
between provider's gateways which are so called “Provider
Edge (PE)”. In the tunnel-endpoint specification of PE, it uses
2 information types which consist of IPv4 prefix and IPv6
address. It is similar to the information of general routing table.
However, if Next Hop is a different IP version using its
original IP address, PE will encapsulate IPv4 packet into [Pv6
packet and specify tunnel-endpoint with the PE's IPv6 address
of the destination network. To update 4over6 routing table,
4over6 adds new extension of Multiprotocol Extensions for
BGP (MP-BGP) which is designed to carry routing information
for multiple network layer protocols. A sample of IPv4
connectivity establishment using 4over6 is shown in Fig. 1.

B. Dual Stack lite

Dual-Stack lite or DS-lite, is another mechanism of IPv4-
in-IPv6 tunneling transition. The tunnel is built to connect
between customer's gateway and provider's equipment through
the service provider's network. The customer's gateway is
called Basic Bridging BroadBand (B4) and the provider's
equipment is called Address Family Transition Router (AFTR).

When B4 encapsulates the IPv4 packet and send it to the
AFTR, AFTR then de-encapsulates to retrieve IPv4 packet.
IPv4 address of the packet is private IPv4 address. It must
perform NAT before sent to it to the Internet. Nevertheless, the
NAT operation of DS-lite cannot perform by only using
information of IPv4 source address + port and outside IPv4
source address + port because DS-lite, can allocate any private
IPv4 addresses independently. The private [Pv4 address of each
customer may be overlap and cannot trackback to the right
IPv4 address. Therefore, the NAT operation of DS-lite requires
a recording of additional information which is the B4's IPv6
addresses of customer, for identify each private IPv4 address.
The IPv4 connectivity establishment by using DS-lite is shown
in Fig. 2.

C. 4rd 102

4rd is automatic tunnel mechanism in order to distribute the
remaining IPv4 addresses to the customer's network through
IPv6 network. Customer's network obtains IPv4 addresses to
complete Dual Stack transition. 4rd is designed for using to the
remain IPv4 addresses which each ranges of remaining IPv4
address may not be equal and continuous hence it is support
more than one rule in 4rd domain. Each rule is mapped
between the remaining IPv4 addresses and IPv6 addresses
appropriately. This technique can allocate the ranges of
remaining IPv4 addresses effectively and can be used with
difference formats of IPv4 address, such as public IPv4 prefix
(IPv4 subnet), public IPv4 address, shared public IPv4 with
port-set, private IPv4 address and no IPv4 address by NAT64+.
The IPv4 connectivity establishment using 4rd is shown in
Fig. 3.

4rd deployment can be classified by NAT format into 2
scenarios which are 4rd:NAT Distribution and 4rd:NAT
Centralization. For 4rd:NAT Distribution, it provides the public
IPv4 address for each Customer Edge (CE) directly. CE also
supports NAT44 for translating IPv4 packet before
encapsulating into IPv6 packet, and sent to the Border Relay
(BR). A number of users within the network can support
depends on ability of NAT performance and management on
the CE. The limitation of this scenario will occur when increase
amount CEs because the public IPv4 address on each CE must
be re-allocated. In this case, 4rd is deployed by including
public IPv4 prefix (IPv4 subnet), public IPv4 address, and
shared public IPv4 with port-set. For 4rd:NAT Centralization,
it does not provides the public IPv4 address for each Customer
Edge (CE). BR also supports NAT44 for translating IPv4
packet. A tunnel is established as 4rd:NAT Distribution
scenario. It just changes all 4rd rules of public IPv4 address to
private IPv4 address. In this scenario, public IPv4 address is
assigned to only one equipment on provider network. When a
number of Customer's network increase, old Customer's
network are not affected, and it does not require to re-allocate
public IPv4 address as 4rd:NAT Distribution. In this case, 4rd
deployment uses private IPv4 address.

III.  SIMULATION SCENARIOS

Our simulation was performed by using OPNET. In our
simulation scenarios, we have native IPv6 links between 4
routers on backbone network. Four transition scenarios are
used: 4over6, DS-lite, 4rd:NAT Centralization, and 4rd:NAT

DS-lite NAT Table
Softwire-1D/ Private IPvd/ Prot/ Port Public IPv4/ Prot/ Port
2001:DB8:1::8/10.1.1.11/TCP/10000 201.1.10.10/TCP/5000

B4IPv6  2001:DB8:1:B
AFTR IPv6 2001:DB8::A

1Pv4 Server

Dual Stack

|
| AFTR IPv6 2001:DB8::A
| NAT pool  202.1.10.10

AFTR Info

o IPve Packet

IPv4 Packet
= IPv&4-in-IPv6 Packet

Fig. 2. The IPv4 connectivity establishment using DS-lite.
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o=

CE Info

CB01:B0OB:CF46
CEIPv4 202.1.10.10
IPv4 Prefix 202.0.0.0/8
IPv6 Prefix 2001:0B8:F00::/40

ﬁ 2001:[)33::3%\./?3{\;5

BR IPv4
IPv4 Prefix 202.0.0.0/8
IPv6 Prefix 2001:DB8:F00::/40

203.1.11.11

2001:DB8::300:
CBO1:ADA:CF46

| e |PV6 Packet
203.1.10.10 |

|

i

@ 1Pv4 Packet
) IPva-in-IPv6 Packet

CEIPv6 2001:DB8:FO1:ADA:
300:CAD1:ADA:BE3B

Fig. 3. The IPv4 connectivity establishment using 4rd.

Distribution. Each router provides to support all IPv4-in-IPv6
tunneling transitions by modify IP routing process in IP
module. The routers connect together and connect with 3 sub-
networks: student subnet, teacher subnet and local server. The
application profiles of student and teacher subnets are FTP,
HTTP, E-mail and Remote Login. A simulation scenario is
shown in Fig. 4.

The following performance parameters are used in our
simulations:
IP processing Information of Router

Processing scheme : Central Processing

Datagram Switching Rate : 500,000 packet/sec
Datagram Forwarding Rate : 50,000 packet/sec
Memory Size : 16 MB

TCP Parameter
Receive Buffer : 8760 bytes
Maximum ACK delay 1 0.2 sec
Maximum ACK segment 12
Slow-Start initial count (MSS) :2
Fast Retransmit : Enable
Fast Recovery : Reno
Duplicate ACK threshold 13
Initial RTO :3.0 sec
Minimum RTO 1 1.0 sec
Maximum RTO 1 64.0 sec

Fig. 4. The simulation scenario.
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Iv.

In this section, we will present the simulation results by
comparing all 4 transition scenarios. We investigate on
performance and reliability in both inter-communication and
intra-communication and then we analyze the complexity in the
last issue.

SIMULATION RESULTS AND ANALYSIS

A. Result on Performance

Performance analysis of IPv4-in-IPv6 tunneling transition
focus on the time for establishing a communication tunnel. We
divided the test into 2 communication types: Inter-
communication and Intra-communication.

1) Inter-communication: Fig. 5(a) shows processing delay
on equipment for establishing a communication tunnel. The
equipment, which establishes the communication tunnel for all
traffic transition on customer’s network, is called Customer
Edge (CE). The -equipment, which establishes the
communication tunnel on provider’s network, is called
Provider Relay (PR). In this result, the transition which has the
highest processing delay on CE is 4over6 because CE of
4over6 must performs NAT and stateful tunneling by using
special routing table. The transition which has lower
processing delay is 4rd:NAT Distribution. Although 4rd:NAT
Distribution performs NAT as 4over6, but the tunnel-endpoint
specification of 4rd:NAT Distribution is stateless. For
4rd:NAT Centralization, the tunnel-endpoint specification is
also stateless and does not perform NAT on CE. So, 4rd:NAT
Centralization has less processing delay than the CE 4rd:NAT
Distribution slightly. Transition which has lowest processing
delay is DS-lite because it does not perform NAT and tunnel-
endpoint on CE of DS-lite always pre-specify to PR. It also
does not waste the time for tunnel-endpoint specification.

Fig. 5(b) shows a trend of processing delays of each
transition technique. We can see that processing delays are
variation because they are the summation of the queue delay
and service time. If the packets in queue increase, processing
delay also increases. Transition which has the highest
processing delay is 4over6. Although, it does not perform
NAT on PR, but it specify the tunnel-endpoint by using
special routing table which is still time-consuming. Transition
which has lower processing delay is DS-lite because
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Fig. 5. Processing delay of inter-communication (a) at Customer Edge (b) at Provider Relay.

DS-lite uses the special NAT table for performed NAT and
specified tunnel-endpoint simultaneously. Transitions which
have the lowest processing delay are 4rd:NAT Distrubution
and 4rd:NAT Centralization because the tunnel-endpoint
specification of 4rd is stateless. However, with carefully
analysis, we found that at the beginning of the simulation, all
hosts in the network have high transmission rates. 4rd:NAT
Centralization which perform NAT on PR has a higher
Processing delay. Later, if host has high TCP delay, host will
decrease the transmission rate as soon as TCP delay increase.
Queue size of the other transitions, except 4rd:NAT
Distribution also decrease rapidly. Therefore, Processing delay
of 4rd:NAT Centralization is less than 4rd:NAT Distribution
slightly, as shown in Fig. 5(b).

In Fig. 6, FTP Download Response Time illustrates delay
on a real application in the network. The result of FTP
Download Response Time is consistent with the processing
delay on PR because processing delay on PR is the highest
delay when compared with other delays.

2) Intra-communication: From the result shown in Fig. 7
(a), Processing delay on CE of intra-communication is similar

to processing delay on CE of inter-communication as shown
Fig. 5(a). A different result is processing delay of 4over6
because in this communication type, the destination locates
within same transition domain. 4over6 does not search for
specified tunnel-endpoint in the routing table until the last
record. Therefore, processing delay of 4over6 has decrease.

In Fig. 7(b), 4over6 and 4rd (in both NAT distribution and
NAT centralization) have a processing delay on PR similar to
Native IPv4 because it can specify tunnel-endpoint to CE of
destination network directly, unlike the DS-lite that necessary
to send packet to the PR first. Therefore, DS-lite has the
highest processing delay on PR.

In Fig. 8, transition which has the highest FTP Download
Response Time is DS-lite because it cannot send packets to
the destination network directly. It always sends packets to PR
to perform NAT first. Whereas, FTP Download Response
Time of 4rd:NAT Distribution, 4over6 and 4rd:NAT
Centralization are less delay respectively. The results of 3
transitions have slightly difference and consistent with the
processing delay on CE as shown in Fig. 7(a).
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Fig. 6. FTP Download Response Time of inter-communication.

Fig. 8. FTP Download Response Time of intra-communication.
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Fig. 7. Processing delay of intra-communication (a) at Customer Edge (b) at Provider Relay.

B. Result on Reliability

Reliability is the most important factor for transition
selection criterions. We use a number of retransmission data to
measure reliability, and provide analysis trend of
retransmission when network has customers growing. We
provide 5 sub-scenarios of each transition by using percentage
of customer's required per available port. The retransmission
results of each transition are shown below:

1) Inter-communication: In Fig. 9, when the network has
small percentage of customer's required port per available
port, the retransmission of each transition is slightly different.
When, the network has a large percentage of customer's
required port per available port, it illustrates a distinction
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Fig. 9. Number of retransmission for inter-communication of each
transition when network has customers increasingly.

clearly. Transition that has the lowest number of
retransmission is 4rd:NAT Centralization, DS-lite, 4over6 and
4rd:NAT Distribution respectively. 4rd:NAT Centralization
and DS-lite have lower number of retransmission because they
are NAT centralization mechanism. So, port utilisation is
higher than other transition mechanisms. When comparing
between 4rd:NAT Centralization and DS-lite, DS-lite has
higher retransmission than 4rd:NAT Centralization because
port allocation process of DS-lite has more complexity.
Whereas, 4rd:NAT Distribution has the highest number of
retransmission because it is NAT distribution mechanism, and
gives very low End-to-End delay. Retransmission time is also
low as well.
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Fig. 10. Number of retransmission for intra-communication of each
transition when network has customers increasingly.
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2) Intra-communication: In Fig. 10, number of
retransmissions for intra-connection of each transition are
significantly difference. 4rd:NAT Centralization rarely
retransmit because it contacts within transition domain by
using private IPv4 address directly. On the contrary, 4over6
and 4rd:NAT Centralization have higher number of
retransmissions. Since, they are NAT distribution. Whereas,
DS-lite has highest number of retransmissions because it must
send packets to the PR first. It also causes bottleneck problem
on PR.

C. complexity

The operation of each transition is not similarity. They also
have a different complexity. When the transitions have a more
complexity, the compatibility of transition is decrease. For
4over6, 4over6 perform the tunnel-endpoint specification with
the special routing table, which use both IPv4 and IPv6
information together. The new MP-BGP extension is designed
to be used for exchange the information of special routing
table. 4over6 can update the special routing table quickly when
network topology changes. However 4over6 require the routing
information exchange regularly. The CE and PR equipment in
4over6 must be improved to support the tunnel-endpoint
specification with the special routing table and support the new
extension of the MP-BGP. Therefore, 4over6 has high
complexity and low compatibility. For 4rd, 4rd perform the
tunnel-endpoint specification with 4rd rule. 4rd rule is the
translation rule between IPv4 address and IPv6 address, which
translate the IPv6 address of the destination tunnel-endpoint
immediately by using only IPv4 address and 4rd rule. CE
equipment can obtain the 4rd rule information through pre-
configuration or DHCPv6. So, the minimum function of PR
and CE equipment in 4rd is the tunnel-endpoint specification
by 4rd rule and then both PR and CE equipment must be
assigned IPv4 address and IPv6 address in accordance with the
4rd rule strictly. Accordingly, 4rd has high complexity and low
compatibility. For DS-lite, DS-lite is only transition that is
incompatible with mesh connectivity. DS-lite also has low
effective in intra-communication. However, the incompatibility
of mesh connectivity has the advantage because CE equipment
require only one static tunnel-endpoint to PR equipment. DS-
lite also has high compatibility. The tunnel-endpoint to CE
equipment is recoded by PR equipment. PR uses the special
NAT table to recode both NAT session and CE destination
simultaneously. Therefore, if CE already supports static [Pv4-
in-IPv6 Tunneling, ISP can improve only PR equipment in
order to provide DS-lite transition.

V.

In this paper, we present an investigation of performance
evaluation of IPv4-in-IPv6 tunneling techniques. Four
transition scenarios have been evaluated: 4over6, DS-lite,
4rd:NAT Centralization, and 4rd:NAT Distribution. Two issues

CONCLUSIONS

are investigated: performance, and reliability, in both
communication types: Inter-communication and Intra-
communication.
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Each transition mechanism has different pros and cons,
need to understand their features and functions clearly in order
to select the transition to serve on their network appropriately.
This paper provides a focus on performance evaluation of such
transition mechanism.

In our simulation results, we have found that 4rd:NAT
Centralization has the high performance and high reliability. In
addition, it has no limitation for communication types.
However, it lacks of flexibility in IP address allocation.
Moreover, private IPv4 address may not be sufficient, if a
network requires to serve a large number of customers. As a
result this transition mechanism may be deployed in a small
network. For 4rd:NAT Distribution, it gives a high
performance and relatively high reliability. It also has no
limitation about communication types. However, it lacks of
flexibility in IP address allocation similar to 4rd:NAT
Centralization. Nevertheless, the inflexibility and new tunnel-
endpoint specification of 4rd cause high complexity and low
compatibility.

On the other hand, 4over6 has relatively high reliability and
also has a high flexibility in IP address allocation. Moreover, it
has no limitation of communication types but it has lower
performance compared to other transition mechanisms.
However, 4over6 require new MB-BGP extension and new
tunnel-endpoint specification. It also has high complexity and
low compatibility.

Whereas, DS-lite has high flexibility but it has relatively
high performance and reliability only on inter-communication.
For intra-communication, The DS-lite has low performance
and low reliability because it cannot communicate to
destination within same transition domain directly. However,
the static tunneling of CE in DS-lite causes low complexity and
high compatibility.
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Abstract—From global Internet information, IPv6 traffic
grows slowly. A large portion of service providers are still
using IPv4 even IPv6 co-exists with IPv4 for long time.
However, IPv6 traffic are gradually growing especially most of
network backbone sides. This paper proposes an enhancement
mechanism of IPv4-in-IPv6 which supports IPv6 natively and
provides IPv4 connectivity by using IPv4-in-IPv6 tunneling, so
called “Lightweight 4over6 (Iw4over6)”. The performance
metrics used in this evaluation are: system throughput and
packet dropped. Based on our computer simulation results,
when the system has a mix of intra and inter-communications,
we have found that; with light traffic load, the proposed
method performs better than Iw4over6 and 4over6 slightly.
However, with more heavy traffic load the proposed method
gives higher performance than lw4overo6 significantly.

Keywords-IPv6; IPv4-over-IPv6; lwdover6; IPv6 migration

L INTRODUCTION

The demand for IPv4 slightly reduced even IANA runs
out of IPv4 address space. Demonstrated by percentages of
IPv6 traffic per the all traffic in the last year [1], it increased
doubly from 1.18% to 2.80%. The IPv6 traffic also increase
only 1.68% in this year. When we analyze the adoption of
IPv6 traffic in each country, there are some countries that
have increased the IPv6 traffic explicitly, most are in EU and
US. Moreover, the analysts believe that IPv4 and IPv6 co-
exist for a long time [2]. There are 2 main reasons. The first
is as IPv4 and IPv6 can operate over shared network by
using transition. The other is as re-using IPv4 addresses is
still widely deployed. Therefore, changing from IPv4 to IPv6
does not cutoff immediately.

Our previous work analysed the performance of
IPv4/IPv6 transitions by using network simulation models
[3]. Those IPv4-in-IPv6 tunneling transitions were 4rd, Dual
Stack lite and 4over6. The simulation results demonstrated
that 4rd has the highest performance of IPv4 connectivity
both inter-communication and intra-communication, but it
still lacks of flexibility in IP address allocation. Since 4rd
performs stateless operation, IPv4 and IPv6 address must be
allocated based on 4rd rules strictly. If 4rd's network
reallocate either IPv4 or IPv6 address, it will affect the
allocation of another IP version immediately. The secondary
of analysed transition is 4over6. Performance of 4over6 less
than 4rd because 4over6 performs stateful operation. 4over6
update the IPv4 and IPv6 over MP-BGP. The advantage of
tunnel-endpoint maintenance by using routing protocol is
always current information that is not affected by changing
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of IPv4 or IPv6 address. However 4over6 cannot share
public IPv4 address between multiple customer networks
because 4over6 cannot route single IPv4 address to multiple
destination. This cause may affect IPv4 address shortage for
expanded network in the future. The last one is DS-lite. DS-
lite performs stateful operation as 4over6. But tunnel-
endpoint maintenance of DS-lite relies on special NAT table
which records both the IPv6 address of tunnel-endpoint and
NAT parameters concurrently. When NAT equipment of
providers that support DS-lite operation receive the
encapsulated packet from customer gateway, it decapsulates
and records NAT parameters and IPv6 addresses of customer
gateway before forwarding the inside packet to destination.
Therefore, when the network has higher intra-
communication, performance of DS-lite is likely to decrease.

The results of previous papers demonstrated the
advantages and limitations of each transition technique.
Transition that can provide both IPv4 and IPv6 in long-term
should has the following features: 1) facilitate the ISP core
network to support IPv6 natively, 2) allocate IPv4 and IPv6
address independently, 3) share IPv4 address with restrict
port-set dynamically and 4) support mesh IPv4 connectivity.

The rest of this paper is organised as follows: Section II
will describe IPv4-in-IPv6 mechanisms used in this paper.
Section III will give our proposed solution, how it works.
Next, all simulation scenarios will be described. In section V,
the simulation results and analysis will be discussed with
comparison between our proposed solution and others. We
conclude our paper in the last section.

II. TRANSITION MECHANISMS

A. 4over6

4over6 is one of I[Pv4-in-IPv6 tunneling. Tunnel-endpoint
information is updated automatically by IPv4 and IPv6
information exchange via routing protocols [4],[5]. When
IPv4 or IPv6 address changes, 4over6 can update tunnel-
endpoint information properly after updating routing
information. 4over6 apply Multiprotocol Extensions for BGP
(MP-BGP) to exchange the routing information. Routing
information of tunnel-endpoint consist of destination IPv4
prefix and Next Hop's IPv6 address. Equipment that supports
IPv4-in-IPv6 tunneling in 4over6 is called "Provider Edge
(PE)". When PE receives IPv4 packet that toward the
destination IPv4 prefix in tunnel-endpoint information, the
IPv4 packet is encapsulated into an IPv6 packet and specify
the IPv6 destination depending on the Next Hop’s IPv6
address.

@con‘%EEuter
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B. Lightweight 4over6

Lightweight 4over6 or Iw4over6 is developed as
extension of DS-lite [6]. The Iw4over6 is designed to reduce
the impact of NAT centralization in DS-lite. The Iw4over6
distributes public IPv4 address and port set to the customer's
network. NAT operation of Iw4over6 also is distributed to
the gateway of customer's network. Name of lw4over6
equipment is similar to the DS-lite equipment. So, the
customer's gateway is called Lightweight Basic Bridging
BroadBand (IwB4) and the provider's equipment is called
Lightweight Address Family Transition Router (IWAFTR).

To support NAT distribution, IWAFTR of Iw4over6
maintains only 3 information types such as public IPv4
address, port-set and lwB4's IPv6 address. On the other hand,
IwB4 requires addition information not only IWAFTR’s IPv6
address but also public IPv4 address and port-set in order to
perform NAT functions. To allocate public IPv4 address and
port-set, IWAFTR does not allocate public IPv4 address
directly. The lw4over6 defines DHCP 406 server to serve
this allocation particularly [7],[8],[9]. Therefore, IWAFTR
must track all public IPv4 addresses and port-set which
DHCP 406 server allocates to lwB4.

II1.

Base on consideration results of exist transitions and
features of long-term support transition, major features of
long-term support transition is similar to the lw4over6
features. Since Iw4over6 provides native IPv6 connectivity,
it can allocate IPv4 and IPv6 addresses independently and
support share public IPv4 address with restrict port-set
dynamically. Lack feature of Iw4over6 is mesh IPv4
connectivity. Consequently, this paper proposes enhance-
ment of Iwdover6 that is improved to support mesh IPv4
connectivity in order to increase performance of IPv4.

PROPOSED METHOD

A. Implementation

Proposed method applies DHCPv4 over DHCPv6 which
defines for exchange IPv4 information between lwB4 and
DHCP 406 server in lw4over6 to exchange tunnel-endpoint
information. The exchanged tunnel-endpoint information
includes public IPv4 address, port-set and lwB4's IPv6
address. IPv4 connectivity establishment of proposed method
is shown in Fig. 1.
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To query tunnel-endpoint information, IwB4 source just
knows only public IPv4 address and port of the destination.
So, the appropriate queried method is DHCPv4 leasequery
because it is designed to query the required information
between DHCPv4 Relay and DHCPv4 Server by using IPv4
address or MAC address [10],[11]. The queried method in
failover system of Iw4over6 is also planned to use DHCPv4
leasequery. Although, the failover system does not specify
the details [12]. DHCPv4 leasequery supports query method
by IPv4 address only, port excluded. Therefore, proposed
method has been defined DHCPv4 message and option to
support new DHCPv4 leasequery and addition information.

The DHCPv4 Leasequery message in proposed method
has been defined to query by IPv4 address and port that is
applied from query by IPv4 address. New DHCPv4
leasequery message defines the query format of IPv4 address
and port as the htype field must be set to 0, the hlen field
must be set to 2 (size of port), the 2 bytes at the beginning of
chaddr fiend is the port value and the remaining bytes must
be set to 0 (padding), the ciaddr field must set to the required
IPv4 address and Client-identifier option must not set.

The query by the IPv4 address and port is divided into
two query types: specific query and all query. For specific
query, IPv4 address and port is set as IPv4 address and port
of the required host. The returned information is only the
information of the specified host. For all query, IPv4 address
and port is set to 0. The returned information is recorded by
the replied DHCP server. All query is designed for failover
system to recover all the information at once.

The information of IwB4 identity and required tunnel-
endpoint which are called “lw4over6 ID” and “lw4over6
_lwB4_Information” respectively are exchanged by sub-
option of the DHCPv4 Relay Agent Information option
(option 82). The lw4over6 ID sub-option is used to specify
identity of IwB4 requester. Information inside sub-option
Iw4over6_ID consists of IwB4’s IPv4 address, IPv4 port-set
and lwB4’s IPv6 address. Iw4over6 lwB4 Information sub-
option is used to reply the information of requested 1wB4
from DHCP 406 Server to IwB4. Information inside
Iw4over6_lwB4 Information is similar to Iw4over6 ID that
consists of IwB4’s IPv4 address, IPv4 port-set, IwB4’s IPv6
address and lease time.
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The IPv4 connectivity establishment of proposed method.
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Moreover, proposed method required Bypass Scope
information that can communicate to destination network
directly. Proposed method defines new DHCPv4 option
ADDRESS POOL to declare the Bypass Scope. The Option-
value of BYPASS SCOPE is IPv4 address pools which
consist of the couple of start IPv4 address and end IPv4
address. The option-len also is equal to multiple of 8 bytes.

B. The IwB4 Behaviour

The 1wB4 in proposed method has more the additional
operations than IwB4 in lw4over6. Since, IwB4 in proposed
method requires to maintain tunnel-endpoint information in
order to communication with destination network directly.
New lwB4 behaviour is detail in the following.

Main behaviour of IwB4 in proposed method divided into
two events which are IPv4-in-IPv6 packet reception and
IPv4 packet reception. When the IwB4 receives an IPv4-in-
IPv6 packet from the IWAFTR, the validation is divided into
two stages: source address validation and destination address
validation. In source address validation, If IPv6 source
address is equal to IWAFTR’s IPv6. The packet will step into
the destination address validation. If the IPv6 source address
is not equal to IWAFTR’s IPv6, the packet may be send by
lwB4 which perform Bypass Iw4over6 Process. Then, the
packet must be verified the IPv4 source address. If IPv4
source address is in Bypass Scope, the packet will step into
the destination address validation. In the other hand, if IPv4
source address is not in Bypass Scope, the packer must be
drop silently. In destination address validation, if IPv4
destination address and port match 1lwB4’s IPv4 address and
port. Then, the packet is performed NAPT44 translation on
the destination address and port, based on the available
information in its local NAPT44 table and forward to the
IPv4 destination. However, If IPv4 destination address and
port do not match. Then, the packet must be dropped. An
ICMPvVG6 error message (type 1 code 1 - communication with
destination administratively prohibited) is sent back to the
IwAFTR.

When the IwB4 receives such an IPv4 packet, it performs
NAPT44 function on the source address and port by using
public IPv4 address and a port number from the allocated
port-set. Then, if the IPv4 destination and port is not in
Bypass Scope, it encapsulates the packet with an [Pv6 header
and forwards the encapsulated packet to the configured
IwAFTR. If the IPv4 destination is in Bypass Scope, the
IPv4 destination and port must be checked with Bypass
Iwdover6 Table. If the IPv4 destination and port matches to a
single entry, the lwB4 forwards the encapsulated packet to
the IwB4's IPv6 address of the matched entry. If no match is
found, the IwB4 must forwards the encapsulated packet to
the configured IWAFTR and then the IPv4 destination and
port must be checked with Requested Destination Table. If
match is found (the IPv4 destination and port is already
requested for bypass tunnel), the IwB4 do nothing. If no
match is found, the IwB4 must query the information of
destination tunnel-endpoint and add IPv4 destination address
and port into Requested Destination Table.
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C. The lwB4 Information

Creating of direct tunnel in proposed method, lwB4
requires additional information more than ordinary lw4over6
information: IPv6 address of IWAFTR, public IPv4 address
of lwB4 and IPv4 port-set. Additional information of lwB4
in proposed method are three types such as Bypass Scope,
Bypass Iw4over6 Table and Requested Destination Table.
Bypass Iwdover6 Table is used to record the requested
tunnel-endpoint information as tunnel-endpoint information
of IWAFTR. Requested Destination Table is used to record
IPv4 address and port of destination which is already
requested the tunnel-endpoint information.

IV. SIMULATION SCENARIOS

Simulation scenarios are based on Thai UniNet's network
which aims to provide internet service for educational
agencies in Thailand. The simulation network has 11 sub-
networks. Each sub-network consists of one ISP gateway
network, 8 customer networks and 2 ISP core networks.
Gateway of each subnet connects with each other by using
IPv6 only. Except for provider relay in ISP gateway network
and customer edge in customer network, they support IPv4
connectivity that are provided through the transition.
Comparative transitions include 4over6, Ilw4over6 and
proposed method that are compared in Table I. In addition,
applications in this test are HTTP and FTP which has the
TCP parameters, as TCP Reno and fast retransmit.

V. SIMULATION RESULTS AND ANALYSIS

In this section, we compare all 3 transitions, to
investigate in terms of transmission success rate and traffic
dropped. Each transition is simulated in 5 sub-scenarios by
varying the intra-communication rate and the inter-
communication rate. The 5 sub-scenarios consist of Intra-
communication 0%, 25%, 50%, 75% and 100% (Intra-
communication 25% means that 25% of destinations locate
inside ISP network and 75% of destinations locate outside
ISP network).

A. Transmission Success Rate

Fig. 2 shows the transmission success rate that is
calculated by the throughput per transmitted traffic (excludes
retransmission and header). The highest transmission

TABLE I. COMPARISON OF TUNNELING MECHANISM

I IPv4-in-IPv6 tunneling mechanism
ssues 4over6 Iwdover6 Proposed method
mechanism | stateful transition | stateful transition | stateful transition
and stateful NAT | and stateful NAT | and stateful NAT
on customer on customer on customer
network network network
IPv4 address public IPv4 public IPv4 address | public IPv4 address
allocation address with port set with port set
tunnel- specify tunnel- specify static specify tunnel-
endpoint endpoint depend tunnel-endpoint endpoint depend
specification| on 4over6 routing to IWAFTR on Bypass
table Iw4over6 Table
connectivity mesh model hub and spoke mesh model
model model
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Figure 2. Transmission success rate.

success rate is proposed method, followed by 4over6 and
Iw4over6 respectively. While intra-communication rate
decrease, transmission success rate in proposed method,
Iw4over6 and 4over6 have slightly different. Even if intra-
communication rate increase, transmission success rate in
each transition have different significantly. Proposed
method and 4over6 have higher transmission success rate
than lw4over6 because both transitions support mesh IPv4
connectivity. Proposed method has highest transmission
success rate, since it maintains only tunnel-endpoints that
already communicate to destination network. Contrast with
4over6, it maintain all tunnel-endpoints. Therefore,
proposed method has lower amount of tunnel-endpoint than
4over6.

B.  Traffic dropped

Traffic dropped is shown in Fig. 3. Transition that has the
increasing trend of traffic dropped is lw4over6 because
Iw4over6 does not support mesh IPv4 connectivity. When
the intra-communication increase, lw4over6 is affected by
the increasing IPv4-in-IPv6 traffic that is sent from customer
edge to provider relay before forwarded to destination. In
contrast, the traffic dropped of remaining transitions are
likely to decrease. Since traffic of proposed method and
4over6 can be directly sent to the destination network
without provider relay of ISP. Path of traffic in both
transitions is less and appropriate. The highest traffic
dropped is lwdover6 followed by propose method and
4over6, respectively. The Iw4over6 has the highest traffic
dropped because it always sends traffic to provider relay
first. Traffics in main path to central are the more density.
While traffic dropped of 4over6 less than the proposed
method slightly because proposed method has throughput
more than 4over6.

VI. CONCLUSIONS

This paper proposes the enhancement of lw4over6 to
support mesh IPv4 connectivity by using DHCPv4
leasequery over DHCPv6. The IwB4 of the proposed method
is more complexity because the lwB4 is modified some
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Figure 3. Traffic dropped.

behaviours to support mesh feature. However, performance
of proposed method in pure inter-communication less than
Iw4over6 and 4over6 slightly. Nevertheless, when the system
has higher intra-communication, proposed method has higher
performance than lw4over6 significantly because it can
communicate to the customer network directly. Moreover,
proposed method has more performance than 4over6 slightly
because tunnel-endpoints of proposed method are queried
only tunnels that communicate to the required customer
network. Contrast with 4over6, it maintain all tunnel-
endpoints. Consequently, proposed method is the one of best
transition for the networks that focuses on the quality of IPv4
connectivity.
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Performance of Intra and Inter communications of
[Pv4-1n-IPv6 Tunneling Mechanisms
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Abstract—In order to reach the customers thoroughly,
internet contents need to support both IPv4 and IPv6. In this
case, ISPs should provide their customers with IPv4 and IPvé
access seriously until the IPv4 is disabled eventually. Each
transition solution needs to concern not only high working
performance but also network supporting in the future. This
paper investigates the performance of various transition
schemes; IPv4 Residual Deployment across IPv6-Service
networks (4rd), 4over6, Lightweight 4over6 (Iw4over6) and
Enhancement of Lightweight 4over6 (elw4over6). Computer
simulations are divided into two scenarios: intranet (intra-
communication) and internet (inter-communication) based on the
following performance metrics: CPU utilization, HTTP traffic
received, HTTP traffic lost and HTTP object response time. We
have found that elw4over6 is the best one for the networks that
require flexibility of IP address allocation and providing good
quality of IPv4 connectivity.

Keywords—IPv6; IPv4-over-IPv6; Iwdover6; IPv6 migration

1. INTRODUCTION

The adoption of IPv6 has increased at present globally.
However, IPv6 deploying in many countries does not increase
significantly. Internet contents still need to support both IPv4
and IPv6 to reach every group of people [1]. Another support
factor is that IPv4 and IPv6 address can operate over shared
network by using appropriate transition mechanism without
changing the existing topology. This will help deployment of
changing from IPv4 to IPv6 gradually.

Based on our previous work by comparing the performance
of [Pv4-in-IPv6 tunneling transitions [2], those transitions were
4rd, Dual Stack lite and 4over6. Results of such study have
been used to improve our proposed transition in order to obtain
the best one of transitions. The proposed transition is
developed from Lightweight 4over6 (Iw4over6). It is called
Enhancement of Lightweight 4over6 (elw4over6). So, this
paper compare the IPv4-in-IPv6 tunneling transition, including
4rd, 4over6, Iwdover6 and elw4over6 within 2 networks:
intranet and internet.

II.  TRANSITION MECHANISMS

A. IPv4 Residual Deployment across IPv6-Service networks

IPv4 Residual Deployment across IPv6-Service networks
(4rd) which is stateless transition, aim to distribute the
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remaining IPv4 addresses to the customer's network by using
[Pv4-in-IPv6 tunneling [3]. Stateless operation is performed
depending on 4rd rule. Thus, IPv6 address and IPv4 address
with port set must accord with 4rd rule strictly. Moreover, the
design of 4rd takes into account the remaining public IPv4
address of each network that may not be equal and continuous.
A 4rd domain may have multiple 4rd rules in order to cover all
IPv4 ranges. By using 4rd rules, 4rd supports the difference
formats of IPv4 addresses, such as public IPv4 prefix, public
IPv4 with port-set, private IPv4 and no IPv4 with NAT64+.

B. 4over6

4over6 is one of stateful transition applying the routing
protocol for exchange network information. By the operation,
4over6 can use the exchanged information to specify the [Pv4-
in-IPv6 tunneling, and the destination IP accordingly [4],[5].
Routing protocol used in 4over6 is Multiprotocol Extensions
for BGP (MP-BGP). Since, MP-BGP supports different type of
addresses. It is used for exchange IPv4 routing information
over IPv6 conveniently. Special routing information in 4over6
consists of destination IPv4 prefix and next hop’s IPv6 address.
When router which is configured 4over6 transition, receives
IPv4 packet, IPv4 packet must be encapsulated into IPv6
packet and assign IPv6 destination as next hop’s IPv6 address
of matched IPv4 prefix. Exchanged routing information
enables the tunnel-endpoint specification to destination
network correctly. Moreover, the exchange routing information
must be updated before the connectivity is established.

C. Lightweight 4over6

Lightweight 4over6 (Iw4over6) is stateful transition as
4over6, and is intended to serve as an extension of DS-lite [6].
So, customer's gateway is called Lightweight Basic Bridging
BroadBand (IwB4) and provider's equipment is called
Lightweight Address Family Transition Router (IWAFTR),
both are similar to equipment in DS-lite. In order to enable
distributed processing, lw4over6 allocates public IPv4 address
with port set to lwB4 by using DHCP 406 server [7],[8],[9].
LwWAFTR contains only 3 information types which are: Public
IPv4 address, Port-set, and lwB4's IPv6 address instead of the 5
information types as the DS-lite. Since IwWAFTR does not
perform NAT, it can reduce processing time at centralization
reasonably. Although port utilization of lw4over6 is not quite
equivalent to DS-lite. However, lw4over6 is still drafting by
the IETF. Some operations of Iw4over6 are still incomplete.



D. Enhancement of Lightweight 4over6

Enhancement of Lightweight 4over6 (elw4over6) is a
modification of Iw4over6, to reduce hairpin that occurs when
the pair of IPv4 host within same lw4over6 domain which
needs to exchange data between them [10]. The source must
send IPv4 packet to provider’s equipment first, this causes a
bottleneck at provider’s equipment. Moreover, provider’s
equipment relays not only IPv4 packets within provider
network, but also IPv4 packets that sent to the outside
destination of the provider network as well. Therefore, the
occurred bottleneck reduces the overall performance inevitably.

The name of Elw4over6 equipment is the same as
Iw4over6; customer's gateway is called Lightweight Basic
Bridging BroadBand (IwB4) and provider's equipment is called
Lightweight Address Family Transition Router (IwAFTR).
Elw4over6 is applied to send IPv4 packets to the destination
within same transition domain directly by using bypass scope
and bypass lwdover6 table essentially. Bypass scope is the
range of [Pv4 address, which can allocate to the customer. So,
the bypass scope is used to filter the packets within elw4over6
domain and IPv4 packets outside provider network. Next,
bypass Iw4over6 table is similar tunneling table on the
IWAFTR. It is used to record the established tunneling of each
IwB4 in order to connect to destination directly in next time.
To record the information, elw4over6 applies DHCP lease
query [11] to exchange tunnel-endpoint information in bypass
Iw4over6 table. Although, this function increases the burden on
IwB4. However, it can reduce the bottleneck on IWAFTR, and
select the appropriate path to the destination within elw4over6
domain directly. Thus, the source can send IPv4 packets to
destination network without IwAFTR. IPv4 connectivity
establishment of elw4over6 is shown in Fig. 1.

III.

Simulation topology is based on Thai UniNet's network
layout which aims to provide internet service for educational
agencies in Thailand. The simulation network consists of ISP
gateway network (BKK _GW), 2 ISP core networks (PNK,
NRM) and 8 customer networks as shown in Fig. 2. There is
only a provider relay in ISP gateway network, and customer
edge in customer network provides IPv4 connectivity by using
transitions such as 4rd, 4over6, lwdover6 and elwdover6. The
transition details are shown in Table I. Moreover, this
experiment uses HTTP Browsing and HTTP Searching in the
simulation. Both HTTP behaviors use TCP Reno and fast
retransmit mechanisms.

SIMULATION SCENARIOS
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TABLE 1. Comparison of Transition Mechanisms

L IPv4-in-IPv6 tunneling mechanism
ssues 4rd 4over6 Iwdover6 elwdover6
Mechanism | stateless stateful stateful stateful
static public public IPv4 dynamic dynamic
IP address | IPv4 address |address public IPv4 public IPv4
allocation | with port set address with | address with
port set port set
Tunnel- | depend on 4rd |depend on static tunnel- | depend on
endpoint | rule of each 4over6 endpoint to bypass lw-
specification domain routing table IwWAFTR 4over6 Table
Connecti- | mesh mesh hub & spoke | mesh
vity model
4RD use 4over6 update | IwWAFTR IwB4 exchange
multiple static | tunnel- update new tunnel-
Flexibility 4rd rules and | endpoint by tunnel-point by | endpoint
4rd rule is re- | IPv4/IPv6 re-initial IPv4 | information
assigned by routing request process | with DHCP
DHCPv6 protocol 406 server
IV. SIMULATION RESULTS AND ANALYSIS

The simulation model is divided into two major scenarios
depending on location of destination nodes. The first one has
the destination nodes in a provider’s network (intra-
communication or intranet) and another one has the destination
nodes outside a provider’s network (inter-communication or
internet). Moreover, each scenario is divided into 4 sub-
scenarios according to number of clients within the network,
such as number of clients (e.g. 512, 1,024, 1,536 and 2,048).
All scenarios are compared and investigated in terms of CPU
utilization, HTTP traffic received, HTTP traffic lost and HTTP
object response time.

A. Pre-analysis performance

In pre-analysis of the performance, approximate results of
basic performance metrics are shown in Table II. We compare
them in terms of hop count, link bandwidth utilization and
beginning point of congestion. Hop count is a summation hop
count between servers and clients in the system, and hop count
per client is the average hop value for a client. Next, beginning
point of congestion indicates time that congestion occurs. The
last value, link hop count is a summation hop count between
servers and clients in the system utilization is calculated by the
sum of maximum bandwidth used in all links divided by link
capacity of the system.

Binding Table
[IPv4 address Port Set
202.1.10.10
202.1.10.10

Bypass Binding Table
[IPv4 address Port Set IwB4's IPv6 Address]
202.1.10.10 O 6,PSID 4 (0b0001) 2001:DBS8:2::B

IwB4's IPv6 Address] |
0 6,PSID 4 (0b0000) 2001:DB8:1::B !
06,PSID 4 (0b0001) 2001:DB8:2::B |

Customer Network
Provider Network

IPv4 Network

IwB4 Info
2001:DB8:4-B,_
20211010

Offset 6 PSID 4 (0b0000)

IWAFTR IPV6 2001:DB8::A

DHCP 406 Server 2001:DB8:F00::64

Bypass scope 202.1.10.1-254

lwB4 IPv6
lwB4 IPv4

Fig. 1. IPv4 connectivity establishment of proposed method.

DHCP 406 Server

2001:DB8:F00::64

@ IPv6 Packet
IPv4 Packet
IPv4-in-IPv6 Packet

Fig. 2. The simulated network topology.



TABLE II. PERFORMANCE COMPARISON OF TRANSITIONS

I IPv4-in-IPv6 tunneling mechanism
ssues 4rd 4over6 | lwdover6 | elwdover6
Intra-communication
- Hop count 144 144 322 144
- Hop count per client 2.57 2.57 5.75 2.57
- Beginning point of 3005 2998 1082 3042
congestion (Second)
- Link bandwidth utilization (%)| 45.72 45.78 26.47 45.64
Inter-communication
- Hop count 161 161 161 161
- Hop count per client 2.875 2.875 2.875 2.875
- Beginning point of 934 922 938 926
congestion (Second)
- Link bandwidth utilization (%), 30.01 32.14 29.89 30.86

The distinct result of intra-communication is Iw4over6.
Lw4over6 has maximum hop count. Lwdover6 network
accumulated packets and congest rapidly. Other transitions
have lower hop count. Moreover, they have higher link
utilization because of mesh connectivity. On the other hand, the
results of inter-communication are closed to each other.
Therefore, performance of transitions in inter-communication
might have a slightly difference.

B. Intra-communication

1) CPU utilization:  CPU  utilization of intra-
communication is shown in Fig. 3. Fig. 3(a) shows the CPU
utilization at customer edge which is customer's gateway. Fig.
3(b) shows the CPU utilization at provider relay which is
provider's equipment. The lowest CPU utilization of intra-
communication at customer edge is elw4over6, followed by
4rd, 4over6 and lw4over6 respectively. Elw4over6 and 4over6
are stateful operation. Elw4over6 takes time less than 4over6
because elw4over6 maintains only communicated tunnel, but
not all tunnels as 4over6. On the other hand, 4rd which is
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stateless operation has higher CPU utilization than elw4over6
slightly because processing time of elw4over6 depends on the
number of communicated tunnels. If the number of tunnels is
small, elw4over6 requires a little time to process. However,
the most interesting is Iw4over6 takes the lowest processing
time. This is because it specifies the static tunnel-endpoint to
provider relay. It has a maximum CPU utilization. Since,
increasing of CPU utilization is not only a process from
transition operation but also from forwarding packet in the
network. Lw4over6 behavior always forwards packet to
provider relay first. So, it has a number of hop count more
than other transitions.

In Fig. 3(b), the lowest CPU utilization of intra-
communication at provider relay is 4rd and 4over6, followed
by elw4over6 and lw4over6 respectively. CPU utilization of
4rd and 4over6 are equal to 0% because both transitions have
pre-assigned tunneling before a connection established. 4rd
specifies tunnel-endpoint depending on 4rd rule, and 4over6
specifies tunnel-endpoint depending on a special routing table.
While elw4over6 assigns a tunnel after it establishes a
connection, it has a little CPU utilization. However, the
highest CPU utilization at provider relay is from lw4over6
because provider relay of lwdover6 always forwards all
packets in the network.

2) HTTP traffic received: HTTP traffic received of intra-
communication is shown in Fig. 4. HTTP traffic received is
the amount of data received by all HTTP servers and HTTP
clients. It excludes packet overhead and retransmission
packets. The highest HTTP traffic received is elw4over6,
followed by 4rd, 4over6 and lw4over6 respectively. If a
number of clients is less than 2,048, HTTP traffic received of
elwdover6, 4rd and 4over6 are in linear incremental, and do
not differ from each significantly. In turn, if system has 2048
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Fig. 3. CPU utilization of intra-communication (a) at Customer Edge (b) at Provider Relay.
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Fig. 4. HTTP traffic received of intra-communication.

clients, their HTTP traffic received decrease because of
congestion effect. Moreover, elw4over6 which has lowest
increasing rate of HTTP traffic received has highest HTTP
traffic  received because elw4over6  established a
communication tunnel after source IwB4 started sending first
packet to the new destination IwB4. While tunnel
establishment is not achieved, packets are forwarded to
destination network by IWAFTR. Therefore, TCP transmission
rate of elw4over6 increases less than other transitions.
However, when the congestion occurred in network, TCP
transmission rate in all transitions is decreased. A minimum
processing time of elw4over6 is affected when elw4over6 has
a maximum TCP transmission rate than other transitions. In
contrast, Iw4over6 has minimum HTTP traffic received.
Since, lwdover6 always sent packet to IwWAFTR first. So,
HTTP traffic in central links has more density.

3) HITP traffic lost: HTTP traffic lost of intra-
communication is shown in Fig. 5. HTTP traffic lost is amount
of lost data while HTTP servers and HTTP clients are
transmitting. HTTP traffic lost of 4rd, 4over6 and elw4over6
are clustered together and likely to increase. HTTP traffic lost
of these transitions differ slightly to each other because the
connection of these transitions support mesh model. Once the
client is lower than 2048 clients, HTTP traffic lost increase in
a straight line as HTTP traffic received. When the system has
2048 clients, network is affected from further congestion.
HTTP traffic lost still increase but not a straight line because
of TCP congestion avoidance. Other hand, the connection of
Iw4over6 does not support mesh model. The system began to
congest, since the client in system has 512 clients. So, HTTP
traffic lost of lw4over6 is as low as HTTP traffic received.

4) HIT object response time: HTTP object response time
of intra-communication is shown in Fig. 6. HTTP object
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response time is the time that takes to download a HTTP
object. The lowest HTTP object response time is elw4over6,
followed by 4rd, 4over6 and Iw4over6 respectively that is
similar to the CPU utilization at customer edge. HTTP object
response time of the best three transitions are little different.
Lw4over6 is only one transition that has HTTP object
response time more than other transitions clearly because it
cannot specify tunnel-endpoint to the destination network
directly. When elw4over6, 4rd and 4over6 have the number of
clients less than 2,048 clients, HTTP object response time of
each transition is likely to be a straight line. It illustrates that
the system began to congest at 2,048.
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Fig. 6. HTTP object response time of intra-communication.
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Fig. 7. CPU utilization of inter-communication (a) at Customer Edge (b) at Provider Relay.

C. Inter-communication

1) CPU utilization:  CPU  utilization of inter-
communication is shown in Fig. 7. Fig. 7(a) shows the CPU
utilization at customer edge. The lowest CPU utilization of
inter-communication at customer edge is lw4over6, followed
by elw4dover6, 4rd and 4over6 respectively. Chart of CPU
utilization of each transition depends on the its processing
time. Although the CPU utilization of Iw4over6, elw4over6
and 4rd only differ slightly to each other, lw4over6 still takes
lowest processing time because it specifies the static tunnel-
endpoint to provider relay only. Elw4over6 uses bypass scope
to filter packets within the provider network. Other packets
will be sent to the provider relay directly as well. 4rd use 4rd
rule to filter packets within the provider network. But, 4rd rule
has a little complexity than bypass scope. It also has
higher CPU utilization than elw4over6 slightly. The last one,
4over6 has the highest CPU utilization because it specifies
tunnel-endpoint by using the special routing table. It must
search a destination node in the routing table until default
route is found, to send packets to a destination node outside
the provider network.

Fig. 7(b) shows the CPU utilization of inter-communication
at provider relay. The lowest CPU utilization of inter-
communication at customer edge is 4rd. The remained
transitions have CPU utilization similarly because these
transitions are stateful operation. They have a similar
functionality and record all tunneling at provider relay. Thus,
these transitions have higher CPU utilization than 4rd, which
is stateless operation.

2) HTTP traffic received: HTTP traffic received of inter-
communication is shown in Fig. 8. HTTP traffic received is
likely to decrease, when clients increase because the system
has begun to congest. So, TCP reduce the transmission rate
exponentially. Although all transitions have similar HTTP
traffic received, the highest HTTP traffic received is 4rd,

followed by Iw4over6, elw4over6 and 4over6 respectively. 4rd
also has the highest HTTP traffic received because it has
lower CPU utilization at provider relay than other transitions.
Therefore, 4rd is affected by bottlenecks less than the others.
3) HTT traffic lost: HTTP traffic lost of inter-
communication is shown in Fig. 9. HTTP traffic lost is likely
to increase until it is the highest when the system has 1,024
clients, and then it has continuous decrease respectively.
HTTP traffic lost affects the TCP transmission rate directly.
So, HTTP traffic lost rate is reduced as HTTP traffic received
rate. While HTTP traffic lost is not up to the peak, the lowest
HTTP traffic lost is Iw4over6, followed by 4rd, elw4over6 and
4over6 respectively because Iwdover6 has the lowest
processing time at customer edge. It also has minimum
dropped packet at customer edge. However, 4rd compensate
for the lower processing time at customer edge with the fastest
processing at provider relay. While, the remained transitions
have processing time at provider relay same as lw4over6.
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So, HTTP traffic lost of these transitions depend on the
processing time on customer edge. Whereas, HTTP traffic lost
peak and has begun to decrease, the lowest HTTP traffic lost
is 4rd, followed by Iw4over6, elw4over6 and 4over6
respectively because lw4dover6, elwdover6 and 4over6 are
affected by bottleneck at provider relay more than 4rd.
Moreover, HTTP traffic lost of these transitions still depend
on the processing time on customer edge.

4) HTT object response time: HTTP object response time
of inter-communication is shown in Fig. 10. Although HTTP
object response time of each transition is likely to increase and
is clustered together, the lowest HTTP object response time is
4rd, followed by Iw4over6, elw4over6 and 4over6. This chart
can explain by CPU utilization in both customer edge and
provider relay. HTTP object response time of inter-
communication depends on CPU utilization at provider relay
and customer edge by focusing on provider relay primarily.
The simulation results demonstrated that 4rd has the lowest
CPU utilization at provider relay and the other transitions have
similar CPU utilization at provider relay. Therefore, 4rd must
has the minimum HTTP object response time. Then, CPU
utilization at customer edge of remain transitions are com-
pared. Lw4over6 has the lowest CPU utilization at customer
edge, followed by elw4over6 and 4over6 respectively that
accord with the result of HTTP object response time.

V. CONCLUSIONS

This paper presents the comparative performance of intra-
communication and inter-communication between various
transition mechanisms: 4rd, 4over6, lw4over6, and elw4over6.
Based on our simulation results, elw4over6 which is
enhancement of Iw4over6 performances the best highest
performance in terms of intra-communication among others.
When comparing to Iw4over6, elw4over6 performs better
performance in terms of CPU utilization, HTTP traffic lost and
HTTP object response time. However, for inter-
communication, performance of elw4over6 is slightly lower
than Iw4over6. Next, 4over6 and Iw4over6 have different
feature entirely. 4over6 uses a specific routing table to specify
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Fig. 10. HTTP object response time of inter-communication.

tunnel-endpoint within provider network. It also has powerful
for intra-communication. However, such routing table becomes
a double-edged sword because for inter-communication, it
always search for a specify tunnel-endpoint until found a
default route. This takes a lot of time. In contrast, Iw4over6 has
the highest performance for inter-communication because of its
simple functionality on customer’s equipment. However, it has
lower performance in intra-communication than other
transitions significantly. For the last one, 4rd has high
performance in intra-communication and inter-communication
because it performs stateless operation. This is inflexible for IP
address allocation. Consequently, elw4over6 is the best one for
the networks that require flexibility of IP address allocation and
focus on the quality of [Pv4 connectivity.
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