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ABSTRACT

This thesis proposes scrambling techniques by applying the Peano-Space Filling Curve.
There are two main scrambling processes : the scrambling process which is treated separately
from the compression step and the process embedding in the compression process. We propose
six scrambling techniques that are applied to the appropriate process. Our technique, firstly the
motion object is determined using the well-know algorithm. The regions of interest for motion
objects are then send to the scrambling algorithm. All proposed techniques use the Peano-Space
Filling Curve for scrambling, which is our principal concept. Six patterns of Peano-Space Filling
Curve are used, such as, Z, U, N, C, Alpha and Gamma. But only 3 from 6 patterns are selected
and used as a scrambling key for the scrambling and descrambling process. For the descrambling
technique, the first step is to find the moving object and to execute the invert process of the same
scrambling technique with the same key. The correct result will be obtained if only if the right
key with the right order of Peano patterns are well provided. The performance of proposed
technique is measured using the signals per noise ratio (PSNR). We found that the scrambling

technique, called the invert pattern technique, give the best performance.
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~ T W a £ a <3 .
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2.1.6. M33riaduIngt (Entropy Encoding)
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Video Scrambling for Privacy Protection in Surveillance System
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Abstract.In this paper, we prop scrambling and descramblmng techniques for privacy protection of
moving objects mn video surveillance system. The methodswere embedded on H 264 encoder and decoder
during macroblock based motion estimation of the P and B frames. An adaptive Peano-like scan techmque
with pyramid structure 1s introduced in order to dealwith scrambling information for both of frequency and

spatial domamns. Our algonthm 15 mplemented in ffmpeg h264 decoder and x264 encoder.
Kf}W\‘Ol‘dS:Video bling, Privacy Protection, Surveillance System H 264 encoder

1. Introduction

At the present, the video surveillance system has been used in many places for many purposes. Although.
general people are concentrating onsecunitybut they are afraid to loseprivacy information which come along.
Many researches try to solve this problem Frédénicand Tourad; [1] proposed a scrambling technique by
using inverse sign bit of coefficients using thePRNG (Pseudo Random Number Generator). Kenichi et al. [2]
proposed the watermarking technique for scrambling or erasing moving objects from the specific frames
using supplementary mformation such as edge and etc. Makoto Takayama et al. [4] introduced a method for
shuffling coefficients of DCT that consist of Intra-slice Shuffling of DC components. Inter-block Shuffling
of AC Components and Intra-block Shuffling AC Components, as scrambling technique. Frédéricand
Touradj[6] presented the two steps of an improved scrambling techniques: transform-domain scrambling
using PRNG on DCT coefficients and codestream-domain scrambling applied during the VLC (Variable
Length Code) process.

In this paper we propose an algorithm for video scrambling inspired from the Peano Scan technique
which is implemented on H.264 encoder. The paper is organized by the following: theories and principles in
section II. proposed method in section III. system performance and conclusion depict in section IV and V
respectively

2. Theories and Principles

2.1. H.264 Encoder

H.264 is a standard compression video, called MPEG-4 part 10 or MPEG-4 AVC (Advance Video
Coding), which is introduced by the [ITU-TVCEG and ISO/TEC MPEG. The H.264 has been designed with
the goal for improving compression performance of video encoding. H.264 compression requires high
computational power. Howeverit has many advantages such as higher coding efficiency and low bit rate than
previous standard (MPEG-1.2.4 part 2, H 261, H.263). simple syntax specifications. seamless integration of
video coding into all current protocols etcIn the H264 encoder. video data is representedin the layer
structure dividing into I-frame as reference frame, P-frame and B-frame asvariation information from the
reference frame. determined by macroblock based motion estimation. depict in figure 1. The estimation is
computed on YCbCr color space, so luminance and color ratio can consider in difference forms of X:X:X.
The intensity of image in each macroblock. may indicate spatially in many sub-windows size such as 4x4.
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8x8, 16x16 and etc, is transformed into frequency domain using DCT Transformation. This is the way how
toreduce or compressvideo information into the form of DCTcoefficient.

glx,y.uv)=h(u,v,x.y) = a(u)a(v)cas{(zx = l)u”]cos[ Qy 2+ Alr)wr]

N )

H [E

i R pelE) | — ]
S e

(2) (b) (c)

Fig. 1: H.264 Encoder: (a) Layer Structure, (b) Color Space. and (c) Macroblock.

In a compressed macroblock. the information such as edges of image having high frequencieswill be
located in the lefi-top comer. and those with lower frequencies will systematically foundinthe direction of
right-bottom comer. These properties of macroblock will be used in our proposed method. which try to
scramble video data depending on frequencies. Note that in the classic scrambling method. by inverting the
sign of coefficient. these parameters are not considered at all.

2.2. Peano Scan

The Peano Space-Filling Curve are used to traverse pixels along a specific local path of 2x2 matrix and
rearrange data and mapping is continues. Peano scan technique has only one main pattern that 1s U, but many
possible variationscan be determined depending on its directions such as Z, C. N, U, Alpha and Gamma and
etc. .

| 11
()

(.|

" - '
z C N U alpha gamma
Fig. 2: Scanp of Peano techniq

Our technique that called InvertPattern have inspired from the Peano Scan techniquefor scrambling the
video data on DCT coefficient that will be described more details in the section 3.2.

3. Proposed Method

In this section. we present our scrambling techniques for privacy protection of moving objects in
surveillance system by applying Peano-like Scan technique. Form the H.264 specification. the macroblock of
P-frame and B-frame areconsidered as motion objects, intensities changing from its reference I-frame. The
overall of system is illustrated in the figure3 consisting of two main steps: scrambling and descrambling. The
scrambled video obtaned from our process can be displayed only by the authonzed
viewer. Thescramblingprocessembedded in the H.264 encoder is detailed in the figure 4. Scrambling
technique. called InvertPattem. are inserted after the DCT transform and Quantization, and before the
Entropy coding blocks of the encoder. which the macroblocks are already compressed into DCT coefficients
necessary for applying our techniques. For the descrambling process, the so called InvertPattern 'isinserted in
the H 264 decoder after the entropy decoding block, shown in the figure 5. We proposed two types of
scrambling and descrambling algorithms which are described in the following sub-sections.

treen
b Transtorm & Ewrogy >
B e i

—  Encodng —

& Inverse Transform

Fig. 3: System overview Fig 4: InvertPattem in H.264 Encoder
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Fig. 5: InvertPattern” in H.264 Decoder

3.1. Scrambling algorithm by InvertPatternF

Our method is derived fromthe work of Frédéricand Touradj. which the scrambling techniques is based
on the sign bit inversion of DCT coefficient in the macroblock. However, this method will mvert simply the
same pattem for every coefficient in the macroblock By considering that the information such as edges or
comers of object in image having high frequencies will be located in the lefi-top comer of macroblock, and
the surfaces of object in the imagenormally having lower frequencies will systematically found i the
direction of right-bottom corner of macroblock. With these properties of macroblock. we propose new
algorithm that the scrambling of video data is depending on frequencies.

We found that Peano Scan technique, shown in figure 6. inspire us for how to scramble data with related
to its frequencies. So. the adaptive Peano-like scan technique, called InvertPatternF. are then invented for
implementing our idea. shown in the figure 7. Each macroblock 1s divided into four areas depending on
frequencies: HH. HL. LH. LL respectively. shown in figure 9.The mnvert pattems of macroblock are then
determined by following definition: the beginning of Peano scan is always fixed to the sign +, then duning
the scan direction the sign will switch from + to — or reversely. We can then obtain our six types of
InvertPattern depict in the figure 8. To scrambling or descrambling a video data we use a specific order of
these six patterns as key sequence for inverting the sign bit of DCT coefficient.

In order to select a specific key sequence of pattems, we apply the PRNG (Pseudo Random Number
Generator), 1s a random technique that uses a seed to generate or regenerate the same order of values.Each
generated value from PRNG will be used for selecting one from six patterns of the InvertPattem. By

repeating thisprocedure we can generate our key sequence for scrambling and the mvert of key sequence for

descrambling respectively.
25"
= (v % .
SESES Bla™lon L
] P 5] LT
| [ L .'._'.;.:.'.'. L7

Fig. 6: Peano Scan Patten  Fig. 7: InvertPattem Pattern Fig. 8: Macroblock frequencies Fig. 9: Pyramud quad-tree

3.2. Scrambling algorithm by InvertPatternS

In this section, we introduced an improved version of InvertPatternF that focalize the invert technique on
the spatial information rather than frequency factor in the macroblock, called InvertpatternS technique,
which is the invert pattem that depends on spatial information in macroblock. The idea is that with difference
sizes of macroblock. the inversion of sign bit of coefficient will spatially effect to the image information
either more locally or more globally. We found that selecting only on size of macroblock will be optimized
only to a specific video data; object may stay close or far from camera. Then, we adapt the inversion of sign
bit of coefficient into pyramid structure with related sub-macroblock levels. During the scrambling process.
we will begin to invert pattem like the above section using InvertPatternF for the 8x8 level of macroblock.
and then go down to the quad-tree pyramid. shown in the figure 9, and repeat the same invert key sequence
using again InvertPatternF pattern for inverting the sub-macroblock at 4x4level, systematically for the four
leafs. In the descrambling process, the mnversion will be done inversely, means that from the 4x4 level to 8x8
level respectively. At this step. we focalizes only two levels of pyramud. which is enough experimentally.
although technically it may apply to more levels.

4. System Performance and Discussion
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Our scrambling methods are implemented using fimpeg and x264 encoder on ubunfu operating system.
The experimentation is executedon system with Intel processor Core 2 Duo. 2 GHz. and 2 GB
memory. Testingdatasets of our researchare extracted from video surveillance system in real situation. such as
mn private room. building and public place respectively. Figure 10 shows some frames from the original
dataset.

(@) (@)
Fig. 10: Ongmal testing data set: (3) pnvate room, (b) building, and (c) public place.

We evaluate the performance of our methods, InvertPattemF and InvertPattemS, by companng with
Inverse Sign Bit Coefficients technique using the above datasets. Scrambledand descrambled videosobtained
from the three methods arecompared quantitatively to the original video frame by frame using PSNR for
measuring the Peak Signal-to-Noise-Ratio. The scrambling technique is probably better ifthe value of PSNR
1s small. Inversely, the best descrambling techmique will give a bigger one. Note that PSNR can be
computed by the equation 2. where MAX is defined to 255 as maximum intensity of image.

MAX ) )
vMSE

The figure 11 and 12 show the extracted frames from video dataset after using the three scrambling and

(©
Fig 11: Scnmbhng result: (a) Inverse Sing Bit Coeﬁcunts (b) InvertPatternF. (c) InvertPatternS.

(c)
Fig. 12: Descnmbhng result: (a) Inverse Sing Bit Coefﬁcnents, (b) InvertPatternF, (c) InvertPattem$S.

PSNR =20- log,,,(

Table 1 show the results from the experimentation. we found that as scrambling method the technique
InvertPattemSis better than InvertPatternF and Inverse Sign respectively, which PSNR values in average are
36.4735 dB. 36.9154dB. and 36.9182 dB correspondingly. We can notice that scrambling with frequency
consideration give result nearly the same with the normal one using these datasets. However, we think that if
it is apply to video with complex scene having vanation of frequencies like in the water surface. our method
will give better result. And certainly. the expenimentation shows that the spatial scrambling of video give the
best result. On the other hand for the descrambling method. we can notice that from the experimentation that
the technique InvertPatternF is befter than Inverse Sign and InvertPatternS respectively, which the
comresponding PSNR values in average are 36.6179dB, 36.4804dB. and 36.0603dB.This may be explained
by the result of our predicted pyramid pattern that perfectly re-generated as a key sequence.
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Table. 1: PSNR result of scrambling and descrambling

echniqu¢ Inverse Sizn Inverse Sigan InvertPattern¥ | InventPatternF | ImvertPatternS | InvertPatternS
Video Files Encode Decode Encode Decode Encode Decode
Private room 36.0819 36.0323 36.1203 36.0836 35.2089 35.6037
Building 38.0656 38.0089 38.0589 379040 38.0812 38.0309
Public place 365088 36.4804 36.5664 36.6179 36.0404 36.0603
Average 369154 36.8405 369182 36.8088 36.4735 36.5950

5. Conclusion

In this paper. we propose the scrambling and descrambling techniques, called InvertPatternS and
InvertPatternF. applying the Peano-like Scan technique. The InvertPattemF scrambling technique emphasize
on frequencies of video information. In complementary. the InvertPatternS technique is focused on spatial
mnformation in video. We found that our methodsgive a good result for both of scrambling and descrambling
of video data compared to a classic method, Invert Sign Bit. Moreover, our techniques are implemented
using ffmpeg H 264 decoder and embedded in the x264 encoder that allow doing the encoding and
scrambling at the same time, which is properly appropriate for the future video surveillance system.
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