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Major Program Computer Engineering
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ABSTRACT

S-box circuits using GF(24)2 for energy efficient AES encryption has been
proposed in this research work. According to the design technique using GF(24)2, the number of
resource usage will be decreased and is able to improve the speed. We propose the technique to
reduce the number of logic gate when the S-box circuits using GF(2")’ has been implemented.
From the simulation results on FPGA technology, we found that our S-box dissipate the power
less than the original GF(24)2 S-box circuits about 19%.

In addition, the several types of AES such as pipelining and parallel
architectures have been implemented using our GF(24)2 S-box and LUT S-box in order to analyze
the performance. We found that the parallel architecture of AES using our GF(24)2 S-box can
compute at 1.184 Gbps and consume the power only 408mW. Our AES can perform very well
suited with wireless sensor network application because it can run faster than the AES in CC2420

module about 550 times.

Keywords: AES encryption, S-box, Galois Field GF(24)2, LUT, Wireless Sensor Networks.
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+ {x10 + x% + x8 + x7 + x® + x3}
+{x° +x8 + x7 + x® + x> + x?}

= +x13 + 12+ x10 + x% + 28 + x% + x* + x3 +x?}
modulo x8 + x* +x3+x+1

={111011100111100} modulo {100011011}

111011100111100(mod) 100011011
A 100011011
011000111111100
A 100011011
01001010011100
A 100011011
0001100101100
A 100011011
0100011010
A 100011011
000000001
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e

[ Y 1

~{f9}-{9c} = {01} fariua {f9} Uemaanamduduisailu {9c} naz

v W 1 1 v o Aa A v A a I o {
aduRy M {9c} mdaanamduswdTatlu {Fo} dawaaaluasian 2-1

M137199 2-1 ABUIITAV04 xy 11D {xy} € GF(2")

0 |00|01 |8 |f6o|cb|52|7b|dl|e8|4f |29 |cO|bO|el|e5]|cT

1 |74 |b4 | aa |4b |99 |2b| 60| 5f |58 | 3f| fd|cc| ff |40 | ee | b2

2 |3a|6e|5a|fl [55({4d | a8 |c9|cl|0a |98 15|30 |44 | a2 |c2

3 (2c|45]92|6¢c|f3|39]66|42|f2|35({20|6f|77 |bb|59]|19

4 |1d|fe |37 |67 |2d |31 |f5|69|a7 |64 |ab |13 |54 |25]|¢e9 |09

5 |ed|5c|05|ca|d4c |24 |87 |bf|18|3e|22|f0 |51 |ec|6l]|17

6 |16 |5e| af | d3|49 | a6 |36|43 | f4 |47 |91 |df |33 |93]|21]|3b

7179|6797 85|10 |b5S|ba|3c|b6|70|d0|06|al|fa]|8l |82

8 |83 | 7e| 7f |80 |96 |73 | be |56 |9 |9 |95 |d9| f7 | 02| b9 | a4

9 |de|6a|32|6d|d8 |8a |84 |72 |2a|14|9f |8 |9 |dc|8 |9a

b |Oc|e0| If|ef |11 |75|78 |71 a5 |8 |76 |3d|bd|bc| 86|57

c |Ob |28 | 2f | a3 |da|dd|ed | Of |29 |27 |53|04 | 1b| fc | ac | €6

d| 72|07 )| ae |63 |c5|db|e2|ea |94 |8 |cd|d5|9d| f8 |90 | 6b

s =
2. msiszgnalasn1snlasugil (Affine Transformation t1a% Inverse Affine
=) =S ad o 3 dy
Transformation) 151002108075 1UMTAUIUALY
a o 1A ad o o
1) A lumssnamouidsaved lvhinsanesy (9]
a o J 4 L4 oaj Aa A
A lumssnuawed Tinsuaresuiu 194 b; o Tadunauaz i
3 1 4 o 1 @ a 1 { v o 4
nERIMssEyA e o 0 < i <8 Tagiha b; uiuwasnansiuaasdledaanyal [M]
o [ 1 ~ = A 1w = B~ 9 [ 4
uazih lduanduaingi ¢ Iansiminy {63}, zuAuY {01100011}, nazee Idwadniveq

J

' @ v o @ s {
msmamed linswaesy Tasuaasdrodydansal b, Faaaslaelsaunsn 2-1)
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{b;} = [ml{p;} + {c} (-1
dounumaeamnsn [M] wazmasd c 12 1daumsi 2-2)

bO’_ _b

b.! 1 0 0 0 1 1 1 17(P| r17

1111000 1 1 1{|1] |1

b, 11100 0 1 1|{b2| |o

b'| |11 111 0 0 o 1|{bs], |0

b 711 1 1 1 1 0 o oflb] |0 (2-2)
b’ 01 1 1 1 1 0 O0f|bs 1

5

b’ 0 01 1 1 1 1 O0flbg 1

°1 o oo 1 1 1 1 tp] lo
b,']

wazl§amsmanemaluudasdumisit i 188
bol=b0@b4@b5@b6@b7@co=bo®b4@b5@b6@b7@1
by =by @by ®bs ®bs ®b; ®c; =by @by ®bs Db ®b; 1
b2'=b0@b1@b2@b6@b7@c2 =by @by @b, ®bs @ b; DO
b3':b0@b1®b2®b3@b7®c3 =by @b Db, Db; Db, DO
b4/:bo@b1@bz@b3@b4@c4:bo@b1@bz@b3@b4@0
by =b, ®b, ®bs Dby, Db Dcs=b, ® b, Db; Db, ®bs ® 1
bs' = b, ® b3 @ by ® bs @ bs D cg = b, ® by ® by @ bs ® bg D 1
b7’=b3@b4@b5@b6@b7@07=b3®b4@b5@b6@b7@0
wsoagthiluaumssinlddail

bi, = bi @ b(i+4)mod8 @ b(i+5)mod8 @ b(i+6)mod8 @ b(i+7)mod8 @ Ci (2-3)

fheena maaaawen lvhinsueaesuvean {2¢}
b= {2c} ={00101100}
Wowanuasluuaazia b, =0 0P 1A0DOD1=0

b/ =000 @1®@0®1=0
b, =000@1@0D0D0O=1
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by’ =00@1®1®0D0=0
b, =000@D1®1®0D0=0
b:' =001@1®0D1@®1=0
b =1®@10001®0®D1=0
b, =1@001Q0D0P0=0
~b"={00000100} = {04}
[ d‘ o 9 1 Y v Aa A v A ad 9 d‘ o
1nA1 {30} 1/1u11,6111@1170&ﬂ%uua@\wamﬁvuaummz“]mn {2¢} nazteun
M {2c} e lwhinsaresuaz 18 {04} Failadsusiaaesfinensiiladady S-box

W99 111n1a1 {30} 171AA1319 S-box (A15197 2-2) vz lAA1 {04} 1rui

A o " A ad 4 4

2) 33 lumsmunaadudsauedl Iwsinsualesy [9]

ad o 1A ad 4 4 uszl 9 [ o

B lumsduramoudsauen Ilinswanesuiuadienunssiuim
1 o 4 1 a 1 { v 3 [ [ 4
Ao Tvlinswaesy uamwainaiasnaz 148namina Tasuaasdrodydanyel [Mp, o]

o o 1 { 1 { 1 o [
na A umnaN ¢y o TSN {05}, 3ziauilu (00000101}, nazazla
o o 1 a ad s s v o 7 :

paansveInmsmaduds aue lvhinsuavesu laouaasdrodydnual b, Fuaaslasly

AuMIN (2-4)

{bi,} = [Mim;_aff]{bi} + {Cinv_aff@i} (2-4)

HIOUNUAIVOUNAT [Mip,] HOSAIAIN Ciny aff@ i 9% 1AANNITT (2-5)

-b()’_ __b___
00 100 1 0 177k 1

bl 11 001 0 0 1 ofbs] o

bl o1 0 0 10 0 1||b2| |1

b’ [1 0 1 0 0 1 0 oflbs|, |0

b'|Tlo 1 0 1 0 0 1 oflb]T |0 2-5)
b'| {0 0 1.0 1 0 0 1jbs| [0

bl 1100 1 0 1 0 ofp| |0

°1 o1 0 0 1 0 1 olfp] to

b,']

o qg/l (1 ~ 9 J = " v o Aa A v A ad 1
nnesllsznounidesdiui ldnan i e AulaAndmdududsauazaain
% i v < o < 9 { s
milszgna laemsasugluaasdimiugiuuovesmsdunldeudoyamsununueslua

9y ~ 1 A Aa 1 Y =\ 1
I@Elslf]fG]TiNﬂTimEJ“]Jﬂ1Wi?J‘1/]L§EJﬂ’H S-box ﬂTiGlﬁ]fGH‘iNﬂTiL“V]EJ“]JﬂFU’ENﬂﬁ%‘U’Juﬂﬁ S-box
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= U 1

dwauelugduuumugiu 16 Tuaisei 2-2 @edrasu S, = 5, = (53} asounui’la

'
A v @

Tagmsdumimnszy Basedwmisndanuvewndi s uaznani 3 lumsumsifisuaives
Y

A

{ & 1 { 1 I Y]
M3 19911 S-box (115197 2-2) Fean 1dfe 5,, = A1 {ed} vazmndumsneasiaely

1 o o @ P4
Gﬂi1\‘]ﬂ’l§!ﬁElﬂﬂ'lﬁﬂ’ii‘ﬂﬂ'ﬁﬂ@ﬂﬁﬂﬁiﬂﬂllﬁﬂ\ivhaluﬂ'lﬂWu'ﬂﬂ i

S-Box
~
SO,O S0,1 SO,Z 0,3 S,O,O N S,O,Z S,0,3
/1
S1,0 S1,1 SI;C S1,3 S,1,0 S,1,1 S,I;C S,1,3
SZ,O S2,1 S2,2 S2,3 S,Z,O S,2,1 S,2,2 S,2,3
S3,0 S3,1 S3,2 S3,3 S,3,0 S,3,1 S,3,2 S,3,3

4 4 1 [
amuwilsznew 2-3 manfdsunlasvesdoyaillodunszuIums S-box 9110 Sy U S,

A13199 2-2 TN TABUAIUIMT 19911 S-box

63 | 7c |77 |7b| f2 | 6b | 6f | c5 (30|01 |67 |2b| fe |d7|ab |76

1 |ca |82 |c9|7d|fa|59|47 |10 |ad|dd|a2 | af |9c|ad | 72| cO

3104 (c7 (23 |c3|18[96|05|9a|07|12|80|e2]|eb|27|b2]|75

4 10983 |2c|la|lb|6e|5a|la0 |52 |3b|do|b3 |29 |e3|2f]84

5 (53|dl |00 |ed|[20|fc bl |5b|6a|cb|be |39 |4a]|4dc| 58| cf

6 |dO | ef |Aa | fb |43 |4d |33 85|45 9 |02 | 7f|50]|3c| 9f| a8

7 |51 a3 |40 | 86|92 |9d |38 | f5 |bc|b6|da|21]|10 | ff | £3 | d2

8 |cd|Oc| 13 |ec|5F(97 44|17 |cd | a7 |Te|3d|64|5d]|19 |73

9 |60 |81 | 4f | dc|22|2a |90 |88 |46 | ee | b8 |14 | de |5e | 0b|db

a |e0|[32]3a|0a|49 |06 |24 |5c|c2|d3|ac |62 |91 |95 |ed4 |79

b |e7|c8|37|6d|81|d5|4e | a9 | 6¢c |56 | f4 |ea| 65| 7a| ae | 08

c |ba|78|25|2e|1c|a6|bd|c6|e8|dd| 74| 1f |4b | bd | 8 | 8a

d |70 |3e | b5 |66 |48 |03 |16 |0e|61|35(57|b9|8 |cl|1d]| e
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S A )
2.1.2 msnasuaagnsiaauue (ShiftRows)
A ' A 3 o s Y A '
maaeua Tasmadeunonilumsadu luddeyaviuia 4x4 Taeiluuaaz
7Y A A v 1A A @ o d'
uor luddeyaszgniaou lunen suandeyaluuninsnag lulimsideulud antiuunan

v W

= A £ s 0
aoN 9 Hagd %gmaau"lﬂmqmw HUI TN L!ﬁgﬁHJUl‘U@@HJﬁ']ﬂ‘UﬂQﬂWWﬂizﬂ’GU 2-4 ung

9
v A

annsongaimsiiulugluuuvesaumsmaaoudeyalud Idasd

Srow,column = Srow,(column+shift(row,Nb))mod Np (2-6)

A A o v Jd 1w
e 0 <row<4uaz 0 S column <Nb (Nb ADITUIUADANU (NINU 4)

ShiftRows()

Sgg | So1 | 567 | So3 | Row0=>NoChange | So0 | Sy | So2|S03

Row 1 => shiit 1 byte ) ) ) )
Sig| S11| S12| Sia CE]]D 81 (82|83 |80

Row 2 =>shiit 2 bytes ) ) ) )
SZ,O 52,1 SZ,Z SZ,S S 22 S 23 S 20 S 21

Row 3 =>shiit 3 bytes ) ) ) ,
S30 | Sa1 | Saz | Sas <-]> S35 | S0 | 851 | 852

{ 4 ' <
mwilsznen 2-4 manlasumilasvesdeyaiieriunszuinums ShiftRow 910 S, 11U §',

d' v d‘ Y v Y] d .
2.1.3 mmJa21uﬂﬂﬂﬂmamamayﬂmmamaauu (MixColumns)
~ [ A 9 [ ] 4 . o
ﬂﬁzmuﬂmﬂaﬂuﬂﬂﬂstﬁm'e)ummg,aGlmmazﬂaauu (MixColumns) 3£N1
o @ . Y o 7 & ]
YUY column-by-column Tﬂﬂﬁnzmgﬂﬂaamumm 4-term polynomial 0113 ADANUN U a1y

polynomial over GF 2" uag multiplied modulo X+1 N fixed polynomial a(x)“dﬁﬂflmﬁﬁﬁﬁﬂ
a(x) = {03}x3 + {01}x? + {01}x + {02} (2-7)

= a o
ﬁ'WlI1§ﬂlmﬂu1u§lﬂllﬂﬂﬂl@\‘]m@]3ﬂ"“])' Tag

9
v A

6],‘Irsi}s’(x) =a(x) ® s(x) @il

[Sfjf] 02 03 01 01][Soc

s 01 02 03 01||Sicl 4

I 1,C|: ) ]
lss.| = o1 01 02 03|[sac| PO SC=RP (2-8)
Is* | lo3 01 o1 o2flssc

3,c

o Ay Y o A % 2 o ¢ a Yy
NaaW‘ﬁVlllﬂinﬂﬂ”liﬂm ﬂjmmallwfluwmﬂ@auummmmﬂmmu%mﬂ

AUMI(2-9) HSoeN1s0es1e ldannwilsznew 2-5
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S(IJ,C = ({02} M SO,C) @® ({03} ® Sl,c) @® Sa,c ©) S3,¢ (2-9)
Si,c = Soc @ ({02} ° Sl,c) @ ({03} ° Sz,c) @D s3¢
Spc = Soc @ S1,c ® ({02} 0 550) @ ({03} ¢ 53)
Sé,c = ({03} M SO,C) @ S1,c @ Sa.c @ ({02} ° S3,C)

/ MixColumn()
03 01 01

02
Sy 01 02 03 01 S’
So,0 “ IS0z | Sos ® 01 01 02 03 S’o0 €182 | Sos
5 03 01 01 02 -
Sipo 1184, | S13 S0 16187, [ S5
S s’
S20 26 18,5 | So S0 2€18%, | S'23
Ss S,S
Ssz0 € 1832 | Sz 8’30 18732 [ O3
I I

{ 4 ] I
ailsznow 2-5 manfasunasvesdoyailionunszuIums MixColumn 910 S, 15U S,

2.1.4 m3tfasumlaensiisfe (AddRoundKey)

do A A [

v 9
v < ) 1 9y 1 @
Tunauililunsii XoR senindeya (S) luudaznedanuniufdnasan

Y
o 4

o = ' 9 o VA = = Y a
ADAUUUUN %Qiﬂll@ﬁ%iﬂ‘ﬂﬂl@ﬂﬂﬁmﬂiﬂﬁ ﬂ’]ﬂfﬁ]gQﬂlﬂaEJuLHJaQEL]JLHJCUGﬁQﬂgvl@a‘ﬁu1861u

v
Wateh 2.1.5 uazmnlszaay 2-6 taastuaeUYeIMIMAIUTaiFu  AddRoundKey @9

quN13 (2-10)

[56,0 Si,c Sé,c Sé,c]=[SO'C S1c S2c S3,C]®[Wround*Nb+C] (2-10)

1 A dAq U A v Y oA Y

ﬂ1ﬂEJ‘V]Gl“]fGl‘L!ﬂ1§L‘ill@]uﬂ‘igﬂ’lufﬂiHﬂ‘iﬂﬁﬂiﬂﬂf)ﬂiﬂﬁﬂmlﬁﬂﬁiu Round =0
2L o o = 3 o ady Y g 1A < Y1 o o o 1. ad
°]N’d1ﬂilluiﬂﬂ i]\iﬂ’J‘i!ﬂ‘]Jiﬂ’hﬂﬂéll’Jl‘]JuﬂﬂNﬂ uamzmu"lmw\lqmm AddRoundKey 93¢ U198

v '
11 XOR Naviua luinua Nr Gﬁwgluﬂnwm 1 < round < Nr (Nr 93142445 01) UADE
1 1T A I J (% 4 = J

56‘]JLL‘]J\1ﬂ1ﬂEJE]’E]ﬂL‘]J‘L!ﬂqnﬂ]@ﬂﬂﬂﬁﬂﬂjﬂﬂliﬂﬂ’ﬂ word IﬂﬂlLﬁﬂ\iﬁlUﬂW‘Wﬂigﬂ@U 2-6
o Y { 1T ad Y § 4
dmualdseulumsnldsunlasmndunas word UNUAIY 1 ¥9 1 = round x N, 110 N, e

o [
JMUIUNDAVU
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[ = round X N,

So.0 Soc Soz | Sos S’00 S'oe S’02 | S0

S10 Ste Sﬂ”sf Wi \\\m S S22 | Ss

Soo || 5261522 | S0 . T e[Sy, [ 87

Ss0 Ssc Ss2 | Sss S’30 S'ac S50 | S'a3
I I

! 3
amilsznew 2-6 manfasuuilasvesdeyalunssuinums AddRoundKey 910 s, 11U 5.,

. o d
2.1.5 MsANIHIUAE (Key Expansion)
& A ade v S 1 o A
HHesaVVRINSINS IMINAST U sEne A TlanTUERERall Rotage Word,

Sub-Word, Round Constant (Rcon) 482 Word Column (W_column) aanmilszney 2-7

l Keyin

Key Expansion

Rot word

v

Sub-word

v

Rcon

}

W_colunm

4 KeyOut

4
AlsEnau 2-7 YuUABUNITIN Key expansion

[ Aa R o Adw . 9 A o =4
20n0INY AES U1A8AU (Cipher Key, K) NIHITWNATSUIUNITINNIIUIUAY

S Al o

Aa o 4 I o Y] qgj
ey Expansion Routine { { ?E] word llglj‘ﬂﬂm\lﬂ
(K y Exp R ) Iﬂﬁlf’fﬁﬂiﬂ NHIITUIUAYIULD ﬂummuﬂaauuw

A 2

o A o v Ao o Jq Ao
IMUIU Nb*(Nr+1) words Lllf’)ﬂT‘YT‘Llﬂgl‘Vi Nb 1D ITUIUADAUU Glu‘ﬂu Nb UAUNINDY 4 LIag Nr

NUNEDT D1UIUVDITOU F4 Nr HAUNIHY 10 591
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Y v 4
FuiazanIomud uAd 18 anua 4 x (10 + 1) = 44 words (w,, ..., w,,

[l Y
Favzunuaredadnual [w,] Tavfiaved i 92 9g1UFI 0 < i<N*(Nr+1) TuAsUYDINIT

E
v A 1 Aa de’w

Key expansion a@13150uaad laaaniniszney 2- 8 FeeTvromsmam 1 daail AMDUNANTAY

E4
duazgniassudunn 3 luudas manfd K, K, K,,.. K, K, 11n1iuezgnsaunguly

i‘]JLLTJ‘LIﬂi’JﬂlIL! LiEJﬂ’ﬂW G]’J’EJEJNL"BNW W LﬂiJﬂTK K ,K K G]f\‘ﬁ] llﬂ Word @NG]‘L!4

0,07 1,00772,0”
%A Ao W, W,, W, Loz W, mﬂumzﬁwmqmzmumﬁﬂmwu'ﬁmauﬂﬂﬂﬂm Word 1 i = 3

1 o 4 1 {
(W,) g #enFu Rotate Word taousi Iagldmsunuiiuuuienan (Cyclic Permutation) 110

o

K33] udrezldanordnadsmilu K, K, K, K, ] udaiudhg

1,32772,35773,3%

dunadsaiiu (K, K, K,

flarFu sub-word Tuiladdufing 14 s-box flafFus o 4 ¥ e 1A mauda i 18
[ U A 1 v A 9 o 9 o [ 1

XOR fiumnanluuaazsounilendu Reon o Idio1anaudlnziirli Xor nua word 4

1 9 o A = kY 4 ad A . o dy o =

AouKI (W, ) iufio W, 399z lamdnaiisan i = 4 (W,) inszuiumstaunsznida w,

= Y ada g ] 3
g IdgafAdnatralniiavua 10 ya

Key
i Koo [Ko,1| Koz | Ko

1 Kio K K | Kasl
: ' 32 ¢ '
1 Koo Ky Kj» Kys Wi P RotWord() > Sub-word i
" Kao Ks1 | Ksa| K fv\
E \ E gi Rcon[#/Nb] >0 i

y v -

Wo Wi \j

Output
MIUNTEN

W, W;s W W, 0N Wa;

Y Ak
nnYsznou 2-8 ﬂ”liﬁi”lﬂﬂfﬂi! 139U
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a Jd = a & Y
2.2 adinfmansuaziyasinony
@ [ a =~ o I
Tumsidnsiadeyalaglddanoinuuun AES Hanwsudulunmisdny

v

ﬂiﬁ@lﬁ'lﬁﬂgllagﬁ‘]fﬂiﬁ@]ﬁu‘ﬁWu @Q%@Nﬁiﬂﬂ1iﬁ1u’3ﬂlé}ﬁﬂ@?ﬁuﬂWﬁL%}WiﬁﬁL!UU AES ¢

a9 a

Y Y

o <3| 7 J
Ananinludli « e Joyaluszavlua
a = {az, a¢, as, as, az, az a;, ao} (2-11)
: s
Fatoya ludansounuladie Galois Field GF2) lugluuvvesaunis
Y
polynomial Al
— V7 i
Ax) = Di=o AiX

={a;x7 + agx® + agx® + a,x* + azx® + ax® + a;xt + agx} (2-12)

A~ o 1o a . . @ [l 1 1
Tagn a, Wumdulszans (coefficient) Vo3 polynomial a(x) 93981UFU AN

4
v A

YDAUAVFIUADY {01100011}, ©30 63, amnsnioulugiuuuvesauns polynomial Tl
6316 =x°+x°+x+1

2.2.1 M3UIN

MIuInAIMualR ab), bx) EGE2Y fa1iun15uInIuilunis XOR a1

[ a aR 9 o [ 4 [ [l = dy
ﬁﬂﬂigﬁﬂﬁcﬁdﬂgi%ﬁiy’ﬂﬂﬂm @ 9IDYNITUINUAIU

e+ x*+x2+ D+ & +x*+1) =x7 +x° +x2 (31uDU Polynomial)
{01010101} @ {10010001} = {11000100} (gﬂlmmamgmﬁm)
55,6 @ 91,4 = 44 (gUuuv@ygIaVn)
2.2.2 MM

msgudmsumadisiadeyauuy AES a2 polynomial i lidunsnaagll
1800 m(x) =28 +x* +x3 +x + 1 130 011by Taonisguazidunisgu 2 woil
polynomial 1182911015 modulo A28 m(x) A1viual¥magauilu cx) ¥o4 al) uag bx) F10814
U A =c3, 1z B=285,,a(x) = (x” +x® +x + D uaz b(x) = (x” +x2 +1)

c(x) =lalx)-b(x)]mod x®+x*+x3+x+1) (2-13)

=[(x"+x+x+1D)-(x"+x2+1)]mod (xB+x*+x3+x+1)



21

=x"+x>+x3+x%+x
3D c =10101110, = AE;¢

M54 Galois Field 1 1¥lumsvensddmudaindy GFR) vzilsznoudae
0,10 Weawsald GFO™ = GF2Y) = GF(256) sznendis 256 samud iesimuals
p(x) =x*+x+1 4 p(x) ansognlilumsade GFQ') = GF(16) 9 p=21agm=4
asaad1anud 1 n = p” -1 Fanuieda 15 M Taod polynomial root 11 x* = x + 1 §4

~ 1 ~ 1 A 4 4
ATTNN 2-3 UAANAUAVIIU 2 NUNULATTDALNUAUD GF(2)

~ as 4 4
A1TNN 2-3 DANUAUDI GF(2)

daudves GF2) | 3UuuDYed polynomial | tavgIMEes | tAVFIUFD
0 0 0000 0
1 1 0001 1
X X 0010 2
X X’ 0100 4
X’ X’ 1000 8
x* X+1 0011 3
X’ X +X 0110 6
X’ X+X 1100 12
X’ X+X+1 1011 11
X' X +1 0101 5
X’ X+X 1010 10
x" X+X+1 0111 7
X" X+ X+ X 1110 14
x" X+X+ X+1 1111 15
x" X+X+1 1101 13
x" X+ 1 1001 9
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2.3 MsuMsigum

1
=

1 < ] o < a
Tasaa$1amsamsisual (LUT) Ao VADNHUIIANUTIVUIAEN TN UNA

a0 9 d'

o 4 o 1 v o Jdo
n muammzmmwmﬁt’m 1 971U ﬂ']f]clu@]'lﬁ'lﬂﬂ']ﬁ!fﬁﬂUﬂWﬂguﬂﬂlﬂQﬂl@Ma‘ﬂﬁuwu‘ﬁﬂu u
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3.2.1 HansumenIniinsuanosu
miﬂizqﬂ@‘fﬁqﬁﬁff’uuawllvxlﬁm1um/\la'§n (Aff_trans) 1INANNT (2-2) W1 12
£ Aa 9 ° o ] o ' 9 g
Faonan1d XOR §1uu 40 @1 @wrsnaans1dau XOR aslaeiunguassdoyaiiu 4
nau dagUwams1Hau Xor venssued lhinswanesuwudn ¥ xor Tudwau 20 &

ag NOT 90 4 62 Tagldaums 3-1)

q = aff_trans(a) 3-1)

o Y
Taonviual ag=asPa;.ag=a,Paz.ac=a,Das.ap = ag D a,

qo =ao ® ac ® ap
g1 =asDay D ap
G2 =a, Da, ®Dap
3=a;,Da, Dap
qa=a,®Da, ®ag
qs =a; @ ag @ ac
96 = a6 @ ap @ a¢
g7 =az3 @ ac D ap

3.2.2 Hantadudsauerllvhinsuariosu
mstszgndiladduduifave lvhinsuanosu (Aff trans’) 31naNNS

%

(2-5) w1 13 F99zd0a1d XOR 1191 24 @2 uadwsnaams 14911 XOR Tagmsdugaiaa

A 1 A d A = @ 9 @ 9 =) Aad
115 ¥5oA1A9N NIzaA XOR waotes 12 @2 uaz 1% NOT UhJ 2 m"lﬂﬁumimimmaunﬁﬁ

wonl Ivhinsuanesudsanns (3-2)

q = af f_trans~1(a) (3-2)

o Y
Taonmviual ag=ayPasag=a, Paga=a,PDa,ap = a; D ag

qo = as @ ac
q1 = ao @ ap
g2 =a; @ ag
g3 =a; @ ay
ds =a; @ ap
gs = a4 @ ac
g = a3 @ ay

q7 = ac @ ag
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A2 A ® @ "
v
X (e}
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dri—i
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map”

alsznew 3-5 mamanuvesilansuiadnamsusunsalu s-box Tagld GFQ2Y’

U804 An ASIC Implementation of the AES SBoxes [14]

v Aa A v A

~ S w ac £ &
MMNilszneun 3-5 Hensulaanamsususa [14]  Fudluaorilaenssy

Y Y o
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uowanldgniaanilaenssulmi Tasauisedi Idadeilassuiaananduduisalmiiy

v
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o = ) = a
2199599 N szneun 3-6 Iﬂﬂﬁﬂgﬂﬂ'ﬁjﬂ)’ XOR (11!51114@]@1!@']\1"] #In5UTENIANAVLITUIN
o Aa a ] o o o Y Y & I A
HIDUNA g YU 8 Uauruilanyu map(a) ﬂ11ﬁﬁ1u15attﬂﬂaﬂﬂ"lﬂtﬂu 2 WAUAD g, LT q,
' P '
ﬁﬁmmﬂ 4 Ua !Ligl}'JN']uﬂ'liﬂ']u'JﬂlfJﬂﬂ']aQﬁﬂﬂ N13fA NITVIN ﬂ']'iﬂﬂlé’]}?ﬂﬂ']ﬁﬂﬂigﬁﬂ‘ﬁﬂﬁﬁ

-1 d' 1 = = o v 1 dy
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map(a)
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34 v 4
a” &’ GF(2*y

o U do v a Aa v A ad
ﬂ'l‘W“]JﬁgﬂE]'U 3-6 MIMOUVeININFUTaaAnNanTUIUIT o

Tu s-box Taeld GF(2')’ 3T msangildie XOR

1. M3UIN (Addition)
a ~ 4 I o a <A [ ]
M3UINYed Ina luleadeunesy umsidulseansnasanuuuInnu

AIAUNS (3-3)
(ahx + al) (‘B (bhx + bl) = (ah @ bh)x + (al + bl) (3'3)

2. M3 (Multiplication)
a =) s A Y v as o 4
MIUUed Ina luleaaaunosuneIVeNUMIgUdaANUA U GF2') Tay

damudlu GFQY aums (3-4)
my(x) =x*+x+1 (3-4)

msaaulunszuiums GFRH 1o a(x), b(x), q(x) € GFQ") aumsi 1diilu

€
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q(x) = a(x) ® b(x) = a(x) - b(x) mod my(x) (3-5)
Taosmuald a, = ay D as as = a, ® as, ac = a; ® a,

ag = (ap" by) @ (az"by) @ (a;"by) @ (a,”" bs)
a; = (a1" bp) @ (as" by) @ (ag" by) @ (ac” bs)
a; = (az" by) @ (a;"by) @ (as"by) @ (ag” bs)
az = (az" by) @ (a;"b;) @ (ar” by) @ (as” bs)

=\ as 4 4, @ [ ~ A 9 &
MINUNMIRaYeIRaUA Y GF2Y) AU {e} szidonlyaums (3-6) &9

Y 3 1 A o { 5
msgamazmsdounaulu GFQR') Wludmndudoungaveosilandn

q=a® {e} (3-6)
IﬂﬂﬁTﬂuﬂiﬁ! as = Qg (‘B as. ag = a, (‘B as, Ac = Aq (‘B a,;

a0= a2®a1@a3®a3
a=ay®@a, ®a,
a, = ay Dac ® a,

a3= aAG')aB@aC

3. MIYNNAY (Squaring)

msenmaalu GFRY) iWumsgauumwe Taeldaums 3-7)

q(x) = a(x)? mod m,(x), q(x), a(x) € GF(2") (3-7)
Go = a9 D a,

q1 = az

qz = a; @ az

qz = as

a 4 .
4. ®UIOId (Inversion)
a J -1 . ax J 4 a
ULIDTA a”* (Inversion) VOIDALUUA a € GF(2) ﬁ']ﬂJTiﬂf’J‘ﬁU']EJTﬂfJﬁllﬂ"li

a(x) » a~tmod m,(x) = 1 uaasluaums (3-8)

q(x) = a(x)™! mod m,(x), q(x), a(x) € GF(2") (3-8)
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I S gl Y — A — A — A
agiz = A1"Ay.ap13 = a1"a3,0c23 = az"as,
agr = a1 @ acyz @ (agip"as)

qo = g1 @ ag @ ayo, @ agr, @ (ap"agiz)
q1 = Apo1 @ 02 @ api; @ az @ agiz @ (a;"au03)
qz = o1 @ Acaz @ ag02 @ ago3 D (az"ay03)

qs = ag1 @ au03 @ a1z ® (az"as)

a J v J a = A v A J v 8. I

@unﬂwummﬁmm@iuiwaiumaamuauﬂuaunﬂiwmm GF(2) Lﬂuﬂﬁ

s a ~ Yy a ey o o . £ @ aa 4 a
ﬂﬂ‘l"ll’é)\iﬁfN L‘VI’E)‘ilIIW’ﬁIu!ﬂJEJﬁﬂ’)EJf]HL’J’E)‘i“UHWﬁﬂW‘ﬁ (Inverse ylelds) m;ﬂuaamuﬁmmvia@:

(apx + a) @ (aypx + a)) = {0}x + {1} Taw ay, a;, ay, a] € GFQ2") FUNUNVDIDUNDTHU
9

o d = ((a;zl ®{e}) @ (@, ® a) @ alz)_1 udail

(apx+a) t=(apx+a) =(ap @ dDx+ (a, D a) ®d (3-9)

5. AaumMIsLennguile

[

a Jo w v A Jdo .. .

Waadiia GFR") Uanuanuasiuiaasina GFRY) Tugiuui bijection Vo4
A 4 8. A a ~ J £ 4 £ = Y
pamua a € GFQ") N3tuunInalulsadounosy a,x + a; 3 ap, a; € GFQ') HagniFenld

Tuseveailandu map laeliaumsaaiine
apx + a; = map(a), ay, a; € GF(2"),a € GF(2") (3-10)
Taomuald  a, = a, @ ag

ajp = apo @ ao

an = a; ® ay

ap =a; ® ay

ai = a; D ay

apo = ay @ as

apy = a;p @ ay

Apy = aps @ a; @ az

aps = as @ ay
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6. ANMITINNGULIN
' 9 o . . A . 2 A a ~
AIUAUNTIOUNAY (map  inversion 1150 map ) tumsiaeu Ina lwioa

1 9
ADUNDIU apx + a; B9 ap, q; € GF2') Winduiludamud a € GFQ®) Wuaz daums G-11)
a=map Y(apx + a;),a € GF(2"), ap, a; € GF(2Y (3-11)

o Y
Taomvualn  a, = ay @ aps. ag = ape @ ap;

ap = ajp @ apo
a; = agp @ aps
a; =a, ® ag
as = ag @ a;; @ ap,
a, =ay @ ag @ ag
as = agp @ ap

ag =ay D a;p @ a;z @ ap

Q
N
I

ag @ a;;, @ aps

3.3 1n539a319 S-box

Y
%

y IS [ 9y @ @
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Ed
a a o J
Tn5905199992995 S-box Tuineniinusi Tdgnesnuuu’ld 2 guuuldun 1995 S-box v

7 ¢ § o a o o
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S-box 238 GF(2)
(th) loop (é’h) loop (é’h) loop

sequence sequence sequence
LUUUYUTIU 944 7.6 - - - -
puy 1Uillasl 32 Oa 313 2.5 354 2.4 193 10.1
puy 1l lai 8 da 113 0.9 188 1.3 51 2.7
wuugil 124 1.0 148 1.0 19 1.0
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T cexcp
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N ' £ g < v
SUGIﬂJE]iJ“aG]E]Tiuﬁ"JJaE)ﬂ X 16 vaenvoya

T 1 seudygnaunin X 10.849 ns
128

~ 1 soudua uuidm X 10.849 ns
= 11.7983 Gbps
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A = ~ a a Aq ¥
AT NN 4-4 LﬂiﬂunﬂUﬂﬂizﬁﬂ‘ﬁﬂ'lwellﬂ\‘i')\ﬁ]ﬁ S-box ‘Vlclf]f

matamadsias GFRY Tulassadegiuuuaie,

v w2 Throughput Area Throughput/Area
gﬂsmwmaem S-box A8 GF(2)
(GDbits/sec) (slice) (Mbits/sec/slice)

LUV 11.798 944 12.498
uuv i lavvine 32 1a 3.477 667 5213
uuv i lavivine 8 a 1.665 301 5.532
wuugll 1.395 272 5.131

4 a 4 Aa a 1 1
Wedmszrlszansmnlumsldauudmuinlassahrauuuaias Tums
v I 14 J a 1 ]
POALUVUIYT S-box Tasldndlsiad GF2Y wunlsaanurentenaiveslnsaiig
o & a {q ¥ a a { 5 v a a ¥
matrunuuvududinsilddseaniamdnga Falddszansamlduinie 11.798

Gbps

Throughput (Gbits/sec)
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v s Supply Power (mW)
5UuUDY8I39935 S-box AIE GF(2")
Dynamic Quiescent Total
HUVUUIY 0.02 378 378
w11 lasivina 32 Oa 7 378 385
uu' 11 lavivine 8 e 5 378 383
uuugy 5 378 383

NNT1N 4-5 LAAIHANITNATDAUNOYINST IFMFINUVDII90T S-box 1ad
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~ 9 1 9 A Y a 1 1 ~ 1 9 A

Neenlaseastuuuon vaz IHUSTIaOIUABHUI8Ia1NNINA I TATIFS 19U VDU
91 9 ] A A (=] 19y - oA 1 = Y A 9

uii ez lguruasInnunnNNL uaaelesidudan luundeldimen Tasead vy

~ a v A 4 o
Tumsa3191993 S-box Nldmatinmalrsias GERY Tumsdnsieanuuy AES

Aa A o Jd a 2’, a a
4.5 MmafSeueudszansmnigws S-box uuumalsilaa GFRY) IsmsaufnuazIzms
anj1 XOR

v Aa A v A

mssazUuuunsiiauvesilanduiaandmdudwdsalu s-box Taold
miniilad GERY 1 I5m3sangll XOR M TUiadu 10,936 ns F933nsaudniiadialay
14 ASIC [14] 8031 w31z )47a1 11 ide 10.849 ns o fosan s 19U nenstiu
WU NIZUIUMS S-box Iaald GF2'Y 1935msangl XOR Imsldasdinmnasiuiutiesndn

=2 v o Ao Y Y ' o A
4.91% i’JﬂJﬂ\?ﬂ'luﬂ'la\‘N']u‘VI(l“]fu@ﬂﬂ')'l 19.04% ﬂﬂllﬁﬂﬂiu@]’li’l\ﬁﬂ 4-6
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A ~ ~ v I J 4.2 ad 3 a an
A1519% 4-6 1F8NEV995 S-box LUUMAITHaa GF(2) aﬁmimmmmmﬁmiaﬂgﬂ XOR

S-box GF(2*)’
I5MIaunN [14]

(mwilsznou 3-5)

S-box GF(2")’
adn
IEmsangl XOR

(mMwnlszney 3-6)

Slice Logic Utilization:

Number of Slice LUTs: 976 outof 19200 5% | 928 outof 19200 4%
10 Utilization:

Number of 10s: 257 257

Number of bonded IOBs: 257 outof 400 64% 257 outof 400 64%

Timing Summary:

Minimum period: No path found No path found
Minimum input arrival time before clock: No path found No path found
Maximum output required time after clock: No path found No path found
Maximum combinational path delay: 10.849 ns 10.936 ns
Supply Power:
Dynamic Power 432 mW 278 mW
Quiescent Power 382 mW 381 mW
Total Power 814 mW 659 mW
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) [ 1 Ay 4.2 £ g
Fvsunarlumsdseurananu 11995 S-box Na31991n GFRY Faiilu

ANAULIITUUL combinational HAWMUIIATEY 10.85 ns THURLNIDT S-box N3

1 o o a 4 <
puuasemaisuaie 1dnaiinumudyyiawidnuidesnmiulassad ey

1 o J o P { 1 ]
UUIIAITUI wmwmmmm‘lﬂﬁmmﬁqqu 414.216 MHz uazﬁﬂmu’mamﬂizmm

~ Yo w nszl 4.2 =~ 1 (=}
2.414 ns Glummmmﬂ%mawmmm S-box 1N GF(2) Lm%@ﬁ1\1ﬂ1‘§l,‘1/]ﬂ‘]Jﬂ1LL°I/]‘]J]hJiJﬂ’NiJ

uanANFIRgIUNUTZIIM 378 Az 402 mW Aawd ey

~ = =~ A 9 [ 4 1 a 9
A1519% 4-7 1/581Ne12995 S-box T]llﬂ%Wﬂﬂ1ﬁﬁ\‘lLﬂinﬁigﬂ’JNL‘ﬂﬂuﬂﬂTisl%

~ 1 o o I s 4.2
A1519N15NgUAT DU NMalIsNan GF2Y)

Galois Fields GF (2°)’

= U
MINMIeum (LUT)

Slice Logic Utilization:
Number of Slice Registers:

Number used as Logic:

944 out of 19200 4%

384 outof 19200 2%

129 out of 19200 0%

10 Utilization:
Number of 10s:

Number of bonded IOBs:

257
257 outof 400 64%

258
257 outof 400 64%

Specific Feature Utilization:
Number of Block RAM/FIFO:
Number using Block RAM only:

Number of BUFG/BUFGCTRLs:

16 outof 32 50%
16

1 outof 32 3%

Timing Summary:

Minimum period: - 2.414 ns

(Maximum Frequency) - (414.216MHz)
Minimum input arrival time before clock: No path found 1.781ns
Maximum output required time after clock: No path found 2.775ns
Maximum combinational path delay: 10.849 ns No path found

Supply Power

Dynamic Power 0.02 mW 24 mW
Quiescent Power 378 mW 378 mW
Total Power 378 mW 402 mW
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4.7.1 $1avIMIMNUVDIMIINIHAIanUUY AES
9 Y] 9 dy 9 1 [ A
M HavUeYaUY AES H92152noUdI8 4 dIUNaNY AO SubByte
ShiftRow MixColumn 6% AddRoundKey M3 ldesuie 13 luuni 3 uazwamsnaaey
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{ v A o 1
A15199 4-8 1fSeueumslsmadsnas GEQY tazasamsieuan

VUMTENTHEAUUY AES

maastlas GF2YY

M319MSNEUAT (LUT)

Slice Logic Utilization:
Number of Slice Registers:

Number used as Logic:

384 outof 19200 1%

3213 out of 19200 16%

512 outof 19200 2%

893 outof 19200 4%

o ] a Aq
mmmmuuwuaai}ﬂﬂmm

3597 1405
Slice Logic Distribution:

Number of LUT Flip Flop pairs used: 3213 1003
Number of fully used LUT-FF pairs: 384 outof 3213 11% | 402 outof 1003 40%
Number of unique control sets: 2 132

10 Utilization:
Number of 1Os: 391 258
Number of bonded 10Bs: 390 outof 400 97% 258 outof 400 64%
Specific Feature Utilization:
Number of Block RAM/FIFO: 1 outof 32 3% 8 outof 32 25%
Number of BUFG/BUFGCTRLs: 6 outof 32 18%
Timing Summary:
Minimum period: 7.099 ns No path found
(Maximum Frequency) (140.855 MHz)

Minimum input arrival time before clock: 7.609 ns 2.483 ns

Maximum output required time after clock: 2.775 ns 2.989 ns

Maximum combinational path delay: No path found No path found

Supply Power:
Dynamic Power 11 mW 15 mW
Quiescent Power 378 mW 378 mW
Total Power 389 mW 393 mW
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4.7.2 $129IMIMNNUVDIMIANNUIUAE
a A A o ad A 9 9 v 9
nanmsnageulszansammsmudiuauadive 14l umsitsiadeyauuy
Y
AES H152nouaie 4 a1 lun39191u'181A Rotage Word, Sub-Word, Round Constant (Rcon)
% a { 1A a a 4 e
182 Word Column (W_column) %4 lde5u18' 13 1uuna 3 uaiiiosninanuineniinust liany
] § o o 1
aulafun99 S-box Famelunszurumsai1end 1diii s-box v lauludruves Subword
= a ° ° 9 A A ] ~
Famelulimsiianuues S-box 112U 4 ga TaelHinaiia 2 juuny fe vuuldasramsidioy
' o & o {
awazuuulsmaisiad GF2Y mamsnaasuaad laain13199 4-9
9 A Jdq Y o c?;’ 1 = (% (% 9) Y] [
Mad19ad 1l lumsdiuiIuinanue 10 So U AsIfUAUMIIITHanan
tof dqvae o a A o A & o 2
HUY AES uailandu S-box  Nldiuiiiios 4 ganTominy 32 da Fin13i191uv090151WH
o aJd 9y o 9 1 9 o Y] c?/‘ a A d' Y [
Snuadazlimsnenstseninadnsia AES aaiuilszansami ldonmsnaaoy wun
a v Iy 4 ] [ 1 a 1
mslamaianiaisias GERY danelildau BRAM uamaiinns ldaistamsiesuanls
9 1 Y] Yo w 9 1 1 @ [ qu o 9) a [ Y- 4
naisenmazdildsideanudoeniusuiu asiumsiiaulasldmaianidisaa

GF(2) mmziues Ndudeunazdvanmsmsiszuranags
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maastlas GF2'Y

M319MSNEUAT (LUT)

Slice Logic Utilization:
Number of Slice Registers:

Number used as Logic:

288 out of 19200 1%

1174 outof 19200 6%

162 out of 19200 0%

395 outof 19200 2%

o 1 a d’ 9
FIPUIULAUADINT 1BIU

1462 557
Slice Logic Distribution:

Number of LUT Flip Flop pairs used: 1174 397
Number of fully used LUT-FF pairs: 288 outof 1174 24% 160 outof 397 40%
Number of unique control sets: 1 1

10 Utilization:
Number of 10s: 261 265
Number of bonded IOBs: 261 outof 400 65% 262 outof 400 65%

Specific Feature Utilization:
Number of Block RAM/FIFO:

Number of BUFG/BUFGCTRLSs:

1 outof 32 3%

2 outof 32 6%

2 outof 32 6%

Timing Summary:
Minimum period:

(Maximum Frequency)

5.626 ns
(177.756 MHz)

2.756 ns
(362.856 MHz)

Minimum input arrival time before clock: 2.717 ns 1.917 ns

Maximum output required time after clock: 5.365 ns 4.987 ns

Maximum combinational path delay: No path found No path found
Supply Power:

Dynamic Power 6 mW 2 mW

Quiescent Power 378 mW 378 mW

Total Power 384 mW 380 mW
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4.7.3 $180IMIMNNUVITZTVUMSINSHAUUD AES

MIENIRALUY AES a9 lana1n A nTaesdrunldaru s-box Ao luaiu
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@ o 8 1 1 A o 4
YoM IS HanansaedluaIuvea Subbyte azaINVBINMTIANIIUINAG F91ATL Y
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el leasenuasil
1. 3UuuumsauuuY LL (LUTs & LUTSs)
I o A A 9 =1 1 3 1 A
Wugduuumsminuiidenldaisanmsmeumialudiuaesnismy
o ad = 1 A 9 o
31UIUAY (Expaned Keys) 1Az dNTIUADINVTIVITHELLUU AES (Core AES)
2. 3uupuMsMOUBDY LG (LUTs & GFQ2'Y’
I o A A 9 = 1 1 A
Wugduuumsiinuidenldaisemsimoua ludiuvenisiig
$IUIUAG (Expaned  Keys) tazgluuumisaiuiiaenly GrRY Tudiuvesrsasidhswe
1YY AES (Core AES)
3. sUuwuMs MUY GL (GFQ2')’ & LUTS)
I o 1 1 A o 4
Wugduuumsiiauinbenld GreY Tudiuvesmsinuiiuiugs
o A A 9 ~ 1 1 9 @
(Expaned Keys) Hazgiuuumsmauidaenlsmsmsioua luaivvesisesdisvanuy
AES (Core AES)
4. 3lupUMSMOUBLY GG (GFQ2Y)’ & GF(2Y))
3 o { 3 1 A o
Whugduumsirauiidenld GreY Waludiuvesmamiusuaund

(Expaned Keys) HALdNAIUADIITITNITH ALV AES (Core AES)

a a (csy 1] 1 ~Aq Y Y v 9
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M13197 4-10 YszaAnSamarums lemsnensvesmsdnsiadeyauuy AES HuUa19e

sdnuvveadses | 4, | dwdummuasdn | YSinaawee | dszanimmves
yodo |
MINsHauuy AES 1129951 (slices) | viHE3@1 (Mbps) | 2993(Mbps/slices)
LUTs 11 Key t1ae
LL 4325 1251 0.289
AES
LUTs 11 Key t1ae
s LG 7125 320 0.045
GF(2" 11 AES
GF(2" Tu Key uag
GL 4532 898 0.198
LUTs 1u AES
GF(2")’ Tu Key uae
GG 7862 1184 0.150
AES

M15199 4-11 Use@nsamdwms ldhasnuvesmsidnswadoyauny AES 1uua19)

FedogUuuversns MFuiesld | dszanBamdmany
M3INIHaIUY AES (mW) UYDI3993 (Mbps/mW)
LL 575 2.175
LG 553 0.578
GL 439 2.045
GG 408 2.901

911015199 4-10 ndavdsz@niamvesmsdnsvadoyauny AES lu
o { o Ia J @ 1
Taseas1eamstauves S-box Mtdenldmarsilas GF2® nuasiaiisualu 4 gluuvde
LL, LG, GL 1182 GG 11199910 S-box gniFenldauunludiuvesmsidnsdandn Jaild
% v I s 0911 ] a o 1
U LG waz GG daldmarsian GFQY Wuiins [durduasinnienswensnoudiega
A o W = kY [ ~ 9 v 9 ~
flo 7,125 1oz 7,862 MWAIAY Fadoandesnunai laviniaden 4.7.1
Y
daulszaninmduidsnuvesmadnsiadeyauny AES uiluuy GG
I¥iasnudesigaiios 408 mw naziilofSouieulseaninmuestsuiaudeniae
1 o w A 9 ' [ Y a A 9 o
NAWoMaIuN93 1% wud Juuy 66 dinaldlssaniamgaludumainuue s

#12.901 Mbps/mW g0 11mM5MaugUnundue
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4.8 manfseumeuilszansadein Il Fnuuinsenewinaos13ae
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Abstract- Advanced Encryption Standard (AES) has been
widely used in low-cost embedded applications. This paper
analyses two implementations of S-box computation with
lookup tables and Galois Field (GF). S-box development with
GF has been proposed in order to avoid using table lookup and
to allow the parallelism. This paper presents an efficient S-box
with the multiplication of elements in GF(2*%. The circuits
have been implemented on FPGA. From the simulation, we
found that S-box with GF technique gives a better power
efficiency compared with LUT structure.

Keyword- Galois Field, S-box computation, AES, FPGA

1. INTRODUCTION

Encryption is the important method for confidential
protection. Many encryption algorithms such as DES,
3DES, AES and RSA, have been proposed. Most encryption
algorithms are high speed and high cost suitable for high
computation applications only. Therefore, AES became a
good candidate for embedded applications such as wireless
devices and PDA. In order to achieve the goal of low-power
applications, AES development has to concern with energy-
awareness.

The circuit design in real-time system has to pay attention
to low-power, optimize circuit size, and least processing
time. The implementation of AES on hardware is preferred
more than software because the computation in hardware is
faster than the implementation on software [1].

Circuit design is implemented by ASIC which consumes
the high cost. A new revolution, Field Programmable Gate
Array technology (FPGA), is easy to learn, low cost, and
very flexible. The developer can use hardware description
language in order to implement and test on it. Therefore,
FPGA is an alternative implementation to evaluate the
design techniques for a particular circuit.

AES consists of several function blocks. S-box
computation is an important module due to it consumes
resources. This operating has to perform every round. The
main contribution of this paper is to present the performance
and energy efficiency of two AES circuits, one is Look-Up
Table (LUT) and the other is GF structure. The use of GF,
binary extension fields, is to reduce the number of LUT or
memory storage.

We summary the AES algorithm and the related works
about GF for AES algorithm in section II and III,
respectively. The AES circuits using both LUT and GF are
evaluated on FPGA simulation. The performance and
energy efficiency are shown in section IV. The discussion

and conclusion of our work are described in section V and
VI, respectively.

II. OVERVIEW OF AES ALGORITHM

AES algorithm has published by the National Institute of
Standards and Technology (NIST) in 2001[3]. This
algorithm is flexible, it consumes low resource and
encrypt/decrypt module performs high speed. The length of
symmetric key varies from 128, 192, and 256 bits. And the
numbers of processing round are 10, 12, and 14 rounds that
depend on security strength and resources. AES will use
array sized 4x4 byte called states. Each state is denoted with
S,.c- The “r”” denotes row and “c” denote column as shown in
Figure 1.

SN) SOJ SI].Z Sﬂ.!

Sio | S11 | 842 Si3

Sz0 | Szt | S22 | S2a

S30 | S31 | Saz2 | Saa

Figure 1 Data state position.

Plaintext
(Previous Round) Key
128 i 128

y

SubByte

ShiftRow

v

MixColumn

v

AddRoundKey

Expand Key

Round

Round Key

v 128

Ciphertext
(Next Round)

Figure 2 Round operation for 128 bits key AES encryption.



A.  AES algorithm

Data state as shown in Figure 1 consists of 16 positions
running from Spo to S;3. The operation of AES algorithm
has separated into 4 parts as shown in Figure 2 and
enumerated each part as following:

1) Substitute Bytes Transformation

This function block is called S-box or SubByte. It has
implemented by using Look-Up tables. The multiplication in
Galois Fields, GF (2% is calculated using pre-computed
Look-Up tables and some numbers of bitwise-XOR. The
substitute data is hexadecimal number as shown in Tablel
and represented by S, . = {X.Y,} = {data from X cross Y}.
For example , S, ,= {5,3,} = {ed}

TABLE 1
SUBSTITUTE TABLE (S-BOX TABLE).

—

=

3 ¥

o1 [2 345167189

a
63 [Tc |77 |Tb |f2 |6b [6f [e5 |30 |01 |67 [2b [fe |d7 |ab |76

ca (82 |c9 |7d [fa [59 |47 |f0 lad |d4 |a2 |af [9c |ad |72 |c0
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Result from operation is sy as following.

Soe = ({02} # 50.) @ ({03} +51,0) @ 55 D 55,
Sic = Soc ® ({02} #51,.) @ ({03} + 5,) @ 53,
5'1’.(: = Soc ® S1.c @® ({02} . Sz,c) @D ({03] - 53,1:)

S3c = ({03} L So,c) D51 D52 D ({02] s 53,::)

4) AddRoundKey Transformation
AddRoundKey operation is bitwise-XOR operation
between data state (S;.) and key column (KC) from key
expansion shows in Figure 4. The key expansion is
explained in the next section.

S'os
S'ia
S’

|

«c1|{Ke2|kc 3|k 4

S'a3

b7 |fd 193 [26 |36 |3f |f7 |cc |34 |a5 [eS [f1 |71 |d8 |31 [15

04 |c7 |23 |e3 |18 |96 105 [9a |07 |12 |80 |e2 |eb |27 [b2 |75

09 |83 |2¢ |la |1b |6e |5a [a0 |52 |3b |d6 [b3 |29 le3 [2f |84

53 [d1 |00 fed [20 [fc (b1 [Sb |6a [cb |be [39 [4a [4c |58 |cf

d0 |ef [aa [fb [43 [4d [33 [85 [45 [ [02 [7F |50 [3c [oF [a8 |

51 (a3 |40 |8f [92 [9d |38 |f5 |bc |b6 |da |21 [10 |ff |3 |d2
cdit_)cﬂec5f9744]7c4|_f_i77e3d645d1973

60 [81 |4f |dc |22 |2a |90 [88 |46 lee |bB |14 |de [Se |0b |db
e0 (32 |3a |0a |49 |06 |24 [Sc |2 |d3 |ac |62 |91 [95 |ed4 |79

e7 [c8 |37 |6d [8d [d5 |de |a9 |6c |56 |f4 lea [65 |7a |ae |08
ba |78 |25 [2¢ [lc a6 |b4 |c6 |eB |dd [74 |1f |4b |bd |8b [8a

70 {3e |bs |66 |48 [03 |f6 |0e |61 |35 |57 [b9 [86 |cl |id |9e

el |8 [98 [11 [69 [d9 [8e [94 [9b [le [87 [e9 |ce [55 |28 [df

o lalo |or|e el na|win]—o

8c [al |89 [od [bf |e6 |42 [68 41 99 [d [of [b0 [54 [bb 16

2) ShiftRow Transformation
This function block is called ShiftRow. The data byte in a
row is left rotated while the first row (Row 0) does not move.
Second row, Row1 moves 1 byte. Third row, Row2 moves 2
bytes and final row, Row3 move 3 bytes. This operation
shows in Figure 3.

Soo | Sos | Sez ! \silsu Sos
Sio [ S14 | S12 | Sia R;%g Si1 | 842 | Si3 | Sip
Row 2.5 it 2 bytes
Sz0 | S21 | S22 | S2n | — S22 | S23 | S20 | S
R;H:Miﬁabm
Sso [ Sai | Saz | Ssa 833 | Ss0 | Ssa | Saz

Figure 3 ShiftRows transformation operation.

3) MixColumn Transformation
MixCoulmn operation can be described in mathematical
equationl by multiplication matrix data with polynomial
GF(2%) and modulo X*+1 with constant polynomial a(x). It
is called Xtimes function.

a(x) = {03}x® + {01}x? + {01}x + {02} (1)

Figure 4 AddRoundKeys transformation operation.

B.  Key Expansion

Key Expansion is function of generated key value in each
round. The expansion of the input key into expand key
block in Figure 2. Key input state takes a 4-byte input word
through Rotate function. Rotate function takes cyclic
permutation when Keyln is {a0,al.aZ,a3} output of Rotate
Function is {al,a2,a3, a0} and send to S-box function, as
discussed in section III. Rcon function uses round constant
value XOR with last word key, the round constant is “00”,
“017, “02”, <047, “08”, “107, “20”, “40”, “80”, “1b”, “36”,
“00”. Output from Rcon function through to WordColumn
function, XOR with KeyIn then keep KeyOut.

In this paper, we show 128 bits — key encryption. The key
and data are random to test. We are interest in SubByte and
Key Expansion, which are used substitution box (S-box).
Other function blocks are used methods mentioned above.

C. Related Works

As explained above, the subbyte function and key
expansion function require S-box to encrypt plaintexts. The
S-box is used for nine times in subbyte function and one
time in key expansion function. Several papers apply any
techniques in AES in order to reduce memory and decrease
power usage.

Ref.[4] used GF(2')* technique to implement S-box and
Key Expansion in pipelining structure. Ref.[5] presented
Direct Optimized Routing with Key Storage (DOR + K)
scheme, S-boxes used lookup table (LUTs).

III. GALOIS FIELDS FOR AES ALGORITHM

S-box is the function that used the mathematical
transform data to other data. This architecture of SubByte is
composed of 2 function blocks: multiplicative inversion in
term of GF(2%) and affine transforms [2], that shows in



Figure 5. We used GF(2'Y to replace GF(2%) in the
multiplicative inversion that explained in topic B.

encrypt S
8

v

i i7

B 1 S’
v

Figure 5 Inner SubByte transformation operation.

SBox

This system design shows in Figure 5 that controlled by
encrypt signal to choose encryption or decryption. When
encrypt = 1, work flow start when input bypass aff trans™
go to multiplicative inversion and aff trans. Decryption,
when encrypt = 0, the aff_trans-1 function opened and close
aff trans then delay for encryption is similar to decryption
because circuit is likely complex.

A GF(Z') expanded by GF(2')

We implement multiplicative inverse with simple logic
circuit as affine transform which shows our architecture
Figure 6 and then explain as follows each mathematic in
function blocks;

GF(2%) expanded by GF(2") in multiplicative inversion
show in Figure 6. GF(2°) replaced by GF(2) and show in
element of bytes which is best for hardware implementation.
GF(2% can apply to GF((2')) when a € GF(28) that
coefficient linear polynomial in GF(2*) that calculated using
(2) moreover show in bijection [ay, a;].

a = apx + a;, a € GF(2%), when ay,, a; € GF(2%) 2

Addition: Addition of two-term polynomial is addition of
together coefficients in coordinate that calculated using (3).

(akx . 2 ﬂl) @ (bhx + bl) = (ah @ bh)x & (a; +* bl) (3)

Mudtiplication: Multiplication of two-term polynomial
that calculated using (4) and (5).

my(x)=x*+x+1 (©]
q(x) = a(x) @ b(x)

= a(x) - b(x) mod m,(x),

when a(x), b(x), g(x) € GF(2*) (5)
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Squaring: Squaring in GF(2*) that calculated using (6).
q(x) = a(x)®> mod m,(x),when g(x), a(x) € GF(2*) (6)

Multiplication constant: Multiplication GF(2*) with
constant {e} that calculated using (7).

g=a®{e} Q]
Inverse: Inverse a~! element a € GF(2*) describes in

equation a(x)ea! modm,(x) =1 and that calculated

using (8).

q(x) = a(x) 'mod m,(x), when q(x), a(x) € GF(2*) (8)

Inversion of two-term polynomial used multiplication by
inverse yields which are field element:

(apx + a)) ® (apx + ap) = {0}x + {1}
ay, @y, ay, a; € GF(2%)

when

(apx +a)™" = (apx + ap)
=(a,®@d)x+(a,®a) ®d ®
d=(@ ®{eN® (@ ®a)®af)™

Figure 6 Inner multiplicative inversion operation

Finite fields GF(2°) is symmetry with finite fields GF(2*)
in bijection. Element a € GF(2%) that show in two-term
polynomial a,x + a; when ay,a; € GF(2%) that call map
function in (10).

apx + a; = map(a), a,, a; € GF(2*),a € GF(2%) (10)
i=a;@a;j=as@a, k=a,®a,

am=k®a0®a5
a; = a; Da;
au:l-

a3 = a, Day



apo =k @ as

Apy = l@k

ap, =jDa, Das
Az = J

Inversion of map (map™) is change two-term polynomial
apx + a; when ay,, q; € GF(2*) to element a € GF(28) that
call inv_map function in (11).

a = map~(a,x + a;), a € GF(2%),a,, a; € GF(2%)
i=ay @ aps, j= apo D apy

ap = ayp @ ano

a; = j@®ap

an

a=i@®j

a; = j@ a; @ ap
a=i®jdag
as = j@®a;

s =i@® ap @ a; @ ang
a; = j@ap ® aps

B. Affine transformation and Inverse affine transformation

The simple mathematic in function blocks are used in S-
box, that are adapted to affine transformation and inverse
affine transformation that calculated using (12) and (13).
Which we are used affine transformation and inverse affine
transformation referred by ref. [2] to implement the circuits
in our work.

q = aff_trans(a) (12)
i=aq@a,j=a,®a,,
k=a,®as,l=a; D a,

GW=0,®kdI
G =aDidl
=0, i@l
Gs=a; Di@Dj
=0, ®DiDj
Gs=0,®jDk
G=a DDk
G=a: k@I
q = aff_trans™'(a) (13)

i=ay@as,j= a @ a,
k=a,®a;l=a; Dag

Go=0sDk
h=a®!
@=0;@Dj
G=a,®i
qs=0a, @1
gs=a, Dk
Gs=0as @i
G7=0a,Dj
IV. EXPERIMENTAL RESULTS
A. Test bed

The system design of AES algorithm is implemented in
VHDL language, simulated on Xilinx ISE 10.1, and
designed tool by Virtex-5 device XC5VLXS50 package ff676
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and speed -3. The simulation random 128 bits plaintexts and
128 bits key to evaluate performance.

In this paper designed for 128 bits data when AES
system starts the data plaintext and the key are through as
the same time. This AES is loop architecture, that use
counter for count round. In each round, key expansion
generate key round send to system for change data and hard
to known the plaintext. When finish each round, the output
send to input again and counter count to the next round. This
AES used 128 bits key then counter count 10 rounds and
loop is 10 times.

B. Performance Metrics
1) Throughput: 1t is measurement the number of cipher
bits in the duration time that calculated using (14).

__ BSXDB
throughput = T (14)

When BS is the number of bits per block, DB denotes
data block of plaintext for AES encryption, CC is the
number of clock cycle that represent the processing time,
and CP denotes time period per clock. The best circuit
should produce the high throughput.

2) Resource efficiency: It indicates worth of slices (refer
to resources) in the term of throughput that measured by
ratio of throughput and number of slices. Any circuit take
resource equal with other circuit and provide the higher
throughput, we conclude that it is the high efficiency.

3) Power efficiency: It indicates worth of power usage
in term of throughput that measure by ratio of throughput
and power usage. As resource efficiency, when the
throughput per power usage is high, we conclude that our
system design is high power efficiency.

C. Scenario Il

The AES algorithm uses S-box in 2 modules: encryption
core and key expansion. The encryption core transforms
plaintext with S-box and key expansion generates round key
S-box. In table 1 show performance of simulation results
when we substitute the encryption and key expansion with
LUTs (denoted with L) and Galois fields (denoted with G).

TABLE 11
PERFORMANCE OF GF IN AES ALGORITHM
e | st | T | i | o | gy
LL 4325 1251 0.289 575 2.175
LG 7125 320 0.045 553 0.578
GL 4532 898 0.198 439 2.045
GG 7862 1184 0.150 408 2.901

s LG means that key expansion with LUTs and encryption with Galois fields
& L=LUTs, G= Galois Fields

The results in table II show that the simple AES algorithm
(LL) use the resource less than GG 44.98% but produce
throughput more than GG only 5.66% and take the power up
to 40.93%. In power efficiency perspective, GG gives the
efficiency more than LL up to 33.38%.



We conclude that S-box in AES algorithm is implemented
with Galois fields both encryption core and key expansion
gives the highest power efficiency when we compare with
other mode which composed of LUTs and Galois fields.
However, the new technique provides throughput less than
LUTs only 5.66%.

D. Scenario Il

As explained in section II, many techniques are proposed
to improve performance of AES on FPGA. In this section,
we compare our technique (LL and GG) with related works.
In table II1, all our techniques are represented in technique
name followed with (1) that used in loop architecture. While
results that used 4 types and pipeline architecture from
Tanzilure Rahman and et al [4] are shown in (2) and Jason
Van Dyken and et al [5] are represented in (3) that used
LUTs in loop architecture.

TABLE Il
PERFORMANCE COMPARISON OF

OUR TECHNIQUE AND RELATED WORKS

: Power

Stioe | "oy | oMbpustcns | my | o |
LI(1) 4325 1251.00 0.289 | 575.00 2175
LG(1) 7125 320.00 0.045 | 553.00 0.578
Gy | 4532 898.00 0198 | 43900 | 2045
GG(1) 7862 1184.00 0.151 | 408.00 2901
LL2) | 7606 |  2190.00 0288 wa =
LG(2) 6659 1110.00 0.167 n/a n/a
GL(2) 6385 2320.00 0.363 n/a nfa
GG(2) 5207 1110.00 0213 n/a nfa
LL(3) 2439 34970 0.143 | 778.84 0.449

s L=LUTs, G=Galois Ficlds

* 1) s our technique, 2) pipeline [4]. 3) Loop archi 51

When we compare the throughput between [4] and our
technique we found that our technique provide throughput
less than ref. [4] because the they applied pipeline and
Galois field to improve performance of AES on FPGA.
However, Cost of resources in ref. [4] higher than our
technique because they use more slices.

In energy perspective, we found that the Galois fields
minimize memory and power usage compare to LUTs
technique in ref. [5]. Although cost of Galois fields is higher
than LUTs to 222.34% but throughput is increased up to
238.58% and energy is decreased up to 47.65%.

&9

V. DISCUSSION

The performance evaluation in term of resource efficiency
indicates worth of resource cost. The S-box implementation
with Galois field use more slices because more requirement
of logic gate for real time S-box generation. As result, the
slice of LUTs technique is less than Galois field. On the
other hand, the cost of Galois field technique more than
LUTs.

TABLE IV
TOP 3 OF BEST RESOURCE EFFICIENCY
Slices | Throughput | Resource Eff. | Power Power Eff.
1| LL3) GL(2) GL(2) GG(1) GG(1)
2| LKD) LL(2) LG(1) GL(1) LL(1)
31 GL(1) LL(1) LL(2) LG(1) GL(1)

In table IV, our throughput less than Galois field
technique in ref. [4] because ref [4] improve throughput
with pipeline technique in order to decrease number of clock
cycle that bring to the increasing throughput rate.

Because ref [4] does not discuss energy issue then we
need to ignore this technique and we discuss and compare to
ref. [5] only. By simulation, our approach consumes power
less than LUTSs and produces the higher throughput.

VI. CONCLUSION

This paper has implemented S-box of AES with Galois
field technique and simulate to show that encryption and
key expansion are implemented with Galois field consume
energy less than LUTs. And it brings to the high energy
efficiency.

However, our technique produces lower throughput when
compare with Galois field and pipeline technique.

For future works, we should improve throughput while
our technique still consume low power like this paper.
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