
(1)

 S-box  GF

 AES 

Performance and Power Analysis of S-box using GF for AES 

Wannajan  Wittayapanpracha 

A Thesis Submitted in Partial Fulfillment of the Requirements for the Degree of

Master of Engineering in Computer Engineering 

Prince of Songkla University 

2554



(2)

 S-box  GF 

 AES

   

                                                       ( . )

( . )  ( . )

 ( . )

 ( . )



(3)

 S-box  GF 

 AES 

 2553 

 S-box  GF(24)2

 AES  S-box 

 GF(24)2

 GF(24)2

S-box GF(24)2  S-box GF(24)2

 19 %

 AES 

 S-box  GF(24)2

 AES 

 S-box  GF(24)2

 1.184 Gbps  408 mW 

 AES  CC2420  AES 

 550 

:  AES, S-box,  GF(24)2, ,



(4)

Thesis Title  Performance and Power Analysis of S-box using GF for AES

Author  Miss Wannajan  Wittayapanpracha 

Major Program  Computer Engineering 

Academic Year  2010 

ABSTRACT

 S-box circuits using GF(24)2 for energy efficient AES encryption has been 

proposed in this research work. According to the design technique using GF(24)2, the number of 

resource usage will be decreased and is able to improve the speed. We propose the technique to 

reduce the number of logic gate when the S-box circuits using GF(24)2 has been implemented. 

From the simulation results on FPGA technology, we found that our S-box dissipate the power 

less than the original GF(24)2 S-box circuits about 19%. 

 In addition, the several types of AES such as pipelining and parallel 

architectures have been implemented using our GF(24)2 S-box and LUT S-box in order to analyze 

the performance. We found that the parallel architecture of AES using our GF(24)2 S-box can 

compute at 1.184 Gbps and consume the power only 408mW. Our AES can perform very well 

suited with wireless sensor network application because it can run faster than the AES in CC2420 

module about 550 times.

Keywords: AES encryption, S-box, Galois Field GF(24)2, LUT, Wireless Sensor Networks. 
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 AES 

[1], [2], [3] 

 (Energy Efficiency) 

 S-box  AES  2 

 (Galois Field, GF)  (LUT) 

 250 kbps (

)

1.2

 2  1) 

 IEEE 802.15.4  2) 

AES

1.2.1  IEEE 802.15.4 

 Advanced Encryption Standard (AES) 

 AES  IEEE 

802.15.4  250 kbps  Shammi 

Didla, Aaron Ault  Saurabh Bagchi, 2009 [2] 

 Platform  MSP430  Micaz

 M Healy, T Newe  E Lewis [3] 

 AES  CC2420 

 Platform  Micaz  Tmote Sky 
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 1-1, 1-2, 1-3  1-4

 1-1 ( s) [3] 

MICAz Tmote SKY 

CC2420_encrypt 294.00 2060.34

Software_encrypt_ref 652.15 940.83

Software_encrypt 565.37 752.27

Software_encrypt_minRAM 574.85 934.83

 1-2  16 ( s) [3] 

MICAz Tmote SKY 

CC2420_encrypt 29.83 449.20

Software_encrypt_ref 1495.78 1941.08

Software_encrypt 1457.53 1870.64

Software_encrypt_minRAM 1547.72 1943.74

 1-3  ( s)

MICAz Tmote SKY 

CC2420_encrypt 323.834 2509.543

Software_encrypt_ref 2147.930 2881.910

Software_encrypt 2022.900 2622.910

Software_encrypt_minRAM 2122.570 2878.570

 1-3 

 Tmote SKY 

 Tmote SKY 

 100 s
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 2  4 

 (  [3] )

 1-4  (CC2420_encrypt) 

 1-4  ROM  RAM  (bytes) [3] 

MICAz Tmote SKY 

ROM RAM ROM RAM

CC2420_encrypt 10058 437 11872 407

Software_encrypt_ref 11980 2844 13206 2811

Software_encrypt 12720 1915 13980 1883

Software_encrypt_minRAM 12748 625 14200 887

1.2.2  Advance Encryption Standard 

 AES 

 AES 

 (Pipeline) [4] 

 “DOR + K scheme” [5] 

 (Direct Optimized Routing with Key Storage)  S-box 

 2439 

 NIST  DOR  K scheme 
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 5 MHz  NIST 44 % (Spatun3)  25 

MHz  20% (Virtex-II)

 [6]  LUT  prime number 

 S-box  8  8 

 512.821 MHz  BRAMs  786 

 31  GF(28)  prime 

number  38%  [7] 

 2  encryption core (AES) 

Galois Field multiplier  GF128  FPGA  294 MHz 

 1.4 Gbps  Xilinx 5vlx50t 

10/100/1000  Ethernet MAC Block  FPGA  10% 

 2656  LUTs 2506  RAM  18X2 

5  core  real throughput 

Gigabit Ethernet 

1.3
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2.

3. /

1.4

1.  AES  128 

2.   FPGA 
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  2 

 AES 

 128 

 AES 

 AES 

 AES 

2.1  AES

 AES (Advanced Encryption Standard) [8]  Joan 

Daemen  Vincent Rijmen  1998

 AES  DES (Data Encryption Standard) 

 National Institute of Standard and Technology (NIST) 

 2001 

 Rijndael (Rijmen & Daemen)

 Block Cipher 

 AES  128 

 16  8 

 2  4 4  2-1 (a) 

 (State) 

 1  2 

 S0,0, S0,1, S0,2, S0,3, S1,0, S1,1, … , S3,2, S3,3
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 2-2 (b) 

S0,0 S0,2S0,1 S0,3

S1,0 S1,2S1,1 S1,3

S2,0 S2,2S2,1 S2,3

S3,0 S3,2S3,1 S3,3

(a)

K0,0 K0,2K0,1 K0,3

K1,0 K1,2K1,1 K1,3

K2,0 K2,2K2,1 K2,3

K3,0 K3,2K3,1 K3,3

(b)

 2-1 

 AES 

 2-2 (a) 

 (Encryption)  (Plaintext) 

(Key)  AES 

 (Ciphertext)  (Decryption) 

 2-2 (b) 

/  AES  128 

 round function  10  4 

 SubByte, ShiftRow, MixColumn  AddRoundKey 

 MixColumn 

 InverseShiftRow, InverseSubByte, InverseMixColumn 

AddRoundKey  InverseMixColumn 
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 2-2  AES 

2.1.1  (SubBytes, S-box) 

 Subbyte 

 S-box 

 (Multiplication Inverse) 

 (Affine Transformation  Inverse Affine Transformation) 

 1.   (Multiplication Inverse) 

a (a-1) a  1 

(Element)  {7a}  {d0}  -    
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 Brute-force search  Extended Euclidean algorithm 

 2-1 

 [9]  a

(a-1) a  GF(28) a GF(28) \ 0 : a  a-1 = {1} 

 1  {30} 

   
   
   
   

2-1

 2  {f9} 
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 2-1

 2-1  xy  {xy} GF(28)

0 1 2 3 4 5 6 7 8 9 a b c d e f 

0 00 01 8d f6 cb 52 7b d1 e8 4f 29 c0 b0 e1 e5 c7 

1 74 b4 aa 4b 99 2b 60 5f 58 3f fd cc ff 40 ee b2 

2 3a 6e 5a f1 55 4d a8 c9 c1 0a 98 15 30 44 a2 c2 

3 2c 45 92 6c f3 39 66 42 f2 35 20 6f 77 bb 59 19 

4 1d fe 37 67 2d 31 f5 69 a7 64 ab 13 54 25 e9 09 

5 ed 5c 05 ca 4c 24 87 bf 18 3e 22 f0 51 ec 61 17 

6 16 5e af d3 49 a6 36 43 f4 47 91 df 33 93 21 3b 

7 79 b7 97 85 10 b5 ba 3c b6 70 d0 06 a1 fa 81 82 

8 83 7e 7f 80 96 73 be 56 9b 9e 95 d9 f7 02 b9 a4 

9 de 6a 32 6d d8 8a 84 72 2a 14 9f 88 f9 dc 89 9a 

a fb 7c 2e c3 8f b8 65 48 26 c8 12 4a ce e7 d2 62 

b 0c e0 1f ef 11 75 78 71 a5 8e 76 3d bd bc 86 57 

c 0b 28 2f a3 da d4 e4 0f a9 27 53 04 1b fc ac e6 

d 7a 07 ae 63 c5 db e2 ea 94 8b c4 d5 9d f8 90 6b 

e b1 0d d6 eb c6 0e cf ad 08 4e d7 e3 5d 50 1e b3 

f 5b 23 38 34 68 46 03 8c dd 9c 7d a0 cd 1a 41 1c 

2.  (Affine Transformation  Inverse Affine 

Transformation)

  1)   [9]

 i 

 0 i 8

 {63}16  {01100011}2

 (2-1) 

   Y 

X



13

(2-1)

 (2-2)

 (2-2)

i

 (2-3)
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 S-box 

 S-box (  2-2) 

  2)   [9]

16  {00000101}2

 (2-4) 

(2-4)

 (2-5) 

 (2-5)

 S-box  S-box 
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 16  2–2 

 5  3 

 S-box (  2–2)  {ed} 

 2-3  S-box 

 2-2  S-box 

0 1 2 3 4 5 6 7 8 9 a b c d e f 

0 63 7c 77 7b f2 6b 6f c5 30 01 67 2b fe d7 ab 76 

1 ca 82 c9 7d fa 59 47 f0 ad d4 a2 af 9c a4 72 c0 

2 b7 fd 93 26 36 3f f7 cc 34 a5 e5 f1 71 d8 31 15 

3 04 c7 23 c3 18 96 05 9a 07 12 80 e2 eb 27 b2 75 

4 09 83 2c 1a 1b 6e 5a a0 52 3b d6 b3 29 e3 2f 84 

5 53 d1 00 ed 20 fc b1 5b 6a cb be 39 4a 4c 58 cf 

6 d0 ef Aa fb 43 4d 33 85 45 f9 02 7f 50 3c 9f a8 

7 51 a3 40 8f 92 9d 38 f5 bc b6 da 21 10 ff f3 d2 

8 cd 0c 13 ec 5f 97 44 17 c4 a7 7e 3d 64 5d 19 73 

9 60 81 4f dc 22 2a 90 88 46 ee b8 14 de 5e 0b db 

a e0 32 3a 0a 49 06 24 5c c2 d3 ac 62 91 95 e4 79 

b e7 c8 37 6d 8d d5 4e a9 6c 56 f4 ea 65 7a ae 08 

c ba 78 25 2e 1c a6 b4 c6 e8 dd 74 1f 4b bd 8b 8a 

d 70 3e b5 66 48 03 f6 0e 61 35 57 b9 86 c1 1d 9e 

e e1 f8 98 11 69 d9 8e 94 9b 1e 87 e9 ce 55 28 df 

f 8c a1 89 0d bf e6 42 68 41 99 2d 0f b0 54 bb 16 

X
 Y 
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2.1.2  (ShiftRows) 

 4 4

 2-4 

  (2-6) 

 0 < row < 4  0  column < Nb  (Nb  4) 

2-4 ShiftRow

2.1.3  (MixColumns) 

 (MixColumns) 

 column-by-column  4-term polynomial 

polynomial over GF(28)  multiplied modulo X4+1  fixed polynomial 

 (2-7)

 0 c < Nb (2-8) 

(2-9)  2-5 
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(2-9)

 2-5 MixColumn

2.1.4  (AddRoundKey) 

 XOR  (S) 

 2.1.5  2-6  AddRoundKey 

 (2-10) 

(2-10)

 Round = 0 

 AddRoundKey 

 XOR  Nr  1  round  Nr (Nr )

 word  2-6 

 word l l = round Nb Nb



18

 2-6  AddRoundKey 

2.1.5  (Key Expansion) 

 Rotage Word, 

Sub-Word, Round Constant (Rcon)  Word Column (W_column)  2-7 

 2-7  Key expansion 

 AES  (Cipher Key, K)

(Key Expansion Routine)  word 

Nb*(Nr+1) words Nb Nb  4  Nr 

 Nr  10 
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 4  (10 + 1) = 44 words (w0, …, w33)

 i  0  i < Nb*(Nr+1)

Key expansion  2- 8 

 K0,0,K0,1,K0,2…K3,2,K3,3

 Wi  W0  K0,0, K1,0,K2,0,K3,0  Word  4 

 W0, W1, W2  W3  Word  i = 3 

(W3)  Rotate Word  (Cyclic Permutation) 

 [K0,3,K1,3,K2,3,K3,3]  [K1,3,K2,3,K3,3,K0,3]

 Sub-word  S-box  4 

XOR  Rcon  XOR  word 

 (Wi - 3)  W0 i = 4 (W4)  W33

 10 

K0,0 K0,1 K0,2 K0,3

K1,0 K1,1 K1,2 K1,3

K2,0 K2,1 K2,2 K2,3

K3,0 K3,1 K3,2 K3,3

Key

g4 g5 g6 g7

W7W5 W6W4

W3W1 W2W0

W0 W1 W2 W3

W33

RotWord() Sub-word

Rcon[i/Nb]gi

Wi-1

Output

32

32

 2-8  1 
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2.2

 AES 

 AES 

a

 (2-11)

 Galois Field GF(28)

polynomial

(2-12)

ai  (coefficient)  polynomial a(x)

 {01100011}2  6316  polynomial 

2.2.1

a(x), b(x) GF(28)  XOR 

(  Polynomial)

( )

( )

2.2.2

 AES  polynomial 

 2  

polynomial  modulo m(x) c(x) a(x) b(x)

 A  c316  B  8516 , 

(2-13)
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 Galois Field  GF(2) 

{0,1}  GF(pm)  GF(28)  GF(256)  256 

 GF(24)  GF(16)   p  2  m  4 

 n  pm -1  15  polynomial root 

  2-3  2  GF(24)

 2-3  GF(24)

 GF(24)  polynomial 

0 0 0000 0 

1 1 0001 1 

X X 0010 2 

X2 X2 0100 4 

X3 X3 1000 8 

X4 X + 1 0011 3 

X5 X2 + X 0110 6 

X6 X3 + X2 1100 12 

X7 X3 + X + 1 1011 11 

X8 X2 + 1 0101 5 

X9 X3 + X 1010 10 

X10 X2 + X + 1 0111 7 

X11 X3 + X2 +  X 1110 14 

X12 X3 + X2 +  X + 1 1111 15 

X13 X3 + X2 + 1 1101 13 

X14 X3 + 1 1001 9 
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2.3

 (LUT) 

n  1 

 (

 1,  2,  3 )

 FPGAs [11] 

 2-9

 2- 9  a, b, c 

 w  abc  index 

 (Truth Table)  abc = “011” 

 10  3  w = “1”  [10] 

2.4

 combinatioinal 

 2-10 (a) 

combinatioinal logic 

 2-10 (b) 
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 [11] 

 1  2-10 (c) 

(a)

(b)

(c)

 2-10

2.5

 (Power) 

 ( )

 ( )

 (2-14) 

 (2-15) 

(2-14)
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 (2-15)

 , 

 FPGA  (Voltage) 

 [12][13]

 ( )

 (  ) 

 (Clock Frequency) 

 clock 

 (Energy Awareness) 

 AES  3 
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  3 

 AES 

 AES 

 GF(24)2

 Xilinx ISE

3.1  AES

 AES  2 

 (core AES)  (Key Expansion) 

 16  (0-F)  3-1 

 8  128 

ShiftRows, SubBytes, MixColumns  AddRoundKey  AddRoundKey 

 3-2 

 3-1  AES 
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 AES 

 AES  128 

 Rotage Word, Sub-Word, Round Constant (Rcon)  Word Column (W_column)

 3-2

 AES  3-3 

 AES 

/  AES 

(clk)  RAM (we) 

encrypt  S-box  GF(24)2

 RAM_KEY 

 AES 

 2  AES 

 2 

GF(24)2  AES 

 4 
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3.1.1  RAM 

 RAM 

 128 × 11  128  1 

 10 

3.1.2

 (Clock divider) 

 (Global Clock)  AES 

 2 

3.2  S-box  GF(24)2

 S-box  [14] 

 XOR  S-box  GF(24)2  3-4 

 3  (Affine Transform, Aff_trans) 

 (Inverse Affine Transform, Aff_trans-1) -

 (Multiplication Inverse) 

 encrypt  encrypt = 1 

 encrypt = 0

 3-4  S-box 
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3.2.1

 (Aff_trans)  (2-2)  12 

 XOR  40  XOR  4 

 XOR  XOR  20 

 NOT  4  (3-1) 

(3-1)

, , ,

3.2.2

 (Aff_trans-1)

(2-5)  13  XOR  24  XOR 

 XOR  12  NOT  2 

 (3-2) 

(3-2)

, , ,
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3.2.3

 3-5  S-box  GF(24)2

 An ASIC Implementation of the AES SBoxes [14] 

 3-5  [14] 

 3-6  XOR 

a  8  map(a)  2 ah al

 4 

(e)  map-1  XOR 
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 3-6

 S-box  GF(24)2  XOR 

1.  (Addition) 

 (3-3) 

(3-3)

2.  (Multiplication) 

GF(24)

 GF(24)  (3-4)

(3-4)

 GF(24)  GF(24)
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(3-5)

, ,

 GF(24)  (3-6) 

 GF(24)

(3-6)

, ,

3.  (Squaring)

 GF(24)  (3-7) 

GF(24) (3-7)

4.  (Inversion) 

 (Inversion)   GF(24)

 (3-8) 

GF(24) (3-8)



33

, , ,

, , ,

 GF(28)

 (Inverse yields) :

GF(24)

 (3-9) 

5.

 GF(28)  GF(24)  bijection 

 GF(28) GF(24)

 map 

 GF(24) GF(28) (3-10)
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6.

 (map inversion  map-1)

 GF(24) GF(28)  (3-11) 

GF(28) GF(24) (3-11)

,

3.3  S-box 

 S-box  AES 

 S-box 

 S-box  2  S-box 

 S-box  S-box 

3.3.1  S-box  (Pipelining Architecture) 

 Overhead 

 [11]
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 AES  128 

 16  (State)  8 

 S-box 

 ( )

 S-box  2 

3.3.1.1  S-box  8 

 S-box  5  3-7 

 128  Subbyte  8 

 S0,0, S0,1, S0,2, S0,3, S1,0, S1,1, S1,2, S1,3, …, S3,2, S3,3

 5  5 

 16  3-8  21 

3.3.1.2  S-box  32 

 S-box  32  S-box 

 4  1 

 9  3-9 
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 3-7  S-box 

 3-8  8 
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 3-9  32 

3.3.2  S-box  (Parallel Architecture) 

 S-box 

 128  S-box  1 

 (

 (  )  (2-15)  24) 

3.4  S-box 

 S-box 

 2 

 AES  S-box 

 (core AES)  (Expaned 

Keys) 

 AES 
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  4 

 AES 

 AES GF(24)2

 S-box 

 S-box  AES 

 AES

4.1

 3 

 Throughput 

 (Resource Efficiency) 

 (Power Efficiency)

4.1.1  (Throughput)

(Ciphertext)

(4-1)

 (Plaintext)  AES 

 (clock cycle) 
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4.1.2  (Resource Efficiency) 

 (Slices)  AES 

4.1.3  (Power efficiency)

FPGA  FPGA 

Total FPGA power = Device Static Power + Design Static Power + Dynamic Power (4-2)

(Cells)

Device Static Power

 (Device Static) 

 Design Static Power

/  (I/Os) 

 Design Dynamic Power

 switching activities 

 XPower 

Analyzer

 2 
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 1.   (Dynamic Power) 

 (switching user logic)  (routing) 

 2.   (Quiescent Power) 

(Static Power) 

4.2

4.2.1  FPGA 

 FPGA  Virtex–5  XC5VLX50 

 I/O  ff–676  -3  FPGA 

 VHDL  Simulation Xilinx ISE 10.1 

4.2.2  Simulation Xilinx ISE 10.1

 Simulation Xilinx ISE 10.1 

FPGA  PC 

 Xilinx 

 ASIC  backanotation 

Xilinx

 Xilinx ISE 

 Xilinx ISE 

 CORE Generator  XPower Anlyzer 

 1.  S-box  GF(24)2

 2.  S-box -

 GF(24)2
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 3.  S-box  GF(24)2

 XOR 

 4.  S-box 

 GF(24)2

 5. 

AES

 4.1

4.3  S-box  GF(24)2

 VHDL  Test Bench 

 Xilinx ISE  Waveforms 

 FIP–197 

 AES  [15] 

 Waveforms  4 – 1 

 128 

 “a0fafe1788542cb123a339392a6c7605”

 “e02dbbf0c42071c8260a1212e550386b” (  web 

application http://www.unsw.adfa.edu.au) 

 4-1  S-box  GF(24)2

 S-box 

 4-1 Waveforms 
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 S-box 

 4-2 

 4-2  S-box 

4.4  S-box  GF(24)2

 S-box  GF(24)2

 AES  S-box 

 S-box  GF(24)2

 S-box 

 S-box  (latency) 

 4-1
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 1 

 32  11 

 8  23 

 18 

 S-box 

 =  T   

 T 

8  3.342 ns  32 

 3.346 ns 

 5.094 ns  10.849 ns

 S-box  GF(24)2

 32  8 

S-box  4-2

 4-2  S-box  GF(24)2

 S-box  GF(24)2  (ns) 
 loop sequence 

 10.849 8.45 

 32  36.806 2.49 

 8  76.866 1.19 

 91.710 1.00 

 S-box 

 FPGA  2 

 1)  Slice utilization 

 2)  Slice distribution  Flip Flop

 S-box 

 124  148  Flip Flop  19  8 
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 Flip Flop  113, 188  51 

 32  313 

 354  Flip Flop  193 

 944 

S-box  4-3

 4-3  S-box  GF(24)2

S-box  GF(24)2

Logic gate Register F/F 

( ) loop

sequence
( ) loop

sequence
( ) loop

sequence

 944 7.6 - - - -

 32  313 2.5 354 2.4 193 10.1

 8  113 0.9 188 1.3 51 2.7

 124 1.0 148 1.0 19 1.0

 7.6  Flip Flop 

 Flip Flop 

 4-4

 S-box 

 (4-1) 

   

   

   Gbps  
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 4-4  S-box 

 GF(24)2

 S-box  GF(24)2
Throughput

(Gbits/sec)

Area

(slice)

Throughput/Area

(Mbits/sec/slice)

 11.798 944 12.498

 32  3.477 667 5.213

 8  1.665 301 5.532

 1.395 272 5.131

 S-box  GF(24)2

 11.798 

Gbps

 4-3  S-box

 GF(24)2

0

2

4

6

8

10

12

14

 32  8 

Gbits/sec

Throughput (Gbits/sec)
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 4-5  S-box

 GF(24)2

 S-box  GF(24)2
Supply Power (mW) 

Dynamic Quiescent Total 

 0.02 378 378 

 32  7 378 385 

 8  5 378 383 

 5 378 383 

 4-5  S-box 

 4 

 378 

 S-box  GF(24)2  AES 

4.5  S-box  GF(24)2

 XOR 

 S-box 

 GF(24)2  XOR  10.936 ns 

 ASIC [14]  10.849 ns 

 S-box  GF(24)2  XOR 

4.91%  19.04%  4-6 
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 4-6  S-box  GF(24)2  XOR

 S-box GF(24)2

 [14] 

(  3-5) 

S-box GF(24)2

 XOR

(  3-6) 

Slice Logic Utilization:

   Number of Slice LUTs: 976  out of  19200     5% 928  out of  19200     4%

IO Utilization:

   Number of IOs:

   Number of bonded IOBs:

                         257 

257  out of    400    64%

257

257  out of    400    64%

Timing Summary: 

   Minimum period:

   Minimum input arrival time before clock:

   Maximum output required time after clock:

   Maximum combinational path delay:

No path found

No path found 

No path found 

10.849 ns 

No path found 

No path found 

No path found 

10.936 ns

Supply Power: 

   Dynamic Power

   Quiescent Power

   Total Power 

432  mW 

382  mW 

814  mW 

278  mW 

381  mW 

659  mW

4.6  S-box 

GF(24)2

 S-box  GF(24)2

 FPGA 

 4-7  S-box -

 GF(24)2  XOR  S-box 

 RAM 
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 S-box  GF(24)2

 combinational  10.85 ns  S-box 

 414.216 MHz 

2.414 ns  S-box  GF(24)2

 378  402 mW 

 4-7  S-box 

 GF(24)2

 Galois Fields GF (24)2  (LUT)

Slice Logic Utilization:

      Number of Slice Registers:

      Number used as Logic:

-

944  out of  19200    4%

384  out of  19200   2% 

129  out of  19200   0%

IO Utilization:

      Number of IOs:

           Number of bonded IOBs:

257

257  out of    400   64%

258

257  out of    400  64%

Specific Feature Utilization: 

      Number of Block RAM/FIFO:

      Number using Block RAM only:

      Number of BUFG/BUFGCTRLs:

-

-

-

16  out of     32  50% 

16

1  out of     32   3% 

Timing Summary: 

       Minimum period:

              (Maximum Frequency) 

       Minimum input arrival time before clock:

       Maximum output required time after clock:

       Maximum combinational path delay: 

-

-

No path found 

No path found 

10.849 ns 

2.414 ns 

(414.216MHz)

1.781ns

2.775ns

No path found

Supply Power 

      Dynamic Power

      Quiescent Power

      Total Power 

0.02 mW 

378 mW 

378 mW 

24 mW 

378 mW 

402 mW
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4.7  AES

 1.   AES

 2.  

 3.   AES

4.7.1  AES 

 AES  4  SubByte 

ShiftRow MixColumn  AddRoundKey  3 

 AES  4–8

 10 

S-box  GF(24)2

 S-box 

 GF(24)2
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 4-8  GF(24)2

 AES 

 GF(24)2  (LUT) 

Slice Logic Utilization:

      Number of Slice Registers:

      Number used as Logic:

384  out of  19200     1%

3213  out of  19200   16%

512  out of  19200     2% 

 893  out of  19200     4%

 3597 1405

Slice Logic Distribution:

       Number of LUT Flip Flop pairs used:

           Number of fully used LUT-FF pairs:

           Number of unique control sets:

3213

384  out of    3213   11%

2

1003

402  out of    1003    40%

132

IO Utilization:

       Number of IOs:

       Number of bonded IOBs: 

391

390  out of    400    97% 

258

258  out of    400    64%

Specific Feature Utilization: 

       Number of Block RAM/FIFO: 

       Number of BUFG/BUFGCTRLs:

1  out of     32     3% 8  out of     32     25% 

6  out of     32     18%

Timing Summary: 

       Minimum period:

              (Maximum Frequency) 

       Minimum input arrival time before clock:

       Maximum output required time after clock:

       Maximum combinational path delay:

7.099 ns 

(140.855 MHz) 

7.609 ns 

2.775 ns 

No path found 

No path found 

 2.483 ns 

2.989 ns 

No path found

Supply Power: 

      Dynamic Power

      Quiescent Power

      Total Power 

11 mW 

378 mW 

389 mW 

15  mW 

378  mW 

393  mW
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4.7.2

AES  4  Rotage Word, Sub-Word, Round Constant (Rcon) 

 Word Column (W_column)  3 

 S-box  S-box  SubWord 

 S-box  4  2 

 GF(24)2  4-9 

 10 

 AES  S-box  4  32 

 AES 

 GF(24)2  BRAM 

GF(24)2
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 4-9  GF(24)2

 GF(24)2  (LUT) 

Slice Logic Utilization:

      Number of Slice Registers:

      Number used as Logic:

288  out of  19200     1%

1174  out of  19200     6%

162  out of  19200     0% 

 395  out of  19200     2%

  1462 557

Slice Logic Distribution:

       Number of LUT Flip Flop pairs used:

           Number of fully used LUT-FF pairs:

           Number of unique control sets:

1174

288  out of    1174    24% 

1

397

160  out of    397    40%

1

IO Utilization:

       Number of IOs:

       Number of bonded IOBs: 

261

261  out of    400    65% 

265

262  out of    400    65%

Specific Feature Utilization: 

       Number of Block RAM/FIFO:

       Number of BUFG/BUFGCTRLs:

-

1  out of     32     3%

2  out of     32     6% 

2  out of     32     6%

Timing Summary: 

       Minimum period:

          (Maximum Frequency) 

       Minimum input arrival time before clock:

       Maximum output required time after clock:

       Maximum combinational path delay:

5.626 ns 

( 177.756 MHz) 

2.717 ns 

5.365 ns 

No path found 

2.756 ns 

 (362.856 MHz) 

 1.917 ns 

4.987 ns 

No path found

Supply Power: 

      Dynamic Power

      Quiescent Power

      Total Power 

6 mW 

378 mW 

384 mW 

2 mW 

378 mW 

380 mW
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4.7.3  AES 

 AES  S-box 

 Subbyte 

 1.   LL (LUTs & LUTs)

 (Expaned Keys)  AES (Core AES) 

 2.   LG (LUTs & GF(24)2

 (Expaned Keys)  GF(24)2

 AES (Core AES) 

 3.   GL (GF(24)2 & LUTs)

 GF(24)2

(Expaned Keys) 

AES (Core AES) 

 4.   GG (GF(24)2 & GF(24)2)

 GF(24)2

(Expaned Keys)  AES (Core AES)

 AES  4-10 

 4-11 



56

 4-10  AES 

 AES  (slices)  (Mbps) (Mbps/slices)

LUTs  Key 

AES
LL 4325 1251 0.289 

LUTs  Key 

GF(24)2  AES 
LG 7125 320 0.045 

GF(24)2  Key 

LUTs  AES 
GL 4532 898 0.198 

GF(24)2  Key 

AES
GG 7862 1184 0.150 

 4-11  AES 

 AES (mW)  (Mbps/mW) 

LL 575 2.175 

LG 553 0.578 

GL 439 2.045 

GG 408 2.901 

 4-10  AES 

 S-box  GF(24)2  4 

LL, LG, GL  GG  S-box 

 LG  GG  GF(24)2

 7,125  7,862  4.7.1

 AES  GG 

 408 mW 

 GG 

 2.901 Mbps/mW 
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4.8

 CC2420  TI 

 CC2420 

 CC2420  SPI (Serial 

Peripheral Interface)  4 MHz  250 kbps 

 Buffer 

 [2] 

CC2420  MSP430 

 CC2420  4-12 

 1.   RAM  CC2420 

 2.   CC2420 

 3.   requesting status byte 

 4.   RAM  CC2420 

 4-12  CC2420 [2] 

 CC2420  ( s)

 RAM  CC2420 94.40 

 CC2420 6.40 

 requesting status byte 18.40 

 RAM  CC2420 102.40 

 221.60 

 CC2420 

 ( s)

 (ms) 

 1,000  CC2420 

 (ns)  4-13
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 4-13  AES 

 AES
(Mbps)

Minimum

period

(ns)

Maximum

Frequency

(MHz)
(clock cycles) 

/

(ns)

( / )

LL 1251 1.894 527.856 52/50 102.276/94.700 

LG 320 7.679 130.217 52/50 399.308/383.950

GL 898 5.697 175.528 52/50 296.244/284.850

GG 1184 8.312 120.308 13/23 108.056/191.176

 (Real-time) 

 (Maximum 

Frequency)

 95-400 ns  CC2420 

 221.60 s (  4-13)  550  (  400 ns) 

 CC2420  [3]  MICAz 

 323.834 s  Tmote SKY  2509.543 s (

 1-3  1) 

 [16] 

/  physical layer 
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 0-127  home application  monitoring 

 30-60 

 4.25  2.4 GHz  physical 

layer  IEEE 802.15.4  133  1064

4.25  250.35 kbps  IEEE 802.15.4

 320-1250 Mbps  1280-5000 

 408-575 mW  44.09-220.82 nJ 

 4-14 

 4-14  AES 

 AES  (Power; mW) 

  (ns) 

( / )

Energy  (nJ) 

Energy = Power * Time 

LL 575 102.28/94.70 58.81/54.45

LG 553 399.31/383.95 220.82/212.32

GL 439 296.24/284.85 130.05/125.05

GG 408 108.06/191.18 44.09/78.00

 Energizer 

[17]  AA  Nominal Voltage  1.5 volts  Nominal IR 

 150  300 m  discharge  0.8 volts  100 

  Power (W)  AA =  IV =  I2R  = V2/R

     = 

    = 30 W (  150 m )  15 W (  300 m )    

 AA  2  15-30 W 

4-14  GG  408 mW  36.76  (

300 m )  73.53  (  150 m )
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  5 

5.1

 AES 

 Xilinx ISE 10.1 

 S-box 

 S-box  AES 

 2 

 GF(24)2  S-box 

 XOR 

 3 

 GF(24)2  1.184 Gbps 

(  4-9) 

 408 mW (  4-10)

 AES 

AES  128  [18] 
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 “iMedTracker”

5.2

AES  S-box 

 GF(24)2  (FPGA) 

 VHDL 

(  3) 

 320-1250 

Mbps  408 mW 

 AES 

5.3
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5.4

 AES 

 S-box  AES 

 S-box 

 128 
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 S-box  Inverse S-box 
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 S-box 

S-box -1

 S-box -2

-1  S-box 

0 1 2 3 4 5 6 7 8 9 a b c d e f 

0 63 7c 77 7b f2 6b 6f c5 30 01 67 2b fe d7 ab 76 

1 ca 82 c9 7d fa 59 47 f0 ad d4 a2 af 9c a4 72 c0 

2 b7 fd 93 26 36 3f f7 cc 34 a5 e5 f1 71 d8 31 15 

3 04 c7 23 c3 18 96 05 9a 07 12 80 e2 eb 27 b2 75 

4 09 83 2c 1a 1b 6e 5a a0 52 3b d6 b3 29 e3 2f 84 

5 53 d1 00 ed 20 fc b1 5b 6a cb be 39 4a 4c 58 cf 

6 d0 ef Aa fb 43 4d 33 85 45 f9 02 7f 50 3c 9f a8 

7 51 a3 40 8f 92 9d 38 f5 bc b6 da 21 10 ff f3 d2 

8 cd 0c 13 ec 5f 97 44 17 c4 a7 7e 3d 64 5d 19 73 

9 60 81 4f dc 22 2a 90 88 46 ee b8 14 de 5e 0b db 

a e0 32 3a 0a 49 06 24 5c c2 d3 ac 62 91 95 e4 79 

b e7 c8 37 6d 8d d5 4e a9 6c 56 f4 ea 65 7a ae 08 

c ba 78 25 2e 1c a6 b4 c6 e8 dd 74 1f 4b bd 8b 8a 

d 70 3e b5 66 48 03 f6 0e 61 35 57 b9 86 c1 1d 9e 

e e1 f8 98 11 69 d9 8e 94 9b 1e 87 e9 ce 55 28 df 

f 8c a1 89 0d bf e6 42 68 41 99 2d 0f b0 54 bb 16 

 S-box  {a9} 

 {XY}  X = a  Y = 9  X 

 Y  S-box  {a9}  {d3} 

X
 Y 
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-2  {d5} 

 {XY}  X = d  Y = 5  X 

 Y  S-box  {d5}  {b5} 

-2  S-box 

0 1 2 3 4 5 6 7 8 9 a b c d e f 

0 52 09 6a d5 30 36 a5 38 bf 40 a3 9e 81 f3 d7 fb 

1 7c e3 39 82 9b 2f ff 87 34 8e 43 44 c4 de e9 cb 

2 54 7b 94 32 a6 c2 23 3d ee 4c 95 0b 42 fa c3 4e 

3 08 2e a1 66 28 d9 24 b2 76 5b a2 49 6d 8b d1 25 

4 72 f8 f6 64 86 68 98 16 d4 a4 5c cc 5d 65 b6 92 

5 6c 70 48 50 fd ed b9 da 5e 15 46 57 a7 8d 9d 84 

6 90 d8 ab 00 8c bc d3 0a f7 e4 58 05 b8 b3 45 06 

7 d0 2c 1e 8f ca 3f 0f 02 c1 af bd 03 01 13 8a 6b 

8 3a 91 11 41 4f 67 dc ea 97 f2 cf ce f0 b4 e6 73 

9 96 ac 74 22 e7 ad 35 85 e2 f9 37 e8 1c 75 df 6e 

a 47 f1 1a 71 1d 29 c5 89 6f b7 62 0e aa 18 be 1b 

b fc 56 3e 4b c6 d2 79 20 9a db c0 fe 78 cd 5a f4 

c 1f dd a8 33 88 07 c7 31 b1 12 10 59 27 80 ec 5f 

d 60 51 7f a9 19 b5 4a 0d 2d e5 7a 9f 93 c9 9c ef 

e a0 e0 3b 4d ae 2a f5 b0 c8 eb bb 3c 83 53 99 61 

f 17 2b 04 7e ba 77 d6 26 e1 69 14 63 55 21 0c 7d 

X
 Y 
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 Xilinx Core Generator
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 Xilinx Core Generator  

 Xilinx CORE Generator [19]  RAM 

 Lookup  S-box  Inverse S-box 

 Xilinx Core generator 

 .coe .coe 

 S-box  4–1

 .coe

 .coe 

 (,) 

 (;) -1

-1  .coe 
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 Xilinx Core Generator 

1.  Xilinx ISE Design Suite 10.1 >> ISE >> Accessories 

>> CORE Generator -2

-2  Xilinx CORE Generator 

2.  File >> New Project >>  .cgp  save

-3

-3
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3. -4  FPGA 

 Virtex5 xc5vlx30  ff676  -3

-4  Part 

4.  Generation -5

 NGC  Behavioral 

-5  Generation 
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5.  Advance -6

 Netlist Wrapper,  Attribute ,  NDF 

-6  Advance 

6.  ok -7

-7  Xilinx CORE Generator 
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7.  Xilinx Core Generator 

 Memory and 

Storage Elements 

8.  RAMs and ROMs 

 (Block Memory Generator )  2.7 

-8

-8  Block Memory
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9.

 Single Port ROM  Next 

 8  256 -9

-9
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10.  ( .coe)  

-10 -11

-10  ( .coe)
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-11  .coe 

11.  Finish  Xilinx Core 

Generator -12

-12  Xilinx Core Generator 

12.  .vhd 
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 XPower Anlyzer 
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 XPower Anlyzer

 XPower Anlyzer [20] 

1.  XPower 

 Xilinx 

 Xilinx  Sources >> Post-Route Simulation 

 generate  Processes >> Xilinx ISE Simulator >> Simulate Post-

Place &Route Mode >> click  >>  Properties  properties 

-1  Generate VCD file for Power Estimation  

-1  Xilinx  ISE Simulator Properties 
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2.  save  Synthesize and Implement 

.VCD  Xilinx  post-route 

3.  XPower 

 .ncd 

 .xml  .pcf 

 .vcd 

-2  ok 

-2  XPower 
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4.

-3

-3  XPower 
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2011 INTERNATIONAL CONFERENCE ON EMBEDDED SYSTEMS AND 

INTELLIGENT TECHNOLOGY (ICESIT2011) 

FEB 9, 2011 - FEB 11, 2011, at PHUKET, THAILAND 
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