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ABSTRACT

The Universal Plug and Play (UPnP) is a standard network architecture working on the
basis of Internet protocols and Web technology for allowing computers or modern
communication devices to be connected together without any configurations in priori. However,
UPnP has two notable limitations. First, its infrastructure does not support any secured group
communication. Second, it cannot provide any remote services for devices which located in
different networks. The works in this thesis aim to tackle these limitations by means of secure
group authentication techniques and smart mechanisms in agents. To enable secure group
communication in the UPnP network, this work proposes to extend existing protocols related to
service discovery and invocation processes. This is done with the Key Pre-Distribution technique,
which has a good compromise between complexity and security. Therefore service level security
can be provided even for using across networks. In addition, the collaboration of agents located at
the UPnP and Telephony gateways is proposed for allowing UPnP event notification to be
realized in a remote telephone network as a form of emergency call. As evidences, a
demonstration of telemedical applications for remote monitoring has been developed so that the
event notification from UPnP network can cause an alarm similar to an emergency phone call in

the telephone network, where the architecture is not in common.

Keywords: UPnP, Key Pre-Distribution, Secure Group Communication
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+search()
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«interface»
___________ SearchResponselListener

+deviceSearchResponseReceived()

«interface»
EventListener

+eventNotifyReceived()
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01. public void eventNotifyReceived(String uuid, long seq,

02.
03.
04.
05.
06.
07.
08.
09.
10.
11.
12.
13.
14,
15. }
16.

String varName, String value) {
Device device;

String friendlyName = "";

Service service = controlPoint.getSubscriberService(uuid);

if ((varName != null) && (value.length() < 0)){
/[Trace back to check what a device is
device = service.getDevice();
friendlyName = device.getFriendlyName();
}
if ((value.equals("Finish") && friendlyName.equals ("My Device")) {
makeCallFile();

17. [/ Create a call file

18. // then move it to the PBX spooling directory

19. private void makeCallFile(){

20.
21. }
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I +service()
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fastagi-mapping.properties

hello.agi = HelloAgiScript
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01. import org.asteriskjava.fastagi.AgiChannel;

02. import org.asteriskjava.fastagi.AgiException;

03. import org.asteriskjava.fastagi.AgiRequest;

04. import org.asteriskjava.fastagi.BaseAgiScript;

05. public class HelloAgiScript extends BaseAgiScript {

06.
07.
08.
09.
10.
11.
12.
13.
14. }

public void service(AgiRequest request, AgiChannel channel) throws AgiException {

[IAnswer the call

answer();

/[Play the audio file named welcome.gsm
streamFile("welcome");

[ffinish the call

hangup();

1ii 1. JdbodwwesalAavesnand HelloAgiScript

# How to initial a call
Channel: SIP/jakky
WaitTime: 30
RetryTime: 60
MaxRetries: 1

# What to do when call answered

Context: outgoing
Extension: 1300

Priaritv- 1

D.

s 1. Ieddonnuluneala



35

[outgoing]
exten => 1300,1,Agi(agi://172.30.132.195/hello.agi)

sUn 1. I8ednamssvuan laeoaunau

dresrannglit 1. 18ed195um vorlduasueamesad g Toumelildaminemy

a d A A o 1 Y & A =) [ t;’

ansad lo Ntmuadue1131ulaeoauwau diisrvazideadail

= =\ 4 T d' o
" 172.30.132.195 fevweavledl (IP Addr@ssjeuniveniauues
v Y ]
ansUdied lo luiithihuaToudvafuuidonemnesad 1a

LA A a s Ay Ay =
= hello.aglﬂ’ﬂ"]fﬂ‘ll’ﬂ\iﬁﬂiﬂmﬁ)i]]lﬁ)ﬂﬂ’lﬂﬂﬂ

- [ - 1 [ o
1N389v18 UPnP lﬂ'i?]“[l"lf.li‘l’l'iﬂ'l’i'l’l
UPnP Agent Telephone Agent - 4 ]
ginsal = o8 (Asterisk) AGI script TnsAniiugiy
(1UIYAIVA) . : 3
I I
i Subscribe i ! : !
L : ; feraiLis ] I |
Notify | .1. | \ i
= I 1
I 1
I 1
L | |
| I ]
| I 1
I Event Notify I |
[Value != Finish] | i
I 1
I 1
2 . Event Notify | |
“"/Value == Finish] _Event Notify i i
| 1
. H 3 ———— ! !
| I 1
: o Make a phonﬂe call !
| I
! Answer the call
! o—————— = ittty
! Redirect |
I —
: || (4 Play voice command
| 1
! | Play voide file
: A ) S A 4 L
| H Hangup command
| 1 T
l i Hang up the phone line
] 1 by o o e e t———————— 3
| 1
I 1

{ o] v o 4
510 1. 1d8aumsianuveanalnudadonumanisal

U Qq






UNN 4

NanN15398

dy 3 a A & Y A A A
Tuunil ﬂglﬂuﬂﬁﬂ‘ﬁ‘iﬂﬂwaﬂﬁ‘ﬂﬂﬂ'@‘ﬂuu’)ﬂﬂ“ﬁ\‘lulﬂf)‘ﬁﬂ?fliﬂﬂ“ﬂ‘ﬂﬂﬂ!lﬂ Taaisu91n
=y =l = 9 A aaA o 9 d'i A [
namsanySeuneuaIussoznaIveunata sz ay Junsilmneniseudu

% t4 a A 1 1 4 {
@IﬁﬁuQﬂﬂﬁﬂ! Waﬂ131’1ﬂﬁﬂ‘ﬂﬂ35?(1/]‘55]11/‘1ﬁﬁu!ﬂﬁ1"11fNﬂWiL"flei’JiJ/f]@ﬂ%1ﬂﬂﬁjﬂ§@ﬁ1iﬁ@ﬂ

U

v

A 1 =) @ 9 A o A 9
ﬂ'lfliiuﬂi@elnﬂlﬂﬂjﬂu 9]']3Jﬂ:]flwaﬂ1§1/]ﬂﬁ@ﬂﬂallﬂﬂuuﬁu@ LW@V]ﬂﬁ@UﬂqiiGﬁq']uuu

1 = =)

=) ] a =S [ 1 A 1 = = 1 a [ A [
[AIDVIYTFUALAYINU (i%?‘i’JNLﬂﬁﬂGUTUQWLLfJHW) UATSANTUANU (LﬂiflsUWEJQWL!@uWﬂU

A o 2 ¥ o /q ¥ o AW Yo A o
mii’]elﬂﬂj‘ﬂi?ﬁ/\l‘ﬂ) q@‘ﬂ”lﬂﬁ]%u”llﬁuﬂllu'J‘V]”Nﬂ”lﬁJi%Qﬂ@i“ﬂﬂﬂllﬂﬂ1ﬂ1uvlllﬂﬂ”lLUUﬂ1§1/]\1W3Jﬂ

% s A Y
‘]JU§$‘]J‘]J']J5$EJﬂ@]V]1Qﬂ15LLWV]fJ LW@@)LLQZ\}QQ@TQ%1ﬂ5$8$1ﬂa

W

I = = a aad d
4.1 mamsanyulSeuneumatindseu ‘Hﬂ’JWHQﬂﬂim

= 1 dy o = =
msnu ludiuininauenanmsnaaeulsuneuszeznarlumsilszuiana
4 Y t4 a Y
(Execution Time) tWomsaududinuginssiaromainmsidnsiauuuiin lonaziniia Taoll

= % ! dy
FYATLRYANITNATDU m@m"lﬂu

4.1.1 amnNaaauMINATaULaZ AN
A Yy 3 X A A A o P ~
13N 4.1 naaalmmudsssvunsevisuuunug i ldlumsnaaey Tagl

Y o a IA o Y 1 @ o dy
ﬂlaﬂmummﬂauwamaiﬂumﬂ‘mmmuﬂu ﬂ\‘]@l@ulﬂu

1 o o (] A A 1 .
" migaruguuazglnialiiaueguunIesniniielszudananaid Intel Core i3
2.93 GHz ¥118A11431 2 GB tag 52111015 Windows 7
¢ A 1 A 9) A . .
" 9inIaliFoUADIATYIBNDID UL Switching Hub 5 port 10/100 Mbps
o ] 1 1 d o 4
" Tisunsumageudimsudiuniloniuquuazginsal auulasldsunsy

laus15 CyberLink for Java INOATINAOUTLHL1IAINTNNUVDUNALAITA1

37



38

MEAILAN

Switching hub

d’ A [ Y 4
719 4.1 szvunaTeumMIsUdudIaUgnIal

= [ AR 9 v 9 =Y | dy
F9DLDYAVDIDANDINUNITIVITIUTUDUAD umﬂ’a"lﬂu

U

9 Y] A ad == Y v Aa R 9 Y] =4 ~ A
" msdisvaveunatiadsaia  leanesnunsidisvauuuadauniasiaen
WNINATOUA® Advanced Encryption Standard (AES) 1iioga1nldminensiies
1w = 9 [ ] ) (Y AR A
uadaneinnuduutalumsdestumazsiauinnndansTnuLuUdY [20]
9 @ A AadA Y o a R 9 @ 2 Jd .
" madisiaveunaiaidiinle l4danesnumsnsHauuuAdeauIaT Rivest,
. t g Aa A
Shamir and Adleman (RSA) Fuilumnasgiuveunainisin lo

v

A daq Y I 1 o ad Y v Y ~
u ﬂ’ﬂllEJ”I’JGIJ’fNﬂEJ‘VI‘l‘HGLuﬂﬁ‘V]ﬂﬁ@ﬂlﬂuﬂ”ligﬁEj(ﬂ/@]”lqﬂ“‘lj’f)ﬂﬂm"lﬂiﬁﬁ‘ll@lla ngn

Y

o w 1 a A [V 9 [T v 9

sinalasanlsereveslausiigissanisaunssnyinnulasansdeyaves
o 1 4

1819171 (Java Cryptography Architecture: JCA) [21] Tagfimuasinue1Ing

Y04 AES g4ga 256 1 az RSA dga 1024 da e ¥ liszduanuduudelu

]
=1

Y v 9 Y [
ﬂ1§']9:|@\1ﬂ1!ﬂ1§ﬁ]1$5ﬁﬁ°ﬂi’]3§jﬁ1ﬂﬂlﬂﬂﬂﬂuu1ﬂ%q@

9 ~ 9 v A o [ Ja o =K
ﬂﬁi]ﬂl?ﬁﬂ’ﬂ“lﬂl!ﬂﬁﬂi%lli]ﬁNﬁ’]ﬂﬂ@ﬂﬂimuﬁ%‘ﬁu’lﬁlﬂ’]ﬂﬂu 135 unnaT w

v Y 4 v
WTNAU (L) 1aZATUA () VOINTZUIUMTIHE MINTHNR TS (7,,) 92
o Y ~
annsamualaninaumsi @.1)
tesp =1 finish _tstart (4'1)

A o ] A v W J t4
Wﬁﬂ'licﬂﬂﬂ@ﬂlW@jﬂQﬁWiUﬂizﬂﬂuﬂ'lifl’ﬂflsll’ﬂ\‘]ﬂ'lﬁﬂuﬂuﬂ?@luq’ﬂﬂiﬂl Iﬂﬂ@ﬂﬂﬁﬂ!

v

Y A

] =\ I (BN} [] dy £ 9 Y
HaguuIgAIVNN Invhntuuane uaggnUy Tunseuaumsi mwamﬁau"lﬂa';ﬂ"lﬂu

A
M1 N 4.1



39

A Aq ¥ A v W L4
13190 4.1 Naﬂﬂﬁ@ﬂigﬂgna1ﬂ§$3~naﬂaﬂbl‘lf‘luﬂﬁgll']uﬂ1§ﬂu&u@]ﬁ@]u@‘ﬂﬂﬁm

ginsal WienIUAN
(M) (gne)
NIZVIUMS
(ms) (ms)
inle e inle e
maasaeuaMuiuaINgn 2.59 0.20 2.65 0.20
minszawadnguliansn 10.08 0.11 12.34 0.11
328IA1IIN 12.67 0.31 14.99 0.31
SouazaIUAIVRITTEZIIANTIN 97.55 97.93

4.1.2 MOAZHING
~ ' 9 A 9 o A )
HAMINATOVINTIN 4.1 wunmlFmaiamsdnsvauuumng a2 1dszezna
1 Aa a o % 1 a 3
TunisdszuranatiosnIunaiaIs M Hauuuimle F95zeznaisdunanas aniy
9 d' o ~ A [ A [ o [
fooay 97.55 uaz 97.93 tleRin1snadeuinTocutalonazinieagni1onIud 1Ay

Y
TaswanisnaaeulunszuiIumsdoslsigaziosnndil

I Aa { 4 (DR ]
" gsasdvaeunnuluau¥n szazna11J3zmaﬁm?ammmuaxgﬂma UDN
a ad A g a aa A 1w 1 A aaA <
MANAITIANALIT Y 0.20 WaaduImnINu u,mmﬂumwm"lmﬂu 2.59 uag 2.65
Aa aa PR 1 1 ) ad a as A
UaaIuIN G]NLTJ‘L!Nail”Iﬂﬂ’.l”lllLmﬂ@]Ni%‘Vi’JNﬂ”liﬂ”IIJ’JﬂmEJﬂ‘U’ENWIﬂHﬂ’JﬁLﬂWﬂ

o ad a J a A
LlagﬂWiﬂi’J%ﬁ@‘UGl’Uﬁ‘Ui’t]\‘lﬂlﬁﬂﬂﬁ@uﬂﬁﬂl@ﬂlﬂﬂuﬂﬂ%ﬁlﬂul’f'J

=4 Y a d' d‘ (BN [
" misnsgoengngulvaundn 53aznmﬂizmammammwuaxgﬂma VDN

Q

A ad  AaAa df Aa aa A 1w 1 a aaA I
madAIsANA 1T 0.11 Yaadurmniny LL@]LTIFI‘L!FI’J‘EWL?I[I@L‘]JH 10.08 uae 12.34

A aa A& J o Aa R 9 o A ) aJd ~ o
yanlun G]NL'IJUWﬁllﬁnﬂ@ﬁﬂ’f]icﬂllfnilGU'liﬁﬁlW@ﬂﬂﬂﬂum@uﬁﬂﬂﬂquﬂ%%iﬂ/

U



40

1 1 A 1 Y o a R o w Y a Aad A
daiunseute Taelddanesiin AES naz RSA aud1ay dewaldmaiiniTiniia
< ' Aa a 9
1¥5zeznanlszunanasiniumaiinitiim lo dedoyadnedu
Y] 3 o A Aag A 9 9 a anAa ] Y o
aaiy maumaiaIsaid Wnldunumataitiimle szgreanmsldmineins
v A oo @ v A ¥ Sq 9
aumsiszuranalunszurumstududiaugilnsaialdun TashuuaTduvewrarnly

' 4 v
denanvziinnuuandnduningsiuluanimuadeuniniwernsside wu szuugilngal

Ly Y A 1 ~ =
v lunseuegiinoun

w

a 1A v A X
4.2 wamﬁ‘nﬂaauna"lnmmﬁnquaamsﬂaaﬂnw AUV

4.2.1 MANHIAUIZHZNITHUIIINVBIN TN TIN/EBNNGNTOTS

= 1 dy 9 o 1 9 1 A
ﬂ1iﬁﬂH11uﬁ’Juuﬁl%’ﬂ15%1ﬁﬂﬂﬁui)ﬁlﬂ’]ﬂﬂhﬂ’lﬁlﬂWHﬂ@ﬂ (Thread) UHLATOI

=

a 4 1 [ A 9 = v 9 A A
ADUNINDTVBINUIBAIVAN I UTTUUNATO VAN 4.1 NFTumsAnYITIToNHILL LD
= ] . A A A A o a Y
ANY1TZELIAIVDINITHUINIAT (Delay Time) lunsanimslasuudasdrvavaundsny

' ] A ° A Yo Y A I )
pannnngy lagmnadouldmanuyesdruavaundnlamvualimmilugas az 5 @2

o [ (] ] a a4 1 dyc:‘ 1 a

Tasimuamgua1luge 0-30 39 (Feaszeznaitiiua laslsosvesIns Innoa
d‘ 9 (Y] 9 a Q' dy ) d’ [
sspP A4 lumsaoundulunszuiumsAumuIms) msdiyisziiliiFes auasy 50 62

Tasmstiudinnat azldmaiiuiin invrenrugualrgainie (Vvewsazya) o vmznanilomn

FINTOPONNNGNTDAS

. C L v .
1ngU7 4.2 nazgl 4.3 iWuwan 1d5uanmsnaaeudiedu lunsdlieaansmdn

1 A o o & a QsJ‘ a2y S = 9

21 wazoanvNNguAea1s MWy Femninsaniedeansdindd wzmiudwud Iuves

4 4
'53EJ:L’Jmmmmswmmamumwuﬁumm"mauwmammmluﬁﬂymzmuﬁ'u ﬁi’]ﬂﬂfg{’ﬂﬂ

v
1 = A o

@ ad Y v a 1 o 9 [} 9 A Aan
ﬂ‘Uﬂiz‘U’J‘Hﬂﬁﬂi%‘ﬂWﬂﬂﬂﬂquiﬁﬂUﬁNW‘BﬂﬂWﬂiuﬂquﬂagﬂﬁﬂHWNﬂ% UliJ’JT‘l]%i‘]ﬂ‘ﬂﬂl!ﬂ’]‘ﬁLﬂ

Aa £

A A A 3 v Aa ad A = = 3 Y
ne mawmlla AATUHANAUAITIANA ITULIATNDUFTUDINGTIVULANUDY



2000
1800
1600
1400
1200
1000
800
600
400
200

1INV HDI (ms)

m KPD -------- Linear (PKI)

Linear (KPD)

e

10 15 20 25 30 35 40 45 50

& a A o
UIHTNY fﬂu!ﬂ‘if&)‘]ﬂﬂ (07)

d' = = 9 1 1 dl
Z‘IJTI 4.2 WﬁﬂW’iL‘]J’iEJ‘]JmEJ‘]J’i%EJ%L’J@'IﬂTiL“Uﬁ??JﬂQ?Jﬁ@ﬁ'Ii

2000
1800
1600
1400
1200
1000
800
600
400
200

NANdUaHDY (ms)

m KPD  -------- Linear (PKI)

Linear (KPD)

L2
e

me\

10 15 20 25 30 35 40 45 50

o a A 1 o
mumanwn‘lmmamﬂ (A7)

< oA A
E‘IJVI 4.3 Waﬂ'l'il‘]J'iEJ‘]JmEJ‘]J'i$EJ%L’J@'IﬂTiE]’E]ﬂﬂTﬂﬂQﬁJﬁ@ﬁ'li

= v o VoA v Ay
4.2.2 MIADHIANIUMITHUTYUNIUNQUADATUINIATOVY

H 9
A o

41

A [ ayv A o Y '
igflJ‘]JﬂaulﬂﬂQN'ﬁ@ﬁ'liﬂa@ﬂﬂﬂ%u]iﬁu'ﬂiuﬂ’lu?ﬁ]ﬂuﬁ’lll’liﬂu’l”l‘]_]&l"lﬁ'luixﬁfﬂﬂ

1 1 14 Y
in3eureNiegrisinasenlylla (Aredruniedreningdi 4.4) TasinTovteniaoaiudes

A [ I A 1 Y1 Y 1 1 o [ A
f‘T'I?J'ISﬂL"If’E)?J@]’ﬂﬂHL‘]JHLﬂS’E]Ell'lflvl,ﬂﬂ’ﬂuua’J (15U W'I‘L!ﬂﬁulﬂTl'N'lu&luixﬂiJﬂ'lil"lf’mJTEN Secure



42

Socket Layer (SSL) 3811458115018 190 Vitual Private Network (VPN) 15udu) tazdeq

o YA o ¥ A v o 1A ¢ P Ay
ﬂ1ﬁuﬂ1ﬁﬂﬁ3ﬁu1ﬂquﬁﬂﬁ1§ﬂﬂi’]ﬂﬂEJ‘VIN11!'f)Q‘VIQﬂﬂiﬂ!&ﬂ@]ﬂﬂ"ﬂ@ﬂlﬂﬁ@ﬂﬂﬂﬂ?ﬂ

Lﬂ@]L'JEj' 1
Un3al (Clock)

,________
~ —— e ——— —

a

A il G '
A9y 1 IAIDVIY 2

= o A v 9 A 1
gﬂ‘ﬂ 4.4 ig‘U‘U“VlﬂﬁE]’UﬂaUlﬂ“VlNWHﬂQ?Jﬁ@ﬁﬁﬂaﬂﬂﬂﬁlﬂﬂﬂJlﬂi@ﬂﬂﬂ

4
3

1 J {
TumsnageuszuuduLLY (Mileaduguuazglnsal) NMWAUITUAIATE1911 LAy

= . A Y o 1 % A [l =\ A A
Vlﬁ‘U513 CyberLink for Java lfW’E'JGlfVWIN11!5’311ﬂUI‘W311’1?\@'&1“11@\1&?\5@6111897‘!&!@141’\1 NaUDLUUY

[

Y [ 1A

A @ ' y o A A dg’
msuveelvsessungudeaisdaoans WTJ’J”I‘W”IﬂllmJﬂ”Iiﬂﬁ/mﬂﬂquﬁﬂﬁ”ﬁ%ﬂi%ﬂﬂﬂ"uu

Q

9 a d’ T A 1 Y] 9 1 1 (Y] d’ Y K a
AIWTUIFNNDYNNIUATOVIINULAD (LU ﬂ’quﬂaaﬂnwmmam 3 ‘Nﬂz‘ﬂ“ﬂ 4.5) MIVIDIVINIG

U

4 9 A a3 o Y Y
GUB\‘IQﬂﬂ'iﬂlﬁ]1ﬂslﬂllm'§ﬂell”lflﬂil$ﬁ1u”liﬂ1ﬂ”I\‘l"lullﬂ'ﬂfn\‘]@]”m@ﬂﬂﬂ”li

9 nsal (Security Camera)

P
NN
~
~

ngulaeada #3 T ~S——- 70— -

nauiasasie #1 ngulaeni #2

Y 1

3191 4.5 dednnquiemsuvuilasassvesszuunagey

{ <3 W ] 1 §y o ]
%’lﬂgﬂﬁ 4.6 LL@W’N1ﬁlﬁuﬂﬂﬂﬂ1ﬂﬁﬁ1@1ﬂllﬁﬂﬂﬁﬂ1U$5$UU Lﬁ@ﬁ\‘]mﬁ U VWUHIYAIVAN

~ ' A [l Y o . A ' 14
T]@QﬂNJ‘luLﬂﬁﬂelﬂﬂ 1 Tﬂ8ﬂ$ﬁ1ﬂ15ﬂﬂuWUQﬂﬂim Security Camera UDILATOUY 2 ulﬂ



43

(uaﬂmummaﬂﬂimmwm (Clock) ‘VIEJEJﬂWGl,uLﬂiE]GUW 1)mmummmﬂuaﬂﬂﬁ 'e');li

A v A [ Y 1 A v I
ﬂ181uﬂquﬂi’)ﬁﬁu'ﬂ‘ﬂﬂﬁﬂﬂﬂﬂlﬂEJ'JﬂLl HUIEDYATULATDUIINUNATY

| £:| CyberLink Sample Control Poin - e - !

[ Fite search Log |

[ root
o= A TyberGarage Clock Devite
|j Gateway Device
Securlty Camera: jakky

F5-Opnp-org:sernvice:power:1
o= [ urn:schemas-upnp-org:serviceview: 1
o l_ﬁ urn:schemas-upnp-ora:senvice: recordlnq 1 -

ilees / ....... D T T D T T T

g #e = . a_ . =
1ﬂ7LIFIEIrlﬁaU‘izh"]'lﬂLﬂiElil'lElﬁ'lﬂLﬂﬂL']El 1

3 S S =
Lmsmi.wuqﬂnimmumummﬁ‘iams2

S eCcuUre- group -id = Jakapan 1234
ssdpalive : uuid = uuidicybergarageClockDevice:urm;
S eCUre-group-| |d — aka pan: 1234

=73 jakkyurn:schemas-upnp-org:device:power:1, NT = urn:schemas-upnp

global S eCcUre-group-| |d |ntergw‘1234 3
ssdp:alive : uuid = uuid:securityCamera jakky:urn:schemas-upnp-org:serviceview:1, NT = urnischemas-upnp-{

global-s ecure-group-id = intergw: 1234

SSd

d' Y g 1 d' [ = (%
Eﬂﬂ 4.6 Wu'l@l'l\‘l!,!ﬁﬂ\‘lﬁﬂ1N$Qﬂﬂﬁmﬂ1\‘]5] ﬂ'IEJGLUﬂ’quﬁ@ﬁ'lﬁ‘lJaf]ﬂﬂfllﬂfl’)ﬂu

=S \ A ) U d = dd’ %4 4?
4.3 Nam‘sﬁnmna"ln1J‘szmmm‘szm1am‘sévu1sﬂmﬁwmmmwuauwnwmuwu

= ' dy < ' ] o '
msanu ludIuil L‘lJuﬂ'lﬁ“lflﬂﬁf]’ﬂﬂaulﬂﬂ'liﬂﬁ$ﬂ'lu\1'lui$H’N\‘lﬁuﬂﬂﬂ'l\‘ﬂulﬂlﬂuﬂ

]
=

o dy Y o dg’ ] 9 9 ~
ﬂlﬂﬂlﬂiﬂ"]]"lflflwuf’)uwtm Lﬂﬁﬂﬂl?ﬂi%iﬁw ‘Wu T 1/]1@]1!1&?(1!@"1]1«!1??11 Tﬂﬂ%ixumﬂmmum
o s o a ¢ o { o 7 o ' o o
‘Wﬁuuﬁuﬁ)’sﬂ%m\lmg’mmﬁmmﬁﬂ Lﬁ@%?ﬂﬂTﬁlﬂuQﬂﬂimlﬂ@nﬂﬂﬂﬂlﬂ%@"UTﬂT‘VﬁﬁW‘ﬂ Iﬂﬂ

= Y v =
UANNUIAADUUDINIINATD U ﬂ\‘ll!ﬁﬂ\‘lﬁlugﬂﬂ 4.7

I UPnP 1 ITelephone I

=) (. Ageit ]

G} ] . i
1R300 TNSANY

' 5 & o ¢ X o &
ALY & 9ilnsal AN INTANN Asterisk InsAmnnugIY

'ﬂﬁ 4.7 ﬁﬂWWLL’JﬂaﬂﬁJﬂ"ﬁ‘VIﬂﬁ’OUS ‘U‘uLmmaummmsmwmmiamwimSﬁwm

4.3.1 ﬁﬂ]‘l"l!!?ﬂﬂsj@ﬂﬂ15ﬂﬂﬁ@ﬂ
o [ 4 a J Jd o < a 4 2 .
" nand InsANNLoaINeTan 9TTU 1.4 LﬂuﬂﬂﬂJWﬁmﬂiigﬂﬂﬂ{]Uﬂﬂ15 Linux

oszl 1 a J < ] @ 4 ]
Ubuntu 8.04 TIL"B’E)?J@]E’J]’I, ANILAT E’JEU1EJE’J‘Lllfi/lﬂﬁlu@]tm%m%@‘]ﬂﬂi‘ﬂiﬁW‘ﬂ (H1UNN



44

[ 4 o 4 [ @ c?/‘
W9995 INTANTH OpenVox  A400P) Hag®1uuY laglin1si¥euaenung

J

=) 1 = =) A ' o
Lﬂii’]‘lﬂﬂgwLLBHWLLQ%L?‘I?B“UWTV]S?{WT}
J A o  J o = . a o
Tsunsuenuiveuniouts Insdnn Wannuulausi3 Asterisk-Java HazAaas

4 @ d a Jd = v W 14 A ] ~ ~
‘].I‘L!Lﬂm’JEJTV]iﬁWTILL@ﬁm@Sﬁﬂ IFURYINUNUIDLIUNVDUATDVTYYWLOUN (TﬂEJ

Y a a

Y a 2 Y 9 o ' ' Y a =
Vlﬂﬂﬁmﬂmmazmﬁm"huaﬂuﬁasuaw NﬂWﬁ1ﬂ!ulNWU!!1’iﬁQﬂ15@1Qi’)Q VDNUNN
3)

1 d o 1 a 4 Aa wa .
‘ﬁuaﬂﬂwﬂmmzQ‘ﬂﬂim‘wNmaguuﬂ’auwameiizuuﬂ;mﬁmi Windows XP

A "o 2 o o a
Llaglﬁfﬂmﬁ@ﬂULﬂG]L'JEJTV]iﬁWTILL@ﬁm'Oiﬁﬂ

Y
[V JA

1nT09 INTANNNUF I

1 o o o o Pz o o a o A o
@JﬁTEJIV]iﬁWTI 2 I UN VY ?H‘Viiﬂtﬂmjﬂjﬂiﬁwvluﬂﬁlﬂﬂiﬁﬂ LLa%Lﬂi@ﬁT%iﬁ‘W‘V]

F4 ]
A

= Y [ Y A 4
wugu meldlumssuaouas Inseenlumsussdouanial

4.3.2 famIinaaay

Yo ¢ A Y o A ] =1 ~ [ Y A
mﬁnﬂaau"lﬂmamamumsmma“lwqﬂnsm“lumiamagwuauw AINITLHIADU

J ] o s ] @ 09/’ A ] < = £
L'ﬁﬁ!ﬂWiﬂlWTLW]'l\‘]?ﬂ!'lflﬂ'l\‘]'luwmuﬂﬂﬂigﬁ’llN'lui'lllﬂuéllﬂﬂﬂ\iﬁ@\uﬂiﬂﬂﬂmﬂu&ﬁﬂﬂwﬁ@ CN

1&unndlu lWdides 13araniud)) Tdammenuased Insduindesns Taslasunasin

S ~ 9 J A ] o I'd [
ﬂ”li‘V]ﬂﬁ@ﬂlﬂu]lﬂﬁ11ﬁ/]ﬂ”lﬂW‘JJ”Ilel'Jnﬂﬂizﬂ”li ﬂa”I'Jﬂ'f)‘Vi‘L!'JEJ‘V]1Q1utﬂlﬂuﬂﬁ1m1iﬂiﬂgﬂ15

=

Y A 7 7 A ~ ~ o v s (A
LL%QWI@HL‘I"iﬁ!ﬂWiﬂlﬁnﬂ@.ﬂﬂﬁﬂﬂulﬂiﬂﬂﬂﬂgwuﬂuw LlJE]’G’Nﬂ’J’UﬂNiWQﬂﬂﬁﬂllﬂﬁﬂHﬁﬂWH%

o qg/’ = =~ 9 ~ :'4 [ 4 £ 3 U 9 A o Ya =
NNNU ﬁ]”lﬂuullﬁ”IEJLiEJﬂLGU”IVILﬂi’f)x‘]TV]iﬂ‘W‘V]mGUWJJ”IEJG]NGNﬂ”Ill’J !,mxmasumaﬂzllﬂaummwﬁ

9

iinAgndeannni (9317 4.8 dsznow)



45

139118 UPnP UPnP Agent Telephone Agent 1A3 0118 TNTANY

nlavuaniuz
yihauvesgilnsal

oo
LAt u

P
1d5unsuduion —T T4 udyn

v
HYINOU

wmgnisal

wgnsal

ndudoulld /

P
1DLUN INTANN

ANaY ATy

A a Y A Rl A 1 [ 4
5UN 4.8 LLN‘Llﬂ"I‘WLlﬁﬂQﬂ%ﬂiiﬂﬂl@ﬂﬂﬁlﬁ]ﬂ!ﬁ@ﬂlﬁ@]‘ﬂ1§mw1umiﬂﬂﬂﬂjﬂiﬁw1ﬂ

R

A= d ¢ A v
4.4 DIUANYI: m51]538;nmnammwmma@uaQqamqszﬂz"lna

=

= 1 dy <3| 0 o Y=
miﬁﬂyﬂumumﬂumimmuﬂuuamqmiyim1miﬂa”lmmmﬂ"lﬂﬁﬂymaz

o zx’/} a a (d” d‘ L 0 ¥ A 9 A I a
Wnauenaua luInetinusil ogallszasalumsiszgnalsnmludunadouniluas

193918 Z
/N Tnsew

&

|

y
A v A '
. AT0V18 1 / v ATDVE 2
[i [GERERE] ’;1
n \"‘“Q fumodiiia %‘}V
9
dgeony whiiggua
1 o v P2 S 4 ' A N 4 |
! 9ilnsainsang nand InsAwni 1nANng wiwAuAY | | 19309 InsAng !
] |
T |
i i ] i i | |
! e (R e T [ H }
| (1) 1 ! ! ¢ 4 9o i
| i ! ! dimarfieafunguiniaseviszes Ina }
| 1 1 P4 n
1 | ' h ' T ]
| 1 A o ' ! !
! ! | L1 afungutesnsdaeadedunioins | ! !
4 I
: : ;\ rd | : : }
! ! ag aa g | !
| L 12 nszneddnguiznnuns oo 1.2 N52ERONANILHNUATONE | ‘
| . ! |
i  S— — i i
! | | Y < 9 A | | |
! ! 1 1.3 Aumginsaidnuasevis | , !
| | ! : | |
! : P o ' ! |
i i ' 1.4 danuguginsalninszes na ! : !
]
i 3 i : : 1 !
' S Lo Do [ | H
H ! | | I | |
H a U T Do Do [ | |
Ldeignsal i ! : i |
- YA o | | ! |
! | 2.1 ududeurgnTel ! | ! !
! ;I 1 | | |
i ! | ' : | !
i P ! 2.2 Tnsoon i ! !
1 (2 /) . : ' . 1 4 . |
! o ! ! ! lE Fud !
] I |
! ! | 23ulldden !
i i ! ! ey i
i ' ! |
i | 1 |
1 | 1 i
! ! ! !

P — e



46

@

710 4.9 draumsnadeuszuvguadgioigzes Ina

s 9 S o 4 a q9a
ﬂﬁﬂ!ﬂﬂ‘]&ﬂi%llllf]uaEq@@1q%1ﬂ5$8$1ﬂa Wuaa1umsalaieds LW@ﬁTﬁ@ﬂWLWuﬂTﬁ
o A o a a o’dy Jq ¥ = Y o a VA
inalniduaueluinerinus i ldszgndldau deeglaiinalnuSmsnquaedis
o 4 ' 1 ' o 1 @ d o
laoany LLE‘]%ﬂﬂ"lﬂlcdlf@ﬂﬁ@§$W31ﬂlﬂ§@m18gﬁllﬂ°hlﬁﬂ‘]_llﬂ%i@‘lnﬂjﬂ5ﬁWT]3J11J5$EJﬂ@]‘1‘]95}Q11!
1 Y o w o 9 = £ 1 Y 1
TJIUNU IﬂﬂLLWUﬂWWQWQUfni“lfn\ﬂujﬂﬁliﬂllL!ﬁﬂ\illﬂﬁluzlj‘ﬂ 4.9 Glf\‘]ﬂ'llﬂiﬂllll\ivlﬂlﬂu 2 BN
:;’ [ A v 4 S 2 A Y J
Tﬂﬂmuﬁauiumumﬁu (AoUNTOUNNANVNIYLEAY 1) LﬂuﬂTiL@]iUlligUULW@ﬁiTQﬂQN
4 v o a 2 v Y A9 3 o ! Y a
ﬂ@ﬁ’lﬁﬂa@ﬂﬂﬂﬂﬂlﬂﬁﬂm’lﬂﬁzElghlﬂﬁ Liiﬁnﬂl%’l"ﬁUﬁ’]E{ﬂllﬁlﬂuﬂuﬁ\‘]ﬂ'ﬁ ﬁ\?WﬁiﬁLﬂﬂﬂWi
A ' ¢ o A g D] ] oA v Ay Y
FOHITTIEUINUNANIYNITDIATOUY Iﬂﬂ‘l‘]fﬂallﬂellﬂﬂﬂ1iﬁ§1ﬂﬂf]‘ﬂﬁ@ﬁTﬁﬂﬂ@ﬂﬂﬂﬂllﬂ
° a A oA A g 22 < 9 g da 3 s y
1!1!;?(1!911!7]1/]811!1/\11!‘51! WWOLATIAUUUADUU Lﬁ]1ﬁu11/lﬂﬁTNTﬁﬂWULWuQﬂﬂSm@]??%E Llﬂgtgj”l
[ 9 1 09/’ 1 o 09/’ 9 [
@Iﬁ’]‘ﬂﬂﬂWl‘lzﬂ@qﬂVlﬂ Glumusuewu@leuﬁlumwaﬁnﬂuu (ADUNTDUNNAUNNYLAY 2) Wy
a Y a (d‘ 4 9 Y 1 Y A [ o [y 4 ]
ﬂ1§ﬁmﬂﬁiﬁlﬂﬂﬁﬂ1Uﬂ1§ﬂ!VIQﬂﬂﬁm@i?ﬂgﬂ%@@ﬂﬁﬂﬂ”ﬁ&ﬁ]ﬂL@]'ﬂullﬂENLT‘I@]L”JEJTV]??TWV] LU

7o

v Y ) vy & Y A s '
ﬂﬁ“ri’ﬂﬁiﬁllf]\‘]ﬁjqxiﬂﬁj Lﬂuﬂu G]Nﬁlufﬂillﬁ]QlﬂﬂulﬁﬂﬂWﬁﬂ!ﬂﬁqﬂﬂﬁﬁﬁWH\‘ﬂHﬁ%W’JNL@L%H“ﬂ‘VN

a < T A

A [} Y o a a c{dy ] [ Y a [y 4

ﬁmmiamam"lﬂmmuaiummu‘wuﬁuwuﬂu ﬂi]%ﬁ\‘]Fﬂuﬂ”ﬁﬂ'JUﬂiJLWi’ﬂWLﬂﬂﬂ”liTV]iﬁWTl
o Ay v v ¢ 4 o v Y 9

@@ﬂhlﬂiliﬁllﬂllasllﬂﬂﬂ\‘lﬂWﬁ Wﬁf]llﬂ‘ULﬁ1!hlV‘lﬁlﬁﬁl\illlﬂllﬂ1iElﬂ‘lj;@l@‘iJﬁ‘Uiﬂﬂl‘ﬂWﬁHWﬂE‘mlla

IUY



UNN 5

v
uﬂagﬂuazmamummz

5.1 agdwamsIvy

v

a a I Y o Y Y 9 a A '

’J‘I/IEﬂuwu‘ﬁullﬂuWLﬁuE)LLu’J‘V]Nﬂ”IiLLﬂ:ﬂtllu1/?1511EJﬂE]fJLGINﬁﬂ”l‘ﬂ@lﬂﬂiﬁh‘ll’t)ﬂlﬂﬁ@‘lﬂﬂ
P P 2 1 [ A 1 [ o ]
gituoud 39 lisessumsdeasuuunguilasane vesginsainieluszuy uaz liawiso

=K K

A J S 1 A 1 @ Y Ya Y o w I o A
ﬁE]ﬁ"lii%’H’JNQ‘]Jﬂim‘ﬂE]Qﬁ?\‘llﬂiﬁ]ﬂﬂﬂﬂu]lﬂ ﬁiNﬁiﬁLﬂﬂﬂlﬂ%TﬂﬂiHﬂuﬂi%Qﬂﬁ‘]/lﬂWH\iiN!S’EN

9 @ 1

o & v . A ¢ Ay v
anuasasuludifn 1wy szuuldanuremdonenmsuundannszes Ina Tunilldiaue
Y 9 Y v 1 4
puamamsunilamidndu asae 1l
ya o 9y o S 9 )l o J
D aveuuz liimsinalnmsdsdauumaia W ldlumsihaunnungy
4 o & a A o w o
doesdasans Fetonldluginsainiidediiad uninerns Tasnarinnis
a a [ Y] tL ' @
nSoufeulsza@ninmdumstududiauglnsaiandt msldna lnmsdhside

=\ d' U 1Y v A dy [ 9
LL‘U‘UWLﬂll’E] ‘n%“lumwmgmiﬂmmmﬂaamﬂwm HINIINU m”lmﬁuaummq

9
v A

msUsulaouIns Innea e ldaiuayunalninudedudsil
" uANmeEYIEYsauveIngudeaiilasane 11ns InAvadurIuTNg
(SSDP) ieaiuayunszuIumsienianiiingudeas Iiawisoila
wiouduAUNIzUIUMIAUNIVT M TugIuTunTiIuveuniele
~ =)
ATIIGINT
A A v W 4 A -4 J @
" unalnmstududiauginsel uazna lnnmisuanldsufdngu Tagerde
& o ] a ]
TnsInnoa SOAP  Fuduniasgiuveauaiovrogiivouiiiay Taslides
A a o 9 A o [ ' ' 1 = Y
@y Ins Inaeammz i ldna lnMinauedsna diwaensGeuiuaz
@ A Y Y a
wa eawnsaldauldese
Y a a o A o a 1 A
2) waasliiiudszaninimaeanalndrou eaivayuuinmsnquiods
) 9 OBJJ kY A [l = Y] A [ A [ v I
Yaoasedeau NiluanmuindeuveunionemeIn 130 13AT8AUNALY

A o 1 9 Y Ay ¥ A ' A 1 91 9 Y
Iﬂﬂiuﬂim‘ﬂaﬂ i]%mﬂsllullﬂﬂTEJﬁﬁﬂﬁJTﬂT]]lﬂLﬂfﬂil@@Lﬂi'E]elﬂﬂﬂ'(’]ullflaﬁﬂﬁuﬂm'g

47



3)

48

1 9 o A 3 9
YU ﬂ'JEJﬂaulﬂ‘Vl'N']u VPN %50 SSL 1luau

Y
a %

o o 1 [} 1 ] o P~
Muauena 1nmMIUTeaIuAITNINUI N UTZHINNNUIGRINUDIAUN FIAAAT
ld‘ a 4 4 A 1 =} = A 1 [ 4 d’ 1 [
agNuTNUYYnIalinaduaunIoUIgHLoUNILAZIATDUIY INTANN INDAIMD

9 Y A <Y A Y v ] AR o '
Joyamsusudourgmssidnuaiovienuld Tasldnsaidnuivosnmsdeaiuning
P o A o 2 v P P a ¢ A v
MUNANG INTANNNNA VYA WALIST IonUsTaUDAINDS AN 1N W

4 A 1 =1 dd‘ [ 1 1 Y] A [
anznglnssinelunioviegiiveuiindhsz 3 ansodeiiu lddunieas
v @ 4 o {
Tnsdna 18 Tagnsudadoudlredeamdss lldunsesInsdnivuieman

P
ABDINTI

5.2 YolauaNuy

D

2)

3)

arsudunalnnsdulaauinesnninnqudeaisdasans etlosiunis
v R = \ Ee &4 A ax  aa
mewﬂgammimﬂ’luﬂqmmﬂqﬂﬂimﬂm%gﬂiﬂiﬂiiuqﬂ IHDININNAUAIBLANA
A 9 [ A [ @ L Y 1 A @
%zmmm@mumzmumiﬂuaumqﬂnm“lumswwsauﬂquﬁamiﬂa@ﬂm
"2
WMUU
o a -4 J . . % v
mﬁmmﬂuﬂmiﬂﬁzmﬂﬁﬂﬂqmm‘u Logical Key Hierarchy tree [22] idunld9qu

o ~ J { A v o
fae eanszeznarlumanszaiend lunsdindesmaiunsseasusiuiu
v v 4 | 1 |
a S A =< 1 =) v | aAaa =l ' '
dugnmunnvunelunquieaisdasans 1y nsdiiinindeuseszndng
A ] = =
Lﬂi@ﬂqﬂgwuﬂuw
A a o o a(d A J J P S o
asmaumdIanilaedle vesonduITuemmosad oA EnzluNg
o a 1 [} o -4 ] Jd o
THpeuuuUansiAn1az 119 15veaniovts InsAnn (Aunsnandaavuu

4 [ I @ 4 ] Yo [
w304 Insdni) nuglnssinelunioviogiueuil Wumsmuananszes Inals



3]

[9]

[10]

[11]

19NA1591999

UPnP Contribute member, “UPnP Specifications,” UPnP Forum, Jun-2005. [Online].
Available: http://upnp.org/resources/upnpresources.zip. [Accessed: 09-Jul-2010].

C. Ellison, “UPnP Security Ceremonies,” Design Document for UPnP device architecture
1.0, 03-Oct-2003. [Online]. Available: http://www.upnp.org/
download/standardizeddcps/UPnPSecurityCeremonies 1 Osecure.pdf. [Accessed: 15-Feb-
2010].

J. Lee, C. Huang, L. Lee, and C. Lei, “Design and Implementation of Secure
Communication Channels over UPnP Networks,” presented at the Multimedia and
Ubiquitous Engineering, 2007. MUE '07. International Conference on, pp. 307-312, 2007.
K. Chiewchan and S. Witusurapot, “Applying OSGi-based Services for Cooperation
between UPnP networks with SLP Protocol,” presented at the Proceeding of Science and
Technology for Community Development 2010 (STCD 2010), Prathum Thani, Thailand,
2010.

J. Allard, V. Chinta, S. Gundala, and G. Richard, “Jini meets UPnP: an architecture for
Jini/UPnP interoperability,” in Applications and the Internet, 2003. Proceedings. 2003
Symposium on, pp. 268-275, 2003.

S. Rafaeli and D. Hutchison, “A survey of key management for secure group
communication,” ACM Comput. Surv., vol. 35, no. 3, pp. 309-329, 2003.

C. Barnes et al., “Understanding Public Key Infrastructures and Wireless Networking,” in
Hack Proofing Your Wireless Network, Massachusetts, USA: Syngress, 2002, pp. 63-67.

M. Ramkumar and N. Memon, “Information Assurance Workshop, 2004. Proceedings from
the Fifth Annual IEEE SMC,” presented at the Information Assurance Workshop, 2004.
Proceedings from the Fifth Annual IEEE SMC, pp. 153-160, 2004.

W. Du, J. Deng, Y. S. Han, and P. K. Varshney, “A pairwise key pre-distribution scheme
for wireless sensor networks,” Washington D.C., USA, pp. 42-51, 2003.

W. Stallings, Cryptography and network security: principles and practice, 4th ed. Prentice
Hall, 2006.

B. Jackson and C. C. II1., Asterisk hacking : toolkit and liveCD. Burlington, MA: Syngress,



[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

50

2007.

S. Wintermeyer, “Call files,” Practical Asterisk 1.4, 01-Jan-2007. [Online]. Available:
http://www.the-asterisk-book.com/unstable/call-file.html. [Accessed: 01-Jun-2008].

B. Oh, S. Lee, and H. Park, “A Peer Mutual Authentication Method using PKI on Super
Peer based Peer-to-Peer Systems,” in Advanced Communication Technology, 2008. ICACT
2008. 10th International Conference on, vol. 3, pp. 2221-2225, 2008.

K. Park, H. Seok, and K. Park, “pKASSO: Towards Seamless Authentication Providing
Non-Repudiation on Resource-Constrained Devices,” in Advanced Information Networking
and Applications Workshops, 2007, AINAW '07. 21st International Conference on, vol. 2,
pp- 105-112, 2007.

M. Ramkumar and N. Memon, “On the security of random key pre-distribution schemes,”
in Information Assurance Workshop, 2004. Proceedings from the Fifth Annual IEEE SMC,
pp. 153-160, 2004.

C. Lin, C. Huang, Z. Wu, P. Wang, and T. Hou, “A Collaboration Proxy for Converging
UPnP and Jini Devices Based on OSGi,” in Consumer Communications and Networking
Conference, 2007. CCNC 2007. 4th IEEE, pp. 916-919, 2007.

C. Chira and D. Dumitrescu, “Multi-Agent Cooperative Design Support in Distributed
Environments,” in Distributed Computing Systems Workshops, 2007. ICDCSW '07. 27th
International Conference on, p. 76, 2007.

S. Konno, “CyberLink for Java,” CyberLink for Java, May-2005. [Online]. Available:
http://sourceforge.net/projects/cgupnpjava/. [Accessed: 01-Jun-2008].

S. Reuter, “Asterisk-Java,” Asterisk-Java, Jun-2007. [Online]. Available: http://asterisk-
java.org/. [Accessed: 01-Jan-2008].

S. Goldwasser and M. Bellare, “Advanced Encryption Standard (AES),” in Lecture Notes
on Cryptography, 2008, p. 57.

Oracle Corporation, “Java Cryptography Architecture,” 25-Jul-2004. [Online]. Available:
http://download.oracle.com/javase/1.5.0/docs/guide/security/CryptoSpec.html.  [Accessed:
01-Jan-2010].

D. Kwak, S. J. Lee, J. W. Kim, and E. Jung, “An efficient LKH tree balancing algorithm for



51

group key management,” Communications Letters, IEEE, vol. 10, no. 3, pp. 222-224, 2006.



MANUIN

52



53

a Jd a a ¢
MANUIN N. Nﬁ\?1MaWNW!Nﬂ!!W§ﬂ1ﬂTﬂﬂ1MW‘Hﬁ

J. Surbot and S. Witosurapot, “A Collaboration Agent for Exploiting Legacy Phones in
Assistive UPnP-based Home Environments,” in Proceeding of The 7" International Joint
Conference on Computer Science and Software Engineering (JCSSE 2010), Bangkok,
Thailand, May. 12-14, 2010, pp. 199-203.

J. Surbot and S. Witosurapot, “Integrating Group Key Distribution for Securing UPnP
Services,” in Proceeding of The 2" International Conference on Computer Engineering and
Technology (ICCET 2010), Chengdu, China, Apr. 16-18, 2010, pp. 181-185.

J. Surbot and S. Witosurapot, “Discovering Secured Group Services among UPnP
Networks,” in Proceeding of The 6" National Conference on Computing and Information

Technology (NCCIT’ 06), Bangkok, Thailand, Jun. 3-5, 2010. pp. 329-334.








