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Abstract

Since most of cheap wireless LAN network devices have been widely used
without proper authentication process, a security breach in an organization information system is
most likely to take place. To prevent such a case, an open source software, ChilliSpot, has been
used to manage and control wireless LAN access points. ChilliSpot provides a web-based
authentication which is popular among public hotspots. A prototype to set up a wireless LAN

controller with ChilliSpot for web login has been developed and implemented in this research.
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uamhomepage http://10.0.1.1/welcome.htmtl

vamsecret ht2eb8ej6sdet3rglulp

vamlisten 10.0.1.1
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aEutsnsasanm s 18898 Mdvuoamasos 10.0.1.0/24  unual

default 192.168.182.0/24 fnuald chilli AnAdfiyU RADIUS Server Nogn1glunIoaan i

a

' ar 1 o R
AT1¥HAA radiussecret ity mytestkey #33NUAT Secret Key 1114a /ete/raddbiclients.conf

o

' A . , A o Hq ¥
ATHUARNT uamserver il https://10.0. 1. l/cgi-bin/hotspotlogin.cgi Fautluvorivmen 141y

Ce

JuUABUNITAONDU AIHUAM uamhomepagc t‘ﬂuhﬂp #/10.0.1. l/welcome.html LWElGl“rHJ‘H‘u1

uuwmmﬂmwmﬂummu Ao untinSuma welcome hml fhesidonTus

5/
114 vamserver @MY AIMUAAT uamseeret 1 ht2eb8ejosdet3rgiulp AUTIMITUNIT
- =.d 3 [ e & o o '
uan3enadTz11313 hotspotlogin.cgl MU chilli FzADIATIAY uazqﬂﬁmﬂumsﬂmumw

qw o g A PN o - 4 v 4
chilli nlf’lﬂmmag‘llﬁlw 10.0.1.1 mﬂuﬁﬂ@ﬁlﬁﬁ!ﬁ“ﬂu tun0 N1V U

falidaaonldd hotspotlogin.cgi 10 1A AND3 fusr/share/doc/chillispot-1.1.0

{ e 3 4 w e o
19919930 rvarwwwi/cei-bin/ nauf llw lWail lagownsoanue “#° spnnussvianiifiim
=] @ cay
$uamsecret 1A% Suserpassword ifhueiatl
$uamsecret = "ht2eb8ej6sdet3rglulp”

$userpassword—1

| ¥
mananae suserpassword—1 o 19%od Fuazawarimmundeanusssum
(Clear Text) c"ﬁwmmmaﬁmﬂumaagﬁsﬁ'ﬁpimmmgmmmgamﬁan“qu Gl,umsmammgﬂ

I (3 [=7 - P Y ar ¥ = 9 dy
giuvaya litnzithudedlfuazsdariuves UNIX w30 MysQL vz lauuil

s o : [~ o P= ar
&alla¥19' W8 welcome.htm! Fuiludumanusiiinsmsdanimaliznen 4.1

pazih Wan Tnu 13 lausanes varwww/himt
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Welcome to Our Hotspot, Wireless Network.
Yol are cornected o an authentication and restricted network access point.

Click here to login

Erjoy.

I~
Msznan 4.1 WY welcome.html

Mpnmizney 4.1 uimuztuinsasiden1u Click here to login Fatiiy

1 o ~ 2 - a ¥ o o w o = w 4
dmdidiezionlos ldaniummwadmsvaonau el

<a href="http://10.0.1.1:3990/prclogin">Click here to login</a>
TaviiswazidoaninluWg welcome html aisag lAvinmanuan
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suaouae lihiunisdsmimaiioulddioad uay NAT Tavdnaonlda
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firewall.iptables mclwaggm'm /usr/share/doc/chillispot-1.1.0/firewall.iptables ThAu 139 fete

-~ - = o
Inesaazidoanolu e firewalliptables a11309 Mama @RI

4 o

] [ 3 ] 3
WosnmnTesimthndusundinand desdemimsianldinsfuda
4 'oa ¢ ¥ oo w
UANINATEHI190R 0 THer cth0 8L ethl A3UAIH

echo "1" > /proc/sys/met/ipvd/ip forward

o G Pt 1 o . 21 =)
A byl g /ctc/sysctl.conflﬁ‘nﬂuﬂu net.ipvd.ap forward = 1 o liiing

* ¥
Tuiuidmiunsiyamsaslunimell

¥

e & ° PR o A i 3
apuTINSFImN IR RRe el un s a3 chilli 1g3auan
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1 kY
v lunisdeaniiua Tidsunsy ChilliSpot HAal
o o o s o P T - I
I famImsmauLensanesans e 1Isami uass luaIuiing1veany

¥

s 1 o ar d.:;
DHCP Server 115U Disable @19819@ 1M VUBNIYANDIATHD

'

Linksys §% WAPS54G, 3Com jU 3CRWE454G72, Cisco 3U

%

Aironet1100 (802.116)  waz Tafiamfuneioda NETGEAR  u
DG834G 931021808 1A1INNIARLIN
2. Fsdiiuany iptables et 204 uaz NAT daefda
sh /ete/firewall.iptables
3. Fadufiuan chilli drom1d
service chillt start
A, AsmaBuNTIINNY Aedid
ifconfig

a o d = o =yt =
HAaWD = UDA T tund 3 loRuoAAsTE 10.0.1.1
nA@aUN 5N 1Y Wireless HotSpot #a¥arfl5uea UNIX

o 2 ¥ o A ' ¥ gy A gy @
nagauiuasoslinasouaonant 194 0r0R 14 chilli  uaysWeriu

ar

b1 ar

abed]1234 92 WU MEHIA19LER 92A 131 Logged in to ChilliSpot Wioudnavitiian1s

A 4 A
NUAURULT DY 9)

- 1y v o = iaye O @ wm o A 3 S o o A
el sdadntiugu chilli M laoda luilaioiyninios AesnumTunD

o M R o ) . L4
AU iptables LUDSAUULITY chilli a3 IWa /ete/re.docal
a o a

4.3 MIAANIADUN 2

4.3.1 AanAsldsunsy MySQL

¥ T
=% @ 9 -
Aana TlsunIuaeRIT

yum install mysql

yum install mysql-server
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3 r
Aada Tsuns i 1i MySQL 13115 WA FreeRADIUS 18

yum install freeradius-mysql

Fadwiinam Tlsunsuaomds
service mysqld start

v ] 3 '
ua2 198 1d4 chkeontig mysqld on tHofMuualA MySQL Hiamumnasansys

]
T893
o =y 3 kY ) o a = =] 3 Y ¥
HoI91NRAI MySQL iLﬂTH"IﬂG]ENﬂ'l‘iﬁflﬂHuu@11‘!3"[5?)“}4@'@]'{'113“13TLJG["HE]J%

o & . . o w = ¢ o 9 a
A1d9 scrvice mysqld start L&Y service mysqld stop MR IRz HINABINTS drinnldnide

service mysqld restart

¥ k4
AovidaRaas MySQL Tvi 9 §a 00 et 1uv09 root TAsANTIU abed1234

AR
/usr/bin/mysqgladmin -u root password "abcd 1234

4.3.2 a$ g mveya RADIUS Tu MySQL

o =

1PMFANHUIND “FreeRadius and MySQL HowTo Notes™ [14] Haunilu
= d o = Q 0 o 1 3 ar
Sumodiia Diwuziinisadugiudeys RADIUS T MySQL Jathidresisduindaulag
A qow K A Yo RN 9
e l¥nadeu RADIUS Attributes A 14 muadninis ¥
' 4 v A . A g vA . A A
dolazidunisadegiudoya¥a radius  1azoA 1950 radivs  AUAND

¥ £ dy
asudIulugutayail
¥
1191301035 Command Line 733

mysql -uroot -pabed 234

) o 4 e A
AT IUVOY DV radius AU

CREATE DATABASE radius:
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GRANT ALL PRIVILEGES ON radius.* to 'radivs'@'localhost’ IDENTIFIED
BY "abcd1234';
FLLUSH PRIVILEGES:

QUIT

o ¥y 1 ¥ q ¥ ] . g4
UNVUAITFIUUDYD (Database  Schema) mlugmmaya% radius UU 3
. = Lo R, 5 a T v ¥ Y o s (L A
FreeRADIUS 103 uu I did s g iudayadnan 1ildnds ddsadunainlasanasive
= . xy Qo w w ot
freeradius-1.1.3 A0 FreeRADIUS 1203551 1.1.3) [diidfanaid
mysql -uroot -pabed 1234 radius < fusr/share/doc/frecradius-1.1.3/examples/

mysql.sql

4.3.3 179873 RADIUS Attributes

5
ar T

doyadieonsildmagouasil

v

AmuaiaFg e fredf 92185805 3 2 TusdoTu (10800 T 14 ldgans
o a - o vq ¥ Iy . ) ' o
90 42134 (324000 Fuh) gadmuaszeznal i 1Fau 1A (session) 1 $21Tuednnia (3600
= o = o -
Fud) sazansoad naaldn 56K uazed Tnaalan 33.4K
W1iam 3t Command Line il
mysql -uroot -pabed1234

s ]

“16%151‘61@1'3@&11&@1’&5

use radius:

INSERT INTO radcheck (UserName, Attribute, Op, Value) VALUES ('fredf'.
"Password', ==", 'wilma'):

INSERT INTO radcheck (UserName, Auribute. Op, Value) VALUES (‘fredf.
'Max-Daily-Session’, :=', "10800"):

INSERT INTO radcheck (UserName., Attribute, Op. Value) VALUES ('fredf.
'Max-All-Session’, =", "324000');

INSERT INTO radreply (UserName. Attribute, Op. Value) VALUES ('fredf,

'[dle-Timeout', :=', '1800:
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INSERT INTO radreply (UserName, Attribute, Op. Value) VALUES (‘fredf’,
‘Session-Timeout’, =", '3600');

INSERT INTO radreply (UserName, Attribute. Op. Value) VALUES ('fredf.
"WISPr-Bandwidth-Max-Down', ":=', '56000');

INSERT INTO radreply (UserName, Attribute, Op, Value) VALUES (fredt,
"WISPr-Bandwidth-Max-Up', =", '33400');

INSERT INTO usergroup (UserName, GroupName) VALUES ('fredf’.
'dynamic’):

INSERT INTO radgroupcheck (GroupName, Attribute, Op, Vaiue) VALUES
('dynamic’. "Auth-Type', ":=". 'Local');

INSERT INTO radgroupcheck (GroupName, Attribute. Op, Value) VALUES
(‘dynamic’. 'Simultancous-Use’, ":=".'1');

INSERT INTO radgroupreply {(GroupName, Attribute, Op, Value} VALUES

('dynamic', 'Service-Type', :=", "Login-User');

. ! - d g 22
uA 1 IHE fete/raddb/sgl.conf i 195 1ud03a% 8 “radius” Nard 19T
login = "radius”
password = "abcd1234"

radius_db = "radius”

3 4 . 2] 3 o < da A a
1A 19194 fete/raddb/radiusd.conf W81 FreeRADIUS YmsWgald03 ey

L]

¥
grudoun MysQL TauAumussviafidoams Al
Tue9U module § ...}
r S
IDUATBIHINY “H BONIIANTIUTIRATI9E19T]

$INCLUDE ${confdir}/sgl.conf

Tueam1 authorize { ... b

] d’! 9@ ar 9 1 dy
Glﬁlﬂif]ﬂ“l'ﬂﬂ(} “HTHUUIYTINANTIDTIU
#files

t b
OAASDIHYIY “#” DONIINMTIDSINAN13a 191
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sql

Tueu accounting { ... }

r s
WOUATDINY 47 0NDINHTNUTINANIIA8T]

sqgl

F93a913 1 FreeRADIUS # 0/

service radiusd restart
oy & ar s Y d'! 34 q/ ]
4.3.4 ‘nﬂE’ﬁ’)‘].!ﬂ'lﬁ‘Ngi]‘uﬂUﬂﬁﬁﬂ?ﬂﬁaﬁﬁ%!lﬁxﬁﬂﬂﬂ1uﬂlﬂﬂ ]\‘lySQL

. 3 ¥ 1 ¥
naaovlaolFrod1F fredf Nadravu Arodrdedail

radtest fredf wilma localhost O mytestkey

radntnuaaslFred1FuazsWarmuvos MysQL Jauda
rad recv: Access-Accept packet from host 127.0.0.1:1812, id=124, length=62
Idle-Tumecout = 1800
Session-Timeout = 3600
WISPr-Bandwidth-Max-Down = 56000
WISPr-Bandwidth-Max-Up = 33400

Service-Type = Login-User
4.3.5 sqlcounter

o = Y ¥ ) A g W v
msAuiiuns I amninld RADIUS Attributes o udaYa33021001073 1%
29 y_ o ¥ - A
¥ llezdeatinis 1y sqlcounter :nM3ANEN WS D9 Rim_sqleounter [15]
¥
< 1 o =
191 Jete/raddbiradiusdeont  Tanld 3 vavdaillihoqavesduy
authorize { ... }
noresctcounter

dailycounter
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monthlycounter

Y : 99 9w .
AUNMALLUNTO sqlecounter name ¥® noresetcounter 13104 % Al dailycounter

€

sqlcounter norcsetcounter {
counter-name = Max-All-Session-Time
check-name = Max-All-Session
sqimod-inst = sql
key = User-Name
reset = never
query = "SELECT SUM(AcctSessionTime) FROM radacct WHERE
UserName="%/{"%lk}"
H

L B v A v
naaauM 391y Wireless HotSpot 2285 0f15y93 MySQL
o A ¥ oo A : YUy A gy o d .
nagouiunsesldainseuaouand 134090419 fredf UaEWIMITA wilma
[ =] a o ) 1 . oy tqqe 9 s A e - 9
TWUNTHHTIAUTAIUDAIINI Logged 1n o ChilliSpot Wﬁ@hﬂﬁlﬁﬂlﬂuﬂtf)ﬁWﬂicﬁQWU
(Session Time) annds oy g
a_ o a
4.4 DIAAAINTHN 3

4.4.1 AnAalidsunsy Squid

= q’;‘ ) a ul.c
Aasta lsunsuaeade

yum install squid

F a4 d oy =3
ai1elasnmeTianutaya LAY

squid —z
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msaan s luWe fete/squidisquid.conf fail
http_port 3128 transparent
acl our networks src 10.0.1.0/24

hitp_access allow our nectworks

¥ 3 1
a51en13AIn1 18a 9t 1tNa 1 Squid M191uUUVIF Transparent Proxy 4@y

r o
ayan tnaoudniagniolums atie 10.0.1.0/24 it

Amaa g s o = o s = @ 9 3 ' @
ﬂﬁmﬂliw5@ﬂ“])'/i’)‘],lllﬂc‘lﬁﬁﬁﬁﬂl’lﬂﬁﬂl@\?ﬂﬂ”ﬂﬂﬂ?ﬁﬂ ABINIHUARNT 2 VITNA

adhail

cache_peer cache.your.domain parent port 0 no-query

never_direct allow all

Frotsdmivuinodsasauniund Wiy cache.your.domain Hude
cache.psu.ac.th UQY port 131 8080 i]$ulﬁﬁﬂﬁy

cache peer cache.psu.ac.th parent 8080 0 no-query

never_direct allow all

Feduiivam Squid A0dd

service squid start

’ r L4 T .
A 14/ chkeonfig squid on s Mua 1R Squid hauynadafisysunio
o o o . v v & o o - o G v ¥
HEIINAAAT Squid  BdIMINAoIMsdeduiuunIangam st 4

A9 service squid start 1@ service squid stop AINFIAL
° 3
4.4.2 P3N Transparent Proxy @38 iptables
9 - = a A
uf Tuu /etc/firewall.iptables AUMHLUTINAIHATY

A s 4t oy o Y o4 A
ﬂiéﬂaf']ﬂn']jmfﬂﬂmﬂ E‘Wﬂ“ﬂﬂﬂﬁ‘ﬂﬁlﬁw ROIAHUENAU 3128 1 1uynaIodU

SIPTABLES -A INPUT -p tcp -m tcp --dport 3128 ~—-syn -] ACCEPT
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ud leyanaliinmaends Ins Innoaidi wesamnaay 3128
= o
puAB TN tnd

SIPTABLES -t nat -A PREROUTING -i tun0 -p tep “m tep --dport 3128 --syn -]
DROP

ouannliTnmaitoudaTng Inaeaidi wosamnuay 8o iudumoiuta
wno iorlmomaihuaviioglofTugaiidiy private 1p

$IPTABLES -t nat -A PREROUTING -i tun0 -p tep -m tep -d 192.168.0.0/16 -
dport 80 -j RETURN

SIPTABLES -t nat -A PREROUTING -i tun0 -p tep -m tep -d 172.16.0.0/12
dport 80 -j RETURN

SIPTABLES -t nat -A PRERQUTING -i tun0 -p tep -m tep -d 10.0.0.0/8 --dport

80 -j RETURN

¥ ]
wonvini i dsns lddaTdsunsy Squid - AiTlalns Innoaidd nasa
WiNoIeY 3128 5031
$IPTABLES -t nat -A PREROUTING -i tun® -p tcp -m tep -—-dport 80 -j

REDIRECT --to-ports 3128

3 Ao P a’ciu o o =N w qy
uaznnassndnsnd 1u WAt deadaduiinauaai

sh /etc/firewall.iptables
< Y 3 = ¢ o
1.43 mafudeyamsliiiaalidiy

Sy o W = Je v o g o M ¥ aa o
FBomfudouailnamudaane lufady ladme o ansaitldnasds 3
A g g a0 o ogre o
aineneiniumsiFanuannsouns Cron AiagudaluszuulFifinis UNIX dald Shen
. f;:. A .:3’ 3 o :d' o [ 2 i)
Seript AdoLALTIWIOUA AR MUY NnAu Tedy
v n s 4 g g v o & daw
a51319a Shelt Script 0 rotate_and keep proxy_log WonusInaf1danld

o = [ @ G v . 4
Tums rotate log nazifudoyanisasdelufudnladars q lugduundonin1da access.log
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1 kg ) L4 1
304 Squid e ¥ s demasUszudailod Tavazdoanir i shell Seript 11 A7 lasmes

= o s o @
fetc/eron.daily/ 1@ u) douaadnuaz e WA 10A1a9 chmod +x rotate_and_keep_proxy log

¥
FoyamoluTraliaed

#!/bin/bash
day="date '+%Y%m%d"’
if [ -f /root/logs/access.log.cache.${day} ]; then
exit 0
fi
squid -k rotate
cat /var/log/squid/access.log.0 | awk '{print $1 " " $3 " " $6 " " $7} | \
perl -pe 's/™M\d+\.\d+/localtime($&)/e;' > /root/logs/access.log.cache.${day}

o ¥ '3 & A M e
naawsaz Ia 1va access.log.cache. YYYYMMDD lagn YYYY fnila.f. MM
A A M e T4
ApIfou 1Az DD AB LN I¥U access.log.cache 20071130 1Tuny

dvg1adoya

Thu Nov 29 11:03:58 2007 10.0.1.4 GET http://www.google.co.th/
Thu Nov 29 11:07:00 2007 10.0.1.4 GET http://www.google.co.th/gen 2047

4.5 MIAASINOUN 4

4.5.1 fndal)sunsu phpMyPrepaid
a%’wagm%’ﬂga%a phpmyprepaid Tu MySQL Tﬂﬂ%ﬁﬁ%ﬁﬁxﬁf
CREATE DATABASE phpmyprepaid;
GRANT ALL PRIVILEGES ON phpmyprepaid.* to 'radius'@'localhost’
IDENTIFIED BY "abed1234";

FLUSH PRIVILEGES;

o i Y - o
i 1u' 18 rete/raddbisql.conf 1iald1d51udoyate “phpmyprepaid™ unu
Y A . 22 g i
TIUTBYA%D “radius” A 1 Tupeud 3
# Conncet info
server = "localhost”

login = "radius”
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password = "abcd 234"
# Database table configuration

radius_db = "phpmyprepaid”

#1711 Inan 115153 phpMyPrepaid 139351 0.4b3 910 URL

http://downloads.sourceforge.net/phpmyprepaid/phpmyprepaid04h3.igz

o 2 g = =
Mmsuan Idaoonululasnnes varwww/htmbphpmyprepaid itazi)aeu

anslulasanoiuas W8 WiTluwoa Apache

11199910 151N 33 phpMyPrepaid 1W0uTUAIBAYI PHP paz 913 i
Ed 1 v ¥
T1sunsy RRDTOOL 398091 15ARA ANUA 1071736 91]
yum install php
yum install php-mysgl
yum install rrdteol
EAA o o ' s ¢
NUUAIATINMINNIUAT T NUD3 15UNTY phpMyPrepaid H1NIDT1IT 0T
oS A = s . . =
mmaawsﬂnmuiﬂmzu URL 1w httpr//locathest/phpmyprepaid/www/mstall/sctup.php 43
¥ ' ¥ ’
w1 9 duaou diulugez bidead lvarla o 19 lFmamS vt mwzluvuaouii 615

MsAnuaFol [ F1agsWar1uu03 Administrator F115UIAM 51U TOYATD phpmyprepaid

' = % a q’: ' o 3 o 9/
aalihiumason Iy Tsunsundennaeninisminuas s mas 1

o i b4 e
Tﬂmzu URL 11]u http:/flocathost/phpmyprepaid/www/ AusTiwes Tuaoul

Y VA g @ @ . A Y
%mﬂ%%%mmw THIUDVDI Administrator IO



8:31 PM O

oApinca&ons Places Systern %@@@@
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' Version 0.4 betad

Directary “var:
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Atlsznen 4.2 wfﬁﬁm?nawamﬂlﬂﬂmﬂsn phpMyPrepaid

 Starting Take Screensnot

B ropicavons maces sysem DB[EAS

9.04 P B3

'Fedora Core E Mpeq Hal Magazme

Welcome user ccadmin Suzer Administrater)

03-12-2007 21°03 @

PHPMyPrepaid0.4 beta3

Hotspat Prepaid

SESSION ID : v303l18u0438i1 iok3igvo9bms4
USER STATUS : 3

LOCATION : 1

LOCATION NAME :FLR 2

Quick Print

30 munutes
10 hours

Users have used :

® (0 seconds this month
- ® 00N KBRs outoul hvtes thismonth.

chilli-setup-screen-2 [~} -... };y__?:?ﬁpﬂyﬁe'paid ticket man... || @ Starbng Take Screenshot | |

amlszae 4.3 wilngn 1151053 phpMyPrepaid

[@'| @ root@dncp220-varpwww..
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4.5.2 Mya iy

ar 1 o . . = i1q-
Asard1aiadd 190619599453 (Quick Print) Tisuninazin3ow Billing Plan 13

2 ’E)Ei’lﬁﬁf] 30 Minutes 1183 10 Hours Gdlfuﬂmmll Timed Account

3/ ar 4
3 1dnadns

as

3

o 3
iy a$ 19y FH 1% (Create Accounts) vz Sunusna o Whidendaii

L=

. A Vg YA vq W 2 v w o
®  Timed Accounts A9 um«nfﬂw%@h N3 iuIN NI IS Y

o~

TassaTuifa ifluTaFdlFftusnnunaildauas ey Billing

E

c; o ¥ 3/
Plan Nmuan 13

Y Vg YA vy W 3 d!g} g a
Octets Accounts ADTIAYHH [5HTOH 19QNTI19TUINAITNYIAIYIBINGY

o @ o o o ar
taada Tuda i

=+

S a o = o
T#aruswou ludnldauasrvaeudu Billing

eEw_

e LEY
Plan N 1Muaa 1A

¥
Y a

, . A o oy Pl o A kY ¥ oy A
Subscriber Time A0 T1Ry¥H l¥nAsFas laaulavou wiouvstoya 4o -

s

wwana myitasdszida dAmuadwounailildandenis
[ ) 5 ¥ 1
Subscriber Octets A TayFdlFnasvawmaldnimlasen niounedoyn ¥e
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YA W 4
Tonyol e Qﬂamwumamﬂnm
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nmdengyIaesnlufd Hudnidldida Suinueogas1saoudy

Billing Plan idmuan11d

@

= ' =3 J iiq- -
1861901375 1911y BA 1H06019599157 1ilo1don Billing Plan UV 30 Minutes

Username Password | Validity

gjaiaa eyq 30 minutes

F4

amwilsznou 4.4 Aednatndd 1 5nasede Tdsunsy phpMyPrepaid

o
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k3 v

vay v A 174 .

NAFOUMIN Y Wireless Hotspot A ebodl a3 19698 phpMyPrepaid

o A ¥ o A ' ¥ q¥y A wg¥ . @
nagouiunios IlalmYoudotazidn 157 10%0R 1% gjaiaa tazIHARI cyg
WUNLNTA10EAIY0A114I1 Logged in to ChilliSpot wsnduavivunanldau

(Session Time) aAnw508 2 910 30 Wi 1aunue wag dannsal¥aude 18

4.6 ayiheun

¥ Ed ¥
° as et - ar = o o
dmFvunii ldeTurodunounisaadiginisinduquuanldaredqe

v
I o as =y o ar = [ = Y o I'd 1 -
ChilliSpot @M FUMFAFINAII3wWUVAVRDNTUA JNMIARATrEALIT lomuresanai

- i = oG = qren .
WaunsuaahuaTosnouiumos AlFzumn) a3 Linux Fedora Core 6 Tumaunsnuansld
C P4 g W 1 T v g v
wuhaunsel¥sed Fuarswasiuaes Unix oimiunlaou lld5edsuazsvarimann
L1 3t o [} . ~Sg YA o = g/ ] 9
uToya MySQL w3puAI8813 RADIUS Attributes #1995 1uama1n 141y uanmsad
U= 2ot b o P
wadtiiumsioudoyadiluuunis Command Line vo1 MySQL Futluuvysssumnld
' = = 3 a 4 <
ran Tuaousoweiiuiedanisdnda1Usunsu Squid azn13¥1 Transparent Proxy ieinl
£ ¥ =y 3 o o 9 P=Y 3 o q‘: -
Foyanistdormiad ldy uagluaeuganisosieduaoumsands hlsunsy
. A ¥ Y w Vg YT '3 ¢ ¥ % s
phpMyPrepaid o 1¥lumsafrafyddismumavndwesmumsiloudeyadiluunyis

Command Line 983 MyS(L FIALAINN NN
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¥
unarg ey mazverauonus

o s ray v = A a g
dmTuuntiaznarnsunagduedlascnu dgmuezglaisannavuy

' T 4 ) oy ¥ Y @ ¥
szrdnnsmlassnugaitauaitmvsedowuniuzieudilaymaing

6.1 vnagdveslnisam
Sy oy s M Y W @ ¥ P @
paf 1dnaudseAsdunuunis fnvanuasadenanlimedimiy
o ¥ o = o A 4 & = 13 ¢ 1 ¢ A
UDNIFTWOIATIAIYNAIBIT NI AR 19T v Indendu Tag ldmerdudd lomuwas ado
hqq- 3 & are . = o ar =
ChilliSpot T]NTLL‘ULIES:‘U“U%JQ‘UW}TS Linux Fedora Core 6 1% FreeRADIUS 1umswqwmm§a
@ R =] e ¢ o o
Fugiudoya MysQL 14 squid iudayanisldoudadhadvvedlanoud  uagld

ar

phpMyPrepaid 1D uT1lsunsudanistiaSd1fuazoondninlFnwmie1duTn1s Wireless

e

Hotspot
g C] Yo Yo o o ' g = A ']d_l
u@ﬂﬂ’lﬂullﬂ‘l'iu’]ﬂ'ﬂll?,‘ﬂnlﬂilﬂ‘ﬂ’]ﬂrﬂlwﬁ]LNleL‘Wi’ﬂ?"lllzslfuﬂ How To 1WdLU
1 W o as 9t o ¥ e @ @ ' SR Y ;SV ¥
pnasnwidmsudauly 39 labhdumedinaran la lumanunveaonmsiiaisuda

nazennuAy 1ah http://mamboeasy.psu.ac.th/~wiboon. w/content/view/58/40/
6.2 Hyrvglassn wazmsuitlym

8 a 4 1 o 4
Yovuazglasiaimadusznanenisin Inssnufio Mo nsanooa

=

2 < b o ° o o s = 3 &
nialsinmduaesnazin 1¥auiy chillispet aziitymlnsesanudlalumsdm
. . A a a A do wuo ¥ =y o S e o
Factory Default tWoumdnsiariuuazmou q nasAnonniil dsaimaioniaaeduss

= Vg 4 ' a9 o 3 3 3 r o o o 3 '

aungoiniana iduwasgnse luudazade ildunafudiladvidid wea ue

a  ar to o vod o o 1
aniada g us uadmnsodanud laazudilym I I Tunaden
) A @ o a g ¥ W ¢ A
Jynideuifondindniaiundosnis laudr ueniyanesanie
o 9 o o 24 voa = o A :j I g Y oy A

hinmduaesazgnir lddeudenudshoitaada Chillispor taznageuly linymion

r - b Y 9 é’s ' [N c; 9t =g 9/ d’ o« 1 ¥
dowmTovimd g donui hivawauidowms Suihlaswaounuenwansad ua bl

W e 1 o & s 2 o g 3 =
asad ldmansi e s 1380 msizaeutitenwawsoagnadn nis il lavihed

9



53

. 3 . » v
Ta## 1452910 DHCP Server 34#04nd 11A3A1 Factory Default Tnaisia 1iaviing lafinid
' < = 1 e ¥ A gy Y 3 ' o Yt A o '
1 default 910 Tssaudinansoglugionts 1hne ldd lildsmins i ldan uaiiieviiog
' g = ¥ g & oan o =1
vou 1 mnaa i lanndu A lufugdassalunsihandn
4 1 ] ¥
1109917 RADIUS  Server 1fuiSoafiflswazidoauin manageudam
. A o ¥ ¥ ¥ = A e
RADIUS  Attributes tamstuiinnisldamdesldiaiaesdannsgn Iaderarly
1 9 P = yai ' 9 ar ] = & o n 14 E
Aoutaun tilesnnuanuitnondazmdisdionludumoeinianas lulilas

N ¥ = P - Qs [F=F e g A ar 1
dovoy Tdms mihusoanwiznania q dalullasdnu luiedana
. v
6.3 UalausuiLy

Y P yqy ar 3y = . - oq ¥
A Jtmnz auiuns 1515 Wireless Hotspot S aiiiiind lantoua 14
1 z H a i ¥V ::: 3 - ad o
auiniumndeansi Wl unsaraumslFaunwaunazeen 3o mnligidoes
g ¥ o ' A = oS o o w » A o v e 4
AhiuSmaeglunau aasmu@uuaumiadn 1 ludmfuaiwnionedinimgivines
b v v
A1IHIA W3 PAIAINITINIINYBS Chillispot I Tinsuiuaviaglofidwouniadmsy
%4 o 031’ i ] = =Y & = v = 1 1 r o'
Fiesuazdea i hideatinsfiguiidaate odlsnmu il asiw q lumsdszenald
L o o - vy A Y o o e daq ¥
ChilliSpot FMTVUUWNEDU 9 W31z MRodNsud lumsaemimsiauye i ieadinls
o o . 3 =g
AA1 iptables TRz TNBNAY
4w Yo S od A - Y wa oy Jdd o
madudeyanisdaumoiminoug nenmilanindoyams1#ian laduh
o # . 3 4 ' 1
A0 WS access.log w0153 Squid 1Ada1 1% 11)5unTUUWTHIE 15U syslog-ng HID
= 4 4 i - = ]
tepdump iudu Failudoshz 1A luswazduana

e ¥

v ¥
=] =1 =} = 3 .
draziidununil il ldaasinis@nuinis 19 Tdsunsy phpMyPrepaid  uaz

. A ~ A 9 9 Y- ¥ ¥ a) A’f o
RADIUS Attributes LW?JM&JLWBiﬁﬁTN'I'J'flﬁ'i'NUQJ"‘HHGl“MLUﬁJﬂ'N “ hlﬂﬁﬁ»lﬂﬁ]\‘lﬂjﬁ TIUNIFND

4

WA 1u§ns 1Fuszu U §iiAns Linux uazdda iptables (a1 ausalfuudans

1o s end ldaudoans



54

VITUIUNTN

f1] L%llllmﬁ%ﬂﬂﬁu%i{ ChilliSpot. Open Source Wireless LAN Access Point Contreller.

httpy//www.chillispot.org (ﬁ‘ﬂﬁg{mﬁﬂ 19 IR 2549),

{2] et Community Ubuntu Documentation. WifiDecsChillispotHotspot.

https:/help.ubuntu.com/community/'Wifi Docs/Chillispototspot (ﬁuﬁ’ugﬁ@ 19

N3N{IAN 2549),

[3] wireless: Chillispot Howto. http://140.105.28.77:3455/1/62 (Fufwiile 19 N3N{IAN 2549).

[4] Authenticated Wireless Network w/ Open Source Tools. hitp://www.jle.org.ilectures/d2/

Ny A
(FuduLiia 26 NINYIAY 2549).
[5] $710 TuaAa, 033N TuTna. 2547, p0NMULHATANAINIDUIY Wircless LAN. 11N13.

P ey o= PN [~ &
Toa® ould Aansiunas iHnos.

(Huftudio 20 Sunay 2550).
= o [¥) < -~ o
[7] aufins@ 3509aa1. 2544, ANNT Home Networking. N3anw. 11534,

[8) 30166 Wikipedia. Captive portal. hitp/en. wikipedia.org/wiki/Captive_portal (Fudiiie

20 $UIIAN 2550).

(9] 131" lw# Wikipedia. RADIUS. hitp://en.wikipedia.org/wiki/RADIUS (Fufuiia 20 Sunay

2550).
[10} Transparent Cache Implementation Using Squid.

http:/fwww.visolve.com/squid/whitepapers/trans_caching.php (ﬁu%’fmﬁa 12 N5HHIAN

2550).

[11] NG ﬁEﬁW‘EWJ. M3AAG radius server A01U54N5Y freeradius.

http://rd.cc.psu.ac.th/content/view/35/46/ (FuAMED 10 unsIAY 2550),
[12] i Tsdaravl@inns phpMyPrepaid. phpMyPrepaid.

http://sourceforge.net/projects/phpmyprepaid/ (ﬁuﬁ'mﬁa 20 NINYINY 2549).

Y = s 1 o < a o ar
[13] 3Ws sgansny. m3dSuunsszunaynanaimsanaa.

[14] FreeRadius and MySQL HowTo Notes. http://www frontios.com/freeradius.html (ﬁd‘llﬁu

(310 29 NINHINY 2549),



55

(15 90 19941 FreeRADIUS Wiki. Rlm sqlcounter.

http://wiki.freeradius.org/index.phpMitle=RIm_sqleounter (ﬁﬂﬁmﬁﬂ 10 URIIAY 2550).




VUADUNMTAANT

fimaenanuasn Wiboon at PSU - chillispot wifi
http://mamboeasy.psu.ac.th/~wiboon.w/content/category/5/23/40/



-1

aséasvadnsalmiuauuanlsaiasia ChilliSpot &rudunisAgandiagy
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lansstindvaaniu 3 sau
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sUnMATERAG

ath1 ()
'1 e ‘2

< 10.0.1.0/24
Linux Gateway
- ChilliSpot
- Apache with hitps
- FreeRADIUS
- MySQL
- Squid
- IPTABLES

(NAT, Firewall, Transparent Proxying)

groupi-open “PC

dayaleiaiin

eth) Aa uaumu’m'lm‘r’i 1 siafuduwmasiie 185unan ip a1a dhep server Tuduwmadiiia
ethl A2 waumsalud 2 safuuanizawags Tasuuan ip ann chillispot server
wantzigwans lesuuan ip aan chillispot server
ralausinsaduwananaosl@iuuan ip 31n chillispot server
dusalnouanidawans

« chillispot server 1 ia%as Badalusunsugot

o Linux fedora core 6

o freeradius 1.1.* (rpm) (vedauua’ 1.1.3 - 1.1.7)

o apache 2.2.* (rpm) (vedauuar 2.2.3 - 2.2.6)

o chillispot 1.1.0 (rpm)

[Day 1]

pauvi 1

1.1 mséadv Linux server

AULAIINTEREY

» Tuidumaufiansioainuriudis Milian Package selection (flu Software Development
o Tluifuraufidemsntiudidasuua) Waduanduuniila Setinux Tauldouain
enforcing tflu disabled
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FAinuztinsidemu

« nisAaufinse uuazdipdu WildHsns copy uar paste mdouatanuanaianansiadd
duagil wanondemsdageldiuminaaiiu text mode TnldsuilunsmiaTuug
A&y startx . . }

o adulardia terminal tRaldlunisdiuneeuaziud1d éofl Adn Application,
Accessories, Terminal

o Tisunsu editor Aldluntsudludrda gedit i full screen editor Mundadnim
gwwia cursor 16 audiuadnily Save uazadin X tallalusunsu

1.1.1 msiBuudeszuniiunal
(Fawdasain msliuussssuudunsudanissane (28-9-2550) w5 Agdnsuy

http://rd.cc.psu.ac.th/content/view/14/46/ }

1. asnadanuaumsansaulioudiuarde
ifconfig -a

HAANE

E[root@dhcplSO ~1# ifconfig -a
%ethO Link encap:Ethernet HwWaddr 00:60:97:A5:38:6F
inet addr:192.168.2.220 Bcast:192,168.2.255 - Mask:255.255.255.0
inet6 addr: 2001:3¢8:9009:300:260:97ff:feab:386f/64 Scope:Global
inet6 addr: feB0::260:97ff.fea5:386f/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:126 errors:0 dropped:0 overruns:0 frame:0
TX packets:46 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:9430 (9.2 KiB) TX bytes:8450 (8.2 KiB)
Interrupt:S Base address:0x2080

éethl Link encap:Ethernet HWaddr 00:01:03:18:BA:55
i BROADCAST MULTICAST MTU:1500 Metric:1
RX packets:431699 errors:0 dropped:0 overruns:520 frame:0

TX packets:858 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen;1000

RX bytes:32878596 (31.3 MiB) TX bytes:88551 (86.4 KiB)
Interrupt:5

%Io Link encap:Local Loopback
; inet addr:127.0.0.1 Mask:255.0.0.0




inet6 addr: ::1/128 Scope:Host

UP LOOPBACK RUNNING MTU:16436 Metric:1

RX packets:34660 errors:0 dropped:0 overruns:0 frame:0
TX packets:34660 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txgqueuelen:0

RX bytes:9917351 (9.4 MiB} TX bytes:9917351 (9.4 MiB)

2. windavnsuldouswarinunas root vindadade
passwd

HAAWE

[root@dhcpl60 ~1# passwd

%Changing password for user root.

éNew UNIX password:

%Retype new UNIX password:

fpasswd: all authentication tokens updated successfully.

3. nnl@nmsesAt update AnTTé drudFedalifa
service yum-updatesd stop
chkconfig yum-updatesd off

HRAND

[root@dhcpl160 ~1# service yum-updatesd stop

‘Stopping yum-updatesd: [ OK ]
é[root@dhcplGO ~1# chkconfig yum-updatesd off
[root@dhcp160 ~]#

4. synarieseAuanagorids /usr/sbin/ntpdate -u <fa@isinai>
Tanfi

pool.ntp.org (flu ntp server Mfuainalauss

time. psu.ac.th fu ntp server Ay u.a.

(OTRER)

Jusr/sbin/ntpdate -u pool.ntp.org

HAANE

[root@dhcp160 ~]# /usr/sbin/ntpdate -u pool.ntp.org

127 Nov 17:20:45 ntpdate[22639]: step time server 61.19.242.42 offset -130.874347 sec




favmshinaniaiiyaiaiasiinssonarini Bindlaudy Jetc/re.local Todndo
gedit /etc/rc.local

Wunssindan i

{usr/shin/ntpdate -u pool.ntp.org

Tuinuarilaniingw gedit

HANWE

?[root@dhcp160 ~]# gedit fetc/rc.local

“#!/bin/sh

*

j# This script will be executed *after* all the other init scripts.
# You can put your own initialization stuff in here if you don't
# want to do the full Sys V style init stuff.

%touch [var/lock/subsys/local

{usr/sbin/ntpdate -u pool.ntp.org

danatliassduanannu Wiaiouiudanada /etc/cron.daily/ntp.cron Tdidnda
gedit /etc/cron.daily/ntp.cron

fifiauadoil

#!/bin/sh

/usr/sbin/ntpdate -u pool.ntp.org

uaztldnuinuanasuduily execute drorrda

chmod +x /etc/cron.daily/ntp.cron

HAANWD

;f[root@dhcp160 ~]# gedit /etc/cron.daily/ntp.cron

#1/birysh
-/usr/sbin/ntpdate -u pool.ntp.org

%[root@dhcplGO ~1# chmod +x fetc/cron.daily/ntp.cron
-;?[root@d hcp160 ~]#

5. tAgdu SeLinux anavinlyimstienumneadnsmndiu Liudnuain enforcing (il disabled Tag

uAtuudn Jetc/selinux/config tid1da
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gedit /etc/selinux/config

HAAWD

?[root@dthIGO ~]# gedit /etc/selinux/config

# This file controls the state of SELinux on the system.

# SELINUX= can take one of these three values:

# enforcing - SELinux security policy is enforced. (default)
# permissive - SELinux prints warnings instead of enforcing.
# disabled - SELinux is fully disabled.

éSELINUX=disabIed

# SELINUXTYPE= type of policy in use. Possible values are:

# targeted - Only targeted network daemons are protected.
# strict - Full SELinux protection,

SELINUXTYPE=targeted

1.1.2 n1s update packages Linux Fedora Core 6 Tiiviuaiin
(smuwalavann n1s update packages eoTusunsy Yum & mdummnmineduavaaiuasuns (01-03-

2550) J5ims Agawswu http://rd.cc.psu.ac.th/content/view/52/46/)

Asdiiasatag luuwinmanasnaiuasuns
uilaid update server anagi repository server Aigvamatuumivede feignisda
autdayadulu cache Maraushnd1da

rm -rf /var/cache/yum/*

dsavduariu yum.repos.d Linliday ilatdluauaa

cp -r fetc/yum.repos.d/ /etc/yum.repos.d.save

auudnlu directory /etc/yum.repos.d Hivianua

wvauativ yum Adeeofidayaszyidllid server saradssing saod1ds

m -f /etc/yum.repos.d/*

wdrEEoudn 3 uilndiunntmi Teasey repository server ilu ftp.psu.ac.th
a5eudu fete/yum.repos.d/psu-fedora.repo Wifliiayasail

[base]

name=Fedora Core $releasever - $basearch - Base

baseurl=ftp://ftp.psu.ac.th/pub/yum/fedora/core/6/base
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enabled=1

gpgcheck=1
gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-fedora

d#519urly fetc/yum.repos.d/psu-fedora-extras.repo ildayadeil
[extras]

name=Fedora Extras $releasever - $basearch
baseurl=ftp://ftp.psu.ac.th/pub/yum/fedora/core/6/extras
enabled=1
gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-fedora-extras
gpgcheck=1

[

#519urn /etc/yum.repos.d/psu-fedora-updates.repo Tifitaya eh
[updates]

name=Fedora Updates $releasever - $hasearch
baseurl=ftp://ftp.psu.ac.th/pub/yum/fedora/updates/6/i386
enabled=1

gpgcheck=0

NNﬁWﬁ‘ . .

[root@dhcp160 ~}# rm -if /var/cache/yum/*

[root@dhep160 ~]# cp -r /etc/yum.repos.d/ fetc/yum.repos.d.save
[root@dhcpl160 ~]# rm -f /etc/yum.repos.d/*

g[root@dhcplso ~]# gedit /etc/yum.repos.d/psu-fedora.repo
[base]

name=Fedora Core $releasever - $basearch - Base
baseurl=ftp://ftp.psu.ac.th/pub/yum/fedora/core/6/base
enabled=1

gpgcheck=1
gpakey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-fedora

|

{[root@dhcp160 ~]# gedit /etc/yum.repos.d/ psu-fedora-extras.repo

[extras]

name=Fedora Extras $releasever - $hasearch
baseurl=ftp://ftp.psu.ac.th/pub/yum/fedora/core/6/extras
ienabled=1
gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-fedora-extras
-gpgcheck=1

i[root@dhcplGO ~]# gedit /etc/yum.repos.d/psu-fedora-updates.repo

‘[updates]

‘name=Fedora Updates $releasever - $basearch
baseurl=ftp://ftp.psu.ac.th/pub/yum/fedora/updates/6/i386
‘enabled=1

\gpgcheck=0
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nsdifilalasavatduaninandadinaiussuns
Tduviname 2 Adedneaeiiian

fasuilsenada package Diviuaiueuundsdayasiunia
yum check-update

da1lsulsa/Gimeie package Tiviuasis

yum update

HAAWE

§[root@dhcpl60 ~}# yum check-update
Loading "installonlyn” plugin
Setting up repositories

extras 1000/0 |:::::::::::::::::::::::::I 11 kB OOOO
updates 1000/0 |:::::::::::::::::::::::::I 1_2 kB 0000
base 1000/0 |:::::::::::::::::::::::::I 951 B OO:OO

Reading repository metadata in from local files
primary_)(ml_gz 1000/0 I:::::::::::::::::::::::::| 1_7 MB OO:OO

[root@dhcp160 ~]# yum update

Loading "installonlyn” plugin

Setting up Update Process

Setting up repositories

Reading repasitory metadata in from local files

Transaction Summary

Install 11 Package(s)
Update 329 Package(s)
Remove 0 Package(s)
-Total download size: 524 M
Is this ok [y/N]:y

... more lines...
g[root@dhcp160 ~1#

1.2 nsédedvivsunsu Apache web server

FaudndiAndaaiiafnneadaundn

Jvar/log/httpd/access.log



fetc/httpd/conf/httpd.conf
Jetc/httpd/conf.d/

1. BadoTisuasu httpd wiaudsia saas ds
yum install httpd

yum install httpd-manual

yum install mod_ss!

WAAWE

%[root@dhcplGO ~1# yum install httpd

Package Arch Version Repository Size
iUpdating:

: httpd i386 2.2.6-1.fc6  updates 1.0M
:Transaction Summary
iCompletet

[root@dhcp160 ~]# yum install httpd-manual

i Package Arch Version Repository Size
Installing:

- httpd-manual i386 2.2.6-1.fc6  updates 812 k
fTransaction Summary

éCompIete!

[root@dhcp160 ~]# yum install mod_ssl

Package Arch Version Repository Size
§Installing:

" mod_ss! i386  1:2.2.6-1.fc6  updates 84 k

-9




Installing for dependencies:
distcache i386 1.4.5-14.1

Transaction Summary

Complete!
é{root@dhcp160 ~]#

base 120 k

2. ualabivitunneisituatatag

chkconfig httpd on

[root@dhcp160 ~]# chkconfig httpd on
[root@dhcp160 ~J#

3. folivinoudnsadain
service httpd start

wadns

[root@dhcp160 ~]# service httpd start
'Starting httpd:
[root@dhcp160 ~]#

[ OK ]

1.3 mséaevitlsunsu Freeradius

Fawdnitifmrdaniiadadaasaudr
[var/log/radius/radius.log
[etc/raddb/radiusd.conf
[etc/raddb/clients.conf

1. e Tuvunsy freeradius §raando
yum instalt freeradius
uilativineumaefaiityaiaias
chkconfig radiusd on

Fobivingusngardain
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service radiusd start

HANWE

%[root@dhcplGO ~1# yum install freeradius

Package Arch Version Repository Size

;Installing:

freeradius 1386 1.1.7-3.1.fc6 updates 1.2 M

éInstaIling for dependencies:

Im_sensors 386 2.10.1-1.fc6  updates 506 k
net-snmp i386 1:5.3.1-15.fc6 updates 695 k

net-snmp-utils i386 1:5.3.1-15.fc6 updates 179 k

 perl-DBI 386 1.52-1.fc6  base 605 k

;Transaction Summary

%Install 5 Package(s)
‘Update 0 Package(s)
;Remove 0 Package(s)
‘Total download size: 3.1 M
§Is this ok [y/N]: y

:Downioading Packages:

ECompiete!

[root@dhcp160 ~]# chkconfig radiusd on
g[root@dhcpIGO ~1# service radiusd start

Eradiusd is stopped

EStarting RADIUS server: [ OK 1]
%[root@dhcp160 ~]#

1.4 nadau authentication 1euld username/password uas UNIX

1. (windolifl) Wie3an username Marldvaauda chilli fswariundu abed1234 srarndasiofl
adduser chilli
passwd chilli

HRAND



[root@dhcp160 ~]# adduser chill

[root@dhcp160 ~]4# passwd chill

‘Changing password for user chilli.

:New UNIX password:

'BAD PASSWORD: it is too simplistic/systematic
éRetype new UNIX password:

?passwd: all authentication tokens updated successfully.
‘[roct@dhcp160 ~1#

2. Wiatv radiusd vineruuar Guiusaunasausziuinoiaudiatrestdedad
radtest chilli abcd1234 localhost O testing123

arfinsudain Access-Reject

Wuanuaiiiasanabifidandlunisauuiu Jetc/shadow wavszuy

HAAWD

[root@dhcp160 ~]# radtest chilli abcd1234 localhost O testing123
§Sending Access-Request of id 232 to 127.0.0.1 port 1812
User-Name = "chilli"
| User-Password = "abcd1234"
NAS-IP-Address = 255.255.255.255
_ NAS-Port = 0
%Re-sending Access-Request of id 232 to 127.0.0.1 port 1812
: User-Name = "chilli"
User-Password = "abcd1234"
NAS-IP-Address = 255.255.255.255
* NAS-Port = 0
?rad_recv: Access-Reject packet from host 127.0.0.1:1812, id=232, length=20
[root@dhcp160 ~]#

wutwe @il locathost da fiaTewunaslaivasass 127.0.0.1 fida friaadiiiinasias
dugiaviisty 13 tuudu Jetc/hosts Mirdogdayadrolundugoil
cat fetc/hosts

5[root@dhcp160 ~]4# cat /etc/hosts
“# Do not remove the following line, or various programs
“# that require network functionality will fail.

5 127.0.0.1 localhost.localdomain localhost




a1 localhost.localdomain localhost
[root@dhcp160 ~]#

3. ualalvauudy Jete/shadow 16 Tmsunluudy /etc/raddb/radiusd.conf
3.1 Tivinnsarsadudnduainiulinau éraddo
cp Jetc/raddb/radiusd.conf fetc/raddb/radiusd.conf.save

HRAWS

%[root@dhcplGO ~]# cp fetc/raddb/radiusd.conf /etc/raddb/radiusd.conf.save
{root@dhcpl60 ~]#

3.2 uAaloaudy /etc/raddb/radiusd.conf Wavinats comment Bal@nussiafiannunntéu
user = radiusd

group = radiusd

Tidu

#user = radiusd

#group = radiusd

HAAWD

g[root@dhcpleo ~]# gedit /etc/raddb/radiusd.conf

Line 114
%#user = radiusd

%#group = radiusd

3.3 1@5aud T restart svuu radivsd Twisioetde
service radiusd restart

HAAWE

é[root@dhcp160 ~1# service radiusd restart

‘radiusd (pid 23004) is running...

;radiusci {pid 23004) is running...

éStopping RADIUS server: [ OK ]
gradiusd is stopped

Starting RADIUS server: [ OK ]
Troot@dhcp160 ~}#

3.4 saldaasilaudlaindrddunanagaudoil




radtest chilli abcd1234 localhost 0 testing123
aefinisudein Access-Accept 9nAaIRIueAINTYT

HANNG

n-14

i
H
:
H

[root@dhcpl60 ~]# radtest chilli abcd1234 localhost O testing123
Sending Access-Request of id 39 to 127.0.0.1 port 1812
User-Name = "chilli"
User-Password = "abcd1234”
NAS-IP-Address = 255.255,255.255
NAS-Port = 0
rad_recv: Access-Accept packet from host 127.0.0.1:1812, id=39, length=20

g[rc_)ot@dhcpIGO ~

3.5 Tun1stin W tBousse salviuily secret Twi Madiaizu dolmitdu mytestkey
WinAlawdy fetc/raddb/dlients.conf wuavTusuasu freeradius TuiiAdadadnoil
client 127.0.0.1 {

ussvind 35 WG secret = testing123

uA'lailu secret = mytestkey

}

(@3aud2 restart syuu radiusd wiignasndo
service radiusd restart

naday radius Snafositn secret Fuluwi foil
radtest chilii abcd1234 localhost 0 mytestkey

~

HARaAWs

[root@dhcp160 ~1# gedit /etc/raddb/clients.conf

i
i
i

Line 35

secret = mytestkey

i
3
i
1

i

{root@dhcp160 ~]# service radiusd restart

radiusd {pid 23068} is running...

radiusd (pid 23068) is running...

Stopping RADIUS server: [ OK ]
radiusd is stopped

Starting RADIUS server: [ OK ]




%[root@dhcp160 ~1# radtest chilli abcd1234 locaihost 0 mytestkey
%Sending Access-Request of id 166 to 127.0.0.1 port 1812
User-Name = "chilli"

User-Password = "abcd1234"

NAS-IP-Address = 255.255.255.255

: NAS-Port = 0

grad_re(.v: Access-Accept packet from host 127.0.0.1:1812, id=166, length=20
%{root@clhcplGO ~1#

1.5 nséndvTisunsu Chillispot uuyu web login

fauwdndnrdasiiafadaaiaudn
Jetc/chilli.conf
fvarfwww/cgi-bin/hotspotlogin.cgi
[varfwww/html/welcome.html

Jetc/firewall.iptables

Tsaasiagau

wilagann chillispot anilu dhep server 1ag

nselvhina3asdumndings chillispot i azgandaiiluiaiaslius dhep server $uad
fnflag Angadail

service dhepd stop

chkconfig dhcpd off

1. idagvinhietasiviimindduisnaasiida forward packet wnafsityainiag
Tualuuny fetc/sysctl.conf Wisiadadatiteil

ussvia# 7 \du net.ipv4.ip_forward = 0

wAlmilu net.ipv4.ip_forward = 1

AR

f1-15

g[root@dhcpl_GO ~1# gedit /etc/sysct!.conf

5# Controls IP packet forwarding

?net.jpv{l.ip_forward =1

2. atvfinaviuriluzasd Dinsas forward packet
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fudade echo "1" > /proc/sys/net/ipv4/ip_forward

WRAWE

f[root@dhcplGO ~1# echo "1" > [proc/sys/net/ipv4/ip_forward
[root@dhcp160 ~]#

3. WiaTiinisauau ethl sy dhep maidysiaiag

Diudluwdu jetc/sysconfig/network-scripts/ifcfg-eth1 Lifisdasaiteil
DEVICE=ethl

ONBOQOT=yes

BOOTPROTO=none

HRAND

i
;

{root@dhcp160 ~]# gedit /etc/sysconfig/network-scripts/ifcfg-eth1

# 3Com Corporation 3¢905C-TX/TX-M [Tornado]
DEVICE=eth1

{BOOTPROTO=none
5’HWADDR=OO:01103:18:BA:59

/oNBOOT=yes

4. mnituanTusuasu chillispot AntaTaviaWfiduacu.a. dodrda wget dofl
waget ftp://ftp.psu.ac.th/pub/chillispot/chillispot-1.1.0.i386.rpm

HANND

%[root@dhcplGO ~]# wget ftp://ftp.psu.ac.th/puby/chillispot/chillispot-1.1.0.i386.rpm
%-—20:25:02-- ftp://ftp.psu.ac.th/pub/chillispot/chillispot-1.1.0.i386.rpm

=> " chillispot-1.1.0.i386.rpm’

%Reso!ving ftp.psu.ac.th... 192.168.100.101

%Connecting to ftp.psu.ac.th{192.168.100.101]:21... connected.

éLogging in as anonymous ... Logged in!

?==> SYST ... done. ==> PWD ... done.

§==> TYPEI ... done. ==> CWD /pub/chillispot ... done.

§=:> SIZE chillispot-1.1.0.i386.rpm ... 88761

!

'==>PASV ... done. ==> RETR chillispot-1.1.0.i386.rpm ... done.
‘Length: 88761 (87K)
g‘1000/0[::::::::::::::::::2:::::::::::::::::2::)] 88’761 --_-K/S

lin 0.04s




220:25:03 (2.00 MB/s) - “chillispot-1.1.0.i386.rpm' saved [88761]
[root@dhcp160 ~]#

wianniTuanainiuduaiiun http://www.chillispot.info/download.html

http://www.chillispot.info/downioad.htrml

?Suitab!e for Redhat 9, Fedora (FC1, FC2 and FC3 and FC4).
ghttp://www.chillispot.info/downand/chiIIispot—1.1.0.i386.rpm
Or other linux distro,
http://www.chiilispot.info/downlioad/chillispot-1.1.0.tar.gz

5. WAIRAGY package rpm gnFdadail
rpm -Uvh chillispot-1.1.0.i386.rpm

EE L
i

[root@dhcp160 ~]# rpm -Uvh chillispot-1.1.0.i386.rpm

gPreparing...

§########################################### [100%]

Q 1:chillispot EEFEE I E TS F T EFEF T ST TS FEEEFEF TSN
%[100%]

i
{[root@dhcpl160 ~]#

6. wilaudy Jetc/chilli.conf Tiiiasesatvil

[vadia TUN parameters]

ussvindi 38 1Ay net 192,168.182.0/24

wilaedu net 10.0.1.0/24

[Wada Radius parameters]

ussvie?t 113 1éiu radiusserverl rad01.chillispot.org

ufitanilu radiusserverl 127.0.0.1

ussviedi 120 diu radiusserver2 rad02.chillispot.org

uA'taihu radiusserver2 127.0.0.1

ussvied 139 ein #radiussecret testing123

wilmilu radiussecret mytestkey

(m39Au radius secret Tuwdu /etc/raddb/clients.conf aaa freeradius)
[whia Universal access method (UAM) parameters]

ussViat 237 1éu #uamserver https://radius.chillispot.org/hotspotiogin

wilaflu uamserver https://10.0.1.1/cgi-bin/hotspotiogin.cgi
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asdaafvalnsainuantaulsanasra ChilliSpot sr1uiun15Adaa A%9
wuutdudandu

Anaanatntimwaiag “nasvin Wireless LAN Controller i1 ChilliSpot wuy web login +
freeradius + mysql + transparent proxy”
http://mamboeasy.psu.ac.th/~wiboon.w/content/view/58/40/

lndsiiliia

duduunintunsadouazliuusa Linux server Tiiidu Wireless LAN Access Point
Controfler aulsunsu chillispot tiansn s authentication wuu web login Inuasiaaau
username ¥ freeradius m'lﬁ mysgl 1lu database suiadiada proxy server éoTdsunsu squid
iy transparent proxy Wiahiledaslaataus (1) WhitdasmSanddawsaldom
dumaiialdviuiniandoaniinmaday username HIULAD

wanasiutvaanidy 3 aau
faud 1
» 156660 Linux server
ans@adieTilsunsu Apache web server
nsiiadaTusunsy Freeradius
vadau authentication a4 username/password was UNIX
e as@meaTusunsu Chillispot wuy web login
aauvi 2
o mséasaTisunsy Mysq
e g1ating radius attributes
o Max-All-Session
Max-Datly-Session
Max-Monthly-Session
Session-Timeout’
WISPr-Bandwidth-Max-Down
WISPr-Bandwidth-Max-Up
o Simultaneous-Use
» vmdau authentication 1autd username/password uas Mysql
o msdEndaldsunsy radiusContext tiavinmasunisideu Freeradius
AU 3 )
e awhineasldsunsu Squid
¢ A5 transparent proxy e iptables
. ANg&IIaAL access.log nndu
Aauw 4 .
e saa@@desAawsnld php + Mysgl tiauTilsunsudanisiieu@ald chillispot dan php
+ Mysql

O O 0O O 0O
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sUammisinge

eth1 ()

' 10.0.1.0/24
Linux Gateway
- ChilliSpot

- Apache with hitps
- FreeRADIUS

- MySQL

- Squid _
- IPTABLES clien

(NAT, Firewall, Transparent Proxying)

groupl1-open ' PC

dayairianie

ethO @a uaums’m‘lm?:l 1 daduduwwasida Tasuuan ip a1n dhep server Tuduivasidia
ethl fa waunmselun 2 danuuaniyawaae 1@5uuan ip aa chillispet server
want@waas laiuuan ip aaa chillispot server '
Taatausivinnsiafunangawaesilafuuan ip 3an chillispot server
dusalnouaniuavand ) §

¢ chillispot server 1 1A3a9 émncalusunsusiat

o Linux fedora core 6

o freeradius 1.1.* (rpm) (vedauua? 1.1.3 - 1.1.7)

o apache 2.2.* (rpm) (viedavui? 2.2.3 - 2.2.6)

o chillispot 1.1.0 (rpm)

[Day 1]
AU 1

1.1 n1séiméiv Linux server

AU TRaEY

o Tluiiurauidedoannukudii Tiidan Package selection (fu Software Development
+»  Tugusaundesainunuddiasuuar diadyeaaduuilviila Selinux Taoldsuann
enforcing 1iju disabled



Auziinisttau
asnaufinsuuazin afiu WildHBa1s copy uaz paste Ardovitatiam A nlan®siAIAY

znua:m winnaudansaadataruminaaiilu text mode WindnuiunmAaTuua

Grudd startx

dleduianda terminal tialdlunisufuuseuasiusde @il adin Application,

Accessories, Terminal

Tlsunsu editor Aldtunisudlasda gedit u full screen editor Tdundadnag
sumie cursor 16 augioadnily Save uaradn X tiailalusunsy

1.1.1 msl3uusesruudynal

(daulavann pisUsuusosrunAundudInisaage (28-9-2550) Iins AsRnIn

http://rd.cc.psu.ac.th/content/view/14/46/ )

1. aradauuauntianianliviueradde

ifconfig -a

HAANWD

-3

[root@dhcp160 ~]4# ifconfig -a

eth0

%ethl

Link encap:Ethernet HWaddr 00:60:97:A5:38:6F

inet addr:192.168.2.220 Bcast:192.168.2.255 - Mask:255.255.255.0
inet6 addr: 2001:3¢8:9009:300:260:97ff:fea5:386f/64 Scope:Global

inet6 addr: fe80::260:97ff:fea5:386f/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets: 126 errors:0 dropped:0 overruns:0 frame:0

TX packets:46 errors:0 dropped:0 overruns:G carrier:0
collisions:0 txqueuelen:1000

RX bytes:9430 (9.2 KiB) TX bytes:8450 (8.2 KiB)
Interrupt:9 Base address:0x2080

Link encap:Ethernet HWaddr 00:01:03:18:BA:59
BROADCAST MULTICAST MTU:1500 Metric:l
RX packets:431699 errors:0 dropped:0 overruns:520 frame:0
TX packets:858 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:32878596 (31.3 MiB) TX bytes:88551 (86.4 KiB)
Interrupt:5

Link encap:Locat Loopback

inet addr:127.0.0.1 Mask:255.0.0.0
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inete addr: ::1/128 Scope:Host

UP LOOPBACK RUNNING MTU:16436 Metric:1

RX packets:34660 errors:0 dropped:0 overruns:0 frame:0
TX packets:34660 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0

RX bytes:9917351 (9.4 MiB) TX bytes:9917351 (9.4 MiB)

2. vindavn1sidnusiariunas root vindnadde
passwd

HARNTD

[root@dhcpl160 ~]# passwd
fChanging password for user roct.
éNew UNIX password:

%Retype new UNIX password:

%passwd: all authentication tokens updated successfully.

3. pAlEnMseeaT update AaTulid sodrdedeilda
service yum-updatesd stop
chkconfig yum-updatesd off

HRAWE

%[FOOt@dhcp160 ~1# service yum-updatesd stop

%Stopping yum-updatesd: [ OK ]
é[rOOt@dthIGO ~]# chkconfig yum-updatesd off
root@dhcp160 ~]#

4. fyvainsefuannasinadds /usr/sbin/ntpdate -u <fiaidinna>
Tondi

pool.ntp.org (ilu ntp server Miiluanalaumse

time.psu.ac.th tilu ntp server analu u.a.

idn&a

/usr/sbin/ntpdate -u pool.ntp.org

HAANE

é[root@dhcplso ~7# [usr/sbin/ntpdate -u pool.ntp.org




gasnshinnafoiiysiniavinisdenartvi Wiualaudu /etc/rclocal titrda
gedit /etc/rc.local

Winusaindaa i

fusr/sbin/ntpdate -u pool.ntp.org

Tudauardawiing v gedit

uaaw'ﬁ
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[root@dhcplGO ~]# gedit /etc/rc.local

;#!/bun/sh

’

# This script will be executed *after* all the other init scripts.
# You can put your own initialization stuff in here if you don't
# want to do the full Sys V style init stuff.

touch /var/lock/subsys/local

é/usr/sbin/ntpda_te_-u pool.ntp.org

Fonarliasofuainanniu Tiasaudndayada /etc/cron.daily/ntp.cron tdsds

gedit /etc/cron.daily/ntp.cron

fiiayadil

#!/bin/sh

Jusr/sbin/ntpdate -u pool.ntp.org
uazlautuuanasudily execute drndde
chmod +x fetc/cron.daily/ntp.cron

SRR

é[root@dhcp160 ~1# gedit fetc/cron.daily/ntp.cron

#1/bin/sh
/usr/sbm/ntpdate -u pool ntp org

[root@dhcp160 ~]# chmod +x /etc/cron.daily/ntp.cron
;[root@dhcp160 ~#

5. Wioadu SeLinux anavinthiansitisuinaiveindu Wiul&suann enforcing lu disabled Tas

wAlauwdy fetc/selinux/config irnd9



gedit /etc/selinux/config

HAdgWE

f[root@dhcplGO ~]# gedit /etc/selinux/config

# This file controls the state of SELinux on the system.

# SELINUX= can take one of these three values:

# enforcing - SELinux security policy is enforced. (default)
# permissive - SELinux prints warnings instead of enforcing.
® disabled - SELinux is fully disabled.

_éSELINUX=disabled

# SELINUXTYPE= type of policy in use, Possible values are:

’# targeted - Only targeted network daemons are protected.
# strict - Full SELinux protection.

SELINUXTYPE=targeted

1.1.2 n1s update packages Linux Fedora Core 6 liiviuaiin
(daulayann a5 update packages srnTisuasy Yum & wmiuunamivnmasdsuaiuaduns (01-03-
2550) 3513 Asewsun http://rd.cc.psu.ac.th/content/view/52/46/)

asdldasavag v dsasrauaiuns
uilulidl update server unasiii repository server Misvatgaiolunwivendns d138nnsaa
autiayatdinlu cache Aadaudiodido

rm -rf /var{/cache/yum/*

fravsualiu yum.repos.d Lautinau idaldtuauiae

cp -r Jetc/yum.repos.d/ /etc/yum.repos.d.save

auwdutu directory /etc/yum.repos.d Wigvionus
sy yum Adadefitayaszy a1l server drodsuine daaddo

rm -f fetc/yum.repos.d/*

wdraieoudy 3 udndwnlmi Teasty repository server fiu ftp.psu.ac.th
&519uRy Jetc/yum.repos.d/psu-fedora.repo Wiiidayadail

[base]

name=Fedora Core $releasever - $basearch - Base

baseuri=ftp://ftp.psu.ac.th/ pub/yum/fedora/core/6/base
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enabled=1

gpgcheck=1
gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-fedora

8519wy /etc/yum.repos.d/psu-fedora-extras.repo iiidiayadoti
[extras]

name=Fedora Extras $releasever - $basearch
baseurl=ftp://ftp.psu.ac.th/pub/yum/fedora/core/6/extras
enabled=1
gpgkey=file:///etc/pki/rpm-gpa/RPM-GPG-KEY-fedora-extras
gpgcheck=1

5wy Jetc/yum.repos.d/psu-fedora-updates.repo Tifidiayadail
[updates]

name=Fedora Updates $releasever - $basearch
baseurl=ftp://ftp.psu.ac.th/ pub/yum/fedora/updates/6/i386
enabled=1

gpgcheck=0

HAANE

[root@dhcpl60 ~1# rm -rf /var/cache/yum/*
[roct@dhcp16Q ~]# cp -r Jetc/yum.repos.d/ fetc/yum.repos.d.save
1lroct@dhcplel ~]# rm -f [etc/yum.repos.d/*

%[ropt@dhcplﬁo ~]# gedit /etc/yum.repos.d/psu-fedor_a.repo

[base]

name=Fedora Core $releasever - $basearch - Base
baseuri=ftp://ftp.psu.ac.th/pub/yum/fedora/core/6/base
enabled=1

‘gpgcheck=1

j gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-fedora

%[root@dhcplGO ~1# gedit /etc/yum:repos.d/ psu-fedora-extras.repo

[extras]

name=Fedora Extras $releasever - $basearch
baseurf=ftp://ftp.psu.ac.th/pub/yum/fedora/core/6/extras
enabled=1
gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-fedora-extras
:gpgcheck=1

iﬁ[rqot@dhcpl_GO ~1# gedit /etc/yum.repos.d/psu-fedora-updates.repo

[updates]
/name=Fedora Updates $releasever - $basearch
baseurl=ftp://ftp.psu.ac.th/pub/yum/fedora/updates/6/i386
‘enabled=1

.gpacheck=0




nsdlfidasdeaguanuuiinandodvnauniuns

Wduvinanie 2 adedteaethan

fFasulsenndia package iviuaioauunasiiayasiuni

yum check-update
forsurlse/dadia package WiviuaiTe
yum update

HANNE
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é[root(c,in:ihcplGO ~]# yum check-update
Loading "installonlyn” plugin

:Setting up repositories

Reading repository metadata in from local files

[root@dhcp160 ~]# yum update

Loading "installonlyn” plugin

Setting up Update Process

Setting up repositories

Reading repository metadata in from local files
Transaction Summary

‘Install 11 Package(s)
Update 329 Package(s)
Remove 0 Package(s)
Total download size: 524 M
Is this ok [y/N]:y

... more lines...
[root@dhcpl16Q ~1#

extras 1000/0 l:::::::::::::::::::
Updates 1000/0 I:;::::::::::::::::

) base 100% |==::.—;=2::=::::=::::

primar\/,xml,gz 100% I:::::::::::::::::

| 1.1kB  00:00

=======| 1.2 kB 00:00

| 951 B 00:00

::::::::I 1.7 MB 00:00

1.2 nrséndvisunsu Apache web server

FawduMAordaniisdadoadaud)

fvar/log/httpd/access.log



/etc/hitpd/conf/httpd.conf
Jetc/httpd/conf.d/

1. fiasaTusunsy httpd wiangila dandda
yumn install httpd

yum install httpd-manual

yum instail mod_ssl

HAAWS

[root@dhcp160 ~}# yum install httpd

e e e e e A Y T e o . T o o m  m m  — — — — — — —

Package Arch Version Repository Size
Updating:
httpd i386 2.2.6-1fc6  updates 1.0M

Transaction Summary

iComplete!
[root@dhcp160 ~1# yum install htipd-manual

Package Arch Version Repository Size
Installing:
httpd-manual i386 2.2.6-1.fco updates 812k

‘Transaction Surmmary

Complete!

%[root@dhcplGO ~]# yum install mod_ssl

pmm e o o . — — — —— — — — — — — — — — — — — — — =

‘ Package Arch Version Repository Size

_?Installing:
. mod_ssl i386 1:2.2.6-1.fc6 updates 84 k
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glnstalling for dependencies:
' distcache 386 1.4.5-14.1

iTransaction Summary

§C0mplete!
Troot@dhcp160 ~]#

base 120 k

2. udlativinunnesoituaiaiag
chkconfig httpd on

HANWE

g[rOOt@dthIGO ~]4# chkeconfig httpd on
g[root@dhcplso ~1#

3. S ivinoudadrdain
service httpd start

HAAWE

: y _
g[root@dhcp160 ~1# service httpd start
‘Starting httpd:

[root@dhcp160 ~]#

[ OK ]

1.3 nrsdadvidsunsy Freeradius

fawdniidardaaiiadadoataud?
fvar/log/radius/radius.log
[etc/raddb/radiusd.conf
[etc/raddb/clients.conf

1. adoTusunsy freeradius éausde
yum install freeradius
uilehivinoumnafeiddysiaias
chkconfig radiusd on

Fatvivinoudroddoi



HRAWE

[root@dhcp160 ~]# yum install freeradius

service radiusd start

Package Arch Version Repository
Installing:

- freeradius i386  1.1.7-3.1.fc6  updates
?Installing for dependencies:

%Im_sensors i386 2.10.1-1.fc6  updates
' net-snmp i386  1:5.3.1-15.fc6 updates
gnet—snmp-utils i386 1:5.3.1-15.fc6 updates
peri-DBI i386 1.52-1.fco base

Transaction Summary

.Install 5 Package(s)
‘Update 0 Package(s)

Remove 0 Package(s)
Total download size: 3.1 M
Is this ok [y/N]: y
Downloading Packages:

Complete!

[roct@dhcpl60 ~]# chkconfig radiusd on
froot@dhcpl160 ~1# service radiusd start

radiusd is stopped

Starting RADIUS server: [ OK ]
[root@dhcplGO_ ~]#

1.4 nasau authentication Taui2d username/password uav UNIX

1. (mando'lifl) ie3ou username Maylivasauda chilli fiswaeihwilu abed1234 drpsrdasoil

adduser chili
passwd chilli

HRAWS




{[root@dhcp160 ~]# adduser chilli
[root@dhcp160 ~]# passwd chill
;Changing password for user chilli,
:New UNIX password:

‘BAD PASSWORD: it is too simplistic/systematic

éRetype new UNIX password:

épasswd: all authentication tokens updated successfully.
[root@dhcp160 ~]#

2. diaty radiusd vitouud? Budusaunasauszuniaoilausiathedidodoil
radtest chilli abcd1234 focalhost 0 testing123

3ufin1suiaiy Access-Reject

lﬂummqLﬁaaa’lﬂ‘lﬂﬁawﬁ'[umszi’luuﬂn Jete/shadow waaszuu

HAdAND

g[root@dhcp160 ~]# radtest chilli abcd1234 localhost O testing123
SSending Access-Request of id 232 to 127.0.0.1 port 1812
User-Name = "chilli"
| User-Password = "abcd1234"
NAS-IP-Address = 255.255.255.255
f NAS-Port = 0
éRe-sending Access-Request of id 232 to 127.0.0.1 port 1812
% User-Name = "chilii"
User-Password = "abcd1234"
NAS-IP-Address = 255.255.255.255
‘_ NAS-Port = 0
fjrad_recv: Access-Reject packet from host 127.0.0.1:1812, id=232, length=20
[root@dhcp160 ~J#

winowe @137 localhost da Balawunaslafiuaaasa 127.0.0.1 Ada dneaad@iviiadiae
‘ﬁoéaaﬁszuiﬂuuﬂu Jetc/hosts 1ﬂﬁ1£oqﬂagaﬂ1a’luuﬂuﬁoﬁ
cat /etc/hosts

g[root@dhcpIGO ~]# cat fetc/hosts
# Do not remove the following line, or various programs
# that require network functionality will fail.

127.0.0.1 localhost.localdomain localhost
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: | locaihost.localdomain localhost
{root@dhcp160 ~]#

3. ustuTviaruud /etc/shadow 16 TaauAtuuny fetc/raddb/radiusd.conf
3.1 Wivirarsdisooudnduatiufnlidau drueds
cp /etc/raddb/radiusd.conf /etc/raddb/radiusd.conf.save

HAANS

[root@dhcp160 ~]# cp /etc/raddb/radiusd.conf /etc/raddb/radiusd.conf.save
[root@dhcp160 ~J#

3.2 ualaudu /etc/raddb/radiusd.conf avinnns comment saldnussiadaninuainiéi
user = radiusd

group = radiusd

idiu

#user = radiusd

#group = radiusd

HAANS

[root@dhcp160 ~]# gedit /etc/raddb/radiusd.conf

Line 114
?#user = radiusd

%#group = radiusd

3.3 1&3aud1 T restart szuu radiusd Wadéinor &
service radiusd restart

HARAWE

%[root@dhcplGO ~]# service radiusd restart

éradiusd (pid 23004) is running...

radiusd (pid 23004) is running...

éStopping RADIUS server: [ OK ]
%radiusd is stopped

EStarting RADIUS server: [ OK ]
[root@dhcp160 ~]4#

3.4 sialdaasilausnatwamdsdudanasavdail



radtest chilli abcd1234 localhost 0 testing123
ariianTudain Access-Accept anaasaudiadng

HRIANG
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§[root@dhcp160 ~1# radtest chilli abcd1234 locathost 0 testing123
‘Sending Access-Request of id 39 to 127.0.0.1 port 1812
“ User-Name = "chilli"
User-Password = "abcd1234"
NAS-IP-Address = 255.255.255.255
? NAS-Port = 0
Eirad_recv: Access-Accept packet from host 127.0.0.1:1812, id=39, length=20
{root@dhcp160 ~]#

3.5 Tumsinll g uase aalviuala secret Ty drataidu dalmidlu mytestkey
WiuAleudy /etc/raddb/clients.conf aasldsunsu freeradius Tididdosatail
client 127.0.0.1 {

ussviah 35 1 secret = testing123

uAlailu secret = mytestkey

}

w@3ud1th restart svuu radiusd Tmigad &0
service radiusd restart

vagau radius Snn¥edan secret dulva datl
radtest chilli abcd1234 localhost 0 mytestkey

HRANG

by

}f[ro_qt@dhc_plGO ~]# gedit fetc/raddby/clients.conf

i
H
Line 35
:

~secret = mytestkey

é[root@dhcp160 ~14# service radiusd restart

radiusd (pid 23068) is running...

éradiusd (pid 23068) is running...

%Stopping RADIUS server: [ OK ]
%radiusd is stopped

%Starting RADIUS server: { OK ]




%[root@dhcplGO ~]# radtest chilli abcd1234 localhost 0 mytestkey
gSending Access-Request of id 166 to 127.0.0.1 port 1812
User-Name = "chilli"

User-Password = "abcd1234"

NAS-IP-Address = 255.255.255.255

; NAS-Port = 0

:rad_recv: Access-Accept packet from host 127.0.0.1:1812, id=166, length=20
. [root@dhcpl60 ~1#

i
$
i
i
i
i

;

1.5 n1sdndvTasunsu Chillispot uuy web login

fauduidndaadiafndaaiauds
Jetc/chilli.conf
fvar/www/cgi-bin/hotspotlogin.cgi
fvar/www/html/welcome.html

Jetc/firewall.iptables

Tsansraday

iaemn chillispot aziilu dhep server 1aa

nsgivhiniaZaadiuundada chillispot iy ardavifiainlutadaahis dhep server Suag
fflabgivoadoil

service dhcpd stop

chkconfig dhcpd off

1. indasvintwmasasiivinminfdhuisuaasiia forward packet nnafoiityaiaiag
WinAlauy fetc/sysctl.conf Tifiardadiadiail

ussvia® 7 (éu net.ipvd.ip_forward = 0

uilalu net.ipvd.ip_forward = 1

HAaAWE

[root@dhcp160 ~]# gedit fetc/sysctl.conf

4
E# Controls IP packet forwarding

%net.ipv4.ipﬁforward =1

2. Watvfinavuii tunneil Wiatas forward packet



furnda echo "1" > /proc/sys/net/ipvd/ip_forward
HRAWE _

g[root@dhcplso ~]# echo "1" > /proc/sys/net/ipv4/ip_forward
%[root@dhcplGO ~]#

3. Wialinsauau ethl Lisu dhep aaidyaiaias

WiuAleudy Jetc/sysconfig/ network-scripts/ifcfg-ethl Thilendiodn atinoil
DEVICE=ethl

ONBOOT=yes

BOOTPROTO=none

WRANS

[root@dhcp160 ~]# gedit /etc/sysconfig/network-scripts/ifcfg-ethl

§# 3Com Corporation 3c905C-TX/TX-M [Tornado]
DEVICE=eth1

BOOTPROTG=none
HWADDR=00:01:03:18:BA:59

(ONBOOT=yes

4. emiinaalilsunsu chillispot naesasianiivinasu.a. drodds wget doil
wget ftp://ftp.psu.ac.th/pub/chillispot/chillispot-1.1.0.i386.rpm
HRAWG

%[root@dhcplGO ~1# wget ftp://ftp.psu.ac.th/pub/chillispot/chillispot-1.1.0.i386.rpm
%--20:25:02-— ftp://ftp.psu.ac.th/pub/chillispot/chillispot-1.1.0.i386.rpm

3 => "chillispot-1.1.0.i386.rpm’

%Resolving ftp.psu.ac.th... 192.168.100.101

%Connecting to ftp.psu.ac.th{192.168.100.101]:21... connected.

iLogging in as anonymous ... Logged in!

3_:=> SYST ... done. ==> PWD ... done.

§==> TYPEI ... done. ==> CWD /puby/chillispot ... done.

\==> SIZE chillispot-1.1.0.i386.rpm ... 88761

;

%::> PASV ...done. ==> RETR chillispot-1.1.0.i386.rpm ... done.
Length: 88761 (87K)
%1000/0[:::::z=-_“2=::::::========:=::::::::::===>] 88’761

in 0.04s

e Kfs
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%20:25:03 (2.00 MB/s) - "chillispot-1.1.0.i386.rpm' saved [88761]
[root@dhcp160 ~]#

wiasnituasanviuduaiiudi http://www.chillispot.info/downioad. html

éhttp://www.chiIIispot.info/download.htmi

ESuitabIe for Redhat 9, Fedora (FC1, FC2 and FC3 and FC4).
http://www.chillispot.info/download/chillispot-1.1.0.i386.rpm
Or other linux distro.

; http://www.chillispot.info/download/chillispot-1.1.0.tar.gz

5. uafieevy package rpm saddadail

rpm -Uvh chillispot-1.1.0.i386.rpm

WRaws
[root@dhcp160 ~]# rpm -Uvh chillispot-1.1.0.i386.rpm
iPreparing...
BREABERBHHEH AR ER B R HBEH AR FH RS R0 # [100%] _
1:chillispot HERHHRHHHREHHARARAH AR AR B R A AR RSB R RES
{100%] |

'[root@dhcp160 ~]#

6. uilaudy Jetc/chilli.conf Thfiadadadinail

[wida TUN parameters]

ussWail 38 (éu net 192.168.182.0/24

wilasidu net 10.0.1.0/24

[¥ada Radius parameters]

ussWed 113 (hiu radiusserverl rad01.chillispot.org

wi'lailu radiusserverl 127.0.0.1

USSR 120 éin radiusserver? rad02.chillispot.org

wAluidu radiusserver2 127.0.0.1

ussViad 139 1&n #radiussecret testing123

uAloilu radiussecret mytestkey

(m39fiu radius secret Tuuwu /etc/raddb/clients.conf waa freeradius)
[¥tia Universal access methed (UAM) parameters]

ussviav 237 e #uamserver https://radius.chillispot.org/hotspotlogin

uAluilu uamserver https://10.0.1.1/cgi-bin/hotspotlogin.cgi



Ussviaii 244 1iiu #uamhomepage http://192.168.182.1/welcome.htmi
uAluilu uamhomepage http://10.0.1.1/welcome.html

ussviavt 248 &y #uamsecret ht2eb8ej6s4et3rgiulp
uilyTnsDianaiaomne# aan (dlu uamsecret ht2eb8ej6s4et3rglulp
(wIaunlmbuswalwi ussasnilaudutuuny hotspotlogin.cgi Tudiadinil)
ussWati 253 1hu #uamlisten 192.168.182.1

uAlailu uamlisten 10.0.1.1

tHagwg

[root@dhcp160 ~]# gedit /etc/chilli.conf

iLine 38

et 10.0.1.0/24

éradiusserverl 127.0.0.1

radiusserver2 127.0.0.1

radiussecret mytestkey

uamserver https://10.0.1.1/cgi-bin/hotspotlogin.cgi
uamhomepage http://10.0.1.1/welcome.html
uamsecret htZebB8ej6sdet3rgluip

‘uamlisten 10.0.1.1

7. Widmaanuiy firewall.iptables éaaddo

cp /usr/share/doc/chillispot-1.1.0/firewall.iptables /etc

Tidmaanudu hotspotlogin.cgi dias1de

cp /usr/share/doc/chillispot-1.1.0/hotspotlogin.cgi /var/www/cgi-bin/

HARNWS

g[root@dhcp160 ~1# cp [usr/share/doc/chillispot-1.1.0/firewall.iptables /etc

%[root@dhcplGO ~J4# cp [usr/share/doc/chillispot-1.1.0/hotspotlogin.cgi /var/www/cgi-bin/

%[root@dhcplGO ~H

8. udlzunu /var/www/cgi-bin/hotspotlogin.cgi Wifiandadnadnail

ussViad 27 whiu #$uamsecret = "ht2eb8ej6s4et3rglulp”;
wilzlenBiiaueiaavann# aan (flu $uamsecret = "ht2ebBej6s4et3rglulp™;
usTVian 31 WGiu #$userpassword=1;

uilatentitanaiaomina# aan (du $userpassword=1;

HARNG



%[root@dhcplGO ~]# gedit /var/www/cgi-bin/hotspotiogin.cgi

éLine 27
§$uamsecret = "ht2eb8ej6s4et3rglulp”;

# Uncomment the following line if you want to use ordinary user-password
# for radius authentication. Must be used together with $uamsecret.

$userpassword=1;

9. s51oudu /var/www/html/welcome.html Tifiddusadneil

Chillioot

Welcome to Qur Hotspot, Wireless Network.
You are connected to an authentication and resiricted network access point.

Click here to login

Enjov.

HNAANWE

%[root@dhcp160 ~1# gedit /varfwww/html/welcome.html

<htmi>

§<head>

§<titie>WeIcome to Our Hotspot, Wireless Network. </title>

§</head>

§<b0dy>

%<center>

f<H1><font color="red">TESTING ONLY </font></H1>

§<img src="chillispot.png">

§<H3><font color="blue">>Welcome to Our Hotspot, Wireless Network.</font></H3>
§<p>You are connected to an authentication and restricted network access point.
§<H3><a href="http://10.0.1.1:3990/prelogin">>Click here to login</a></H3>

<p>
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<p> Enjoy.
</center>
' </body>

</htmi>

10. fingiasnssy chillispot.png WianiTwasléail

wget http://mamboeasy.psu.ac.th/~wiboon.w/images/stories/chillispot/chillispot.png
udrdeaanuwiduidllitu /var/www/html saosdedod

cp chillispot.png /var/www/html

HRAWE

H

g[root@dhcpleo ~]# waget http://mamboeasy.psu.ac.th/ ~wiboon.w/images/stories/
%chi!lispot/chiI[ispot.png

%[root@dhcplGO ~1# cp chillispot.png /var/www/html

g[root@dhcplso ~]#

11. Aaunazasisn chillispot Tildvinnisraufnuamasanami/Tisiadisiaas Tinsanldnu
Taaviveuansisnausasiu

audaaniséa Wivin factory defaults udrdvauaTvifuazdas¥u dhep ip ann chillispot
wazdiuiavatsashivinwinuan ip

syuomasuily ESSID dedlatmidng Waliiigrnurans afadwuiefuluiuile

wu e Linksys WRT54GL fimninun upgrade firmware ({lu DD-WRT ud»
WNuWUTY Giav Enable DHCP server Ay port LAN 1-4 gassiiaasoin

ar o oas

uffapsuanladlify wiavitsa port LAN 1-4 usuliuanladtnlisias

12. 1ile 149 iptables iWavinily firewall saadnds

sh fetc/firewall.iptables

HaNWE

[root@dhcp160 ~1# sh /etc/firewall.iptables
%[root@dhcplﬁo ~#

13. &aTu chillispot vinousnad &9
service chilli start

HRING
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[root@dhcp160 ~]# service chill start
Starting chili: [ OK ]

14. ssradavalsvineunal chilispot aswaumasiva tun® wiaulfuuaziian IP du
10.0.11

Wwadaumasing ethl arbifi IP Ta 9 d3u eth0 Miuaw IP Afuanuisfd@iuasiisaar
ilaudin

Gaur &9 ifconfig Gadating

HASWE S
[root@dhcpl60 ~14# ifconfig

ethd  Link encap:Ethernet HWaddr 00:60:97:A5:38:6F

inet addr:192.168.2.220 Bcast:192.168.2.255 Mask:255.255.255.0

ethl Link encap:Ethernet HWaddr 00:01:03:18:BA:59
inetb addr: fe80::201:3ff:fe18:bab9/64 Scope:Link
UP BROADCAST RUNNING MTU:1500 Metric:1

io Link encap:i.ocal Loopback
inet addr:127.0.0.1 Mask:255.0.0.0

gtunO Link encap:UNSPEC HWaddr 00-00-00-00-00-00-00-00-00-00-00-00-00-00-00-00
inet addr:10.0.1.1 P-t-P:10.0.1.1 Mask:255.255.255.0
UP POINTOPOINT RUNNING MTU:1500 Metric:1
RX packets:2 errors:0 dropped:0 overruns:0 frame:0
TX packets:1 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txquevelen:500
RX bytes:116 (116.0 b} TX bytes:240 (240.0 b)
é{root@dhcp160 ~1#

15. Tiasan Mac address nasTistiaanihuveaaunisidiausdady chillispot
uarduddunsiadauitTumialé IP Address an chillispot o

tail -f /var/log/messages
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GHaINSUIAINSEIL 9 Baadodinea199l

ov 27 20:05:18 dhcpl60 Installed: httpd-manual.i386 2.2.6-1.fcé

ENOV 27 20:06:54 dhcpi60 Installed: distcache.i386 1.4.5-14.1

‘Nov 27 20:06:57 dhcpl60 Instalied: mod_ssl.i386 1:2.2.6-1.fc6

§Nov 27 20:57:57 dhcp160 chillispot{23328]: ChilliSpot 1.1.0.

Copyright 2002-2005 Mondru AB. Licensed under GPL.

See http://www.chillispot.org for credits.

ENOV 27 20:57:57 dhepl60 kernel: tun: Universal TUN/TAP device driver, 1.6
éNov 27 20:57:57 dhcp160 kernef: tun: (C) 1999-2004 Max Krasnyansky <
‘maxk@qualcomm.com >

Nov 27 20:57:57 dhcpl60 kernel: ADDRCONF(NETDEY_CHANGE): tun0: link becomes ready
Nov 27 20:57:57 dhcp160 kemnel: ethl: setting full-duplex.

éNov 27 20:58:00 dhcpl160 chillispot]23328]: chilli.c: 3509:

%New DHCP request from MAC=00-1D-7E-27-C3-18

;Nov 27 20:58:00 dhcp160 chiflispot[23328]: chilli.c: 3479:

éCiient MAC=00-1D-7E-27-C3-18 assigned IP 10.0.1.2

éNov 27 21:16:55 dhep160 chillispot[23328]: chilli.c: 3509:

éNew DHCP request from MAC=00-13-02-69-41-FA

éNov 27 21:16:55 dhcpl160 chillispot[23328]: chilli.c: 3479:

§Ciient MAC=00-13-02-69-41-FA assigned IP 10.0.1.3

éNov 27 21:20:32 dhcpl60 chillispot[23328]: chilli.c: 3759:

éSuccessful UAM login from username=chilli IP=10.0.1.3

éCtr!-C break

iaa? 10.0.1.2 sudlu IP naswamaawani uay 10.0.1.3 anilu IP sasTiegagausniidasia

16, Buifunaunaaaustuutiaiasieundai

Guvinnsaauua W-IFI
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' Wireless Network Connection

Choose a wireless network

Network Tasks

ﬁ Refresh network list £ Click an item in the list below to connect to a wireless network in range or to get more
information.

<2 Set up a wireless netwark CC-201-CNS-open_netZ

for a home or small office
Unsecured wireless network
Related Tasks

,j') Learn about wireless

networking
* Change the order of . . . Net@dmiz . - o . o af.s';z".'v?:if'- 'if?
preferred networks g {(ﬁ” i
-353 Change advanced { Security-enabled wireless nebwork (\WPA) QEBBB i
settings | ({ % PSU WiFi (802.1x) Gn Demand P .
g - I |
*{ Security-enabled wireless network (WPa) S!EB
( t ? }) PSU WiFi (Web Login) (i Demand z
; Unsecured wireless network il“Bﬂ ;
Wireless §
Bk Eoii

Ausaashianidnnisidandandidsinas

Ausasiiinisidantinlamwa’li azan redirect 1ldy welcome.html viuvidiazonTdsunsu

=l

J Welceme to Dur Hetspot, Wireless Networke, - ilieresofl internet Tuplorer
Fie Edt Vew Faordes Toos Heb

O © RREG Pra e @25 8 -UBPHUES

S s | ] Wap: 10,01, | jreicorme. bl . o o o mie * &
—
—

(hilispot
Welcome to Our Hotspot, Wireless Network.

You are cornected to an authenbication and restricted network access point.

Click here to login

Erjoy




ﬁﬂ" amdu Click here to login ua’:n:ﬁwﬁwima username Uav

Username: |

l Password: |

.’Ej Done 8 B Internet
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\ila login 1in1éd113aaziiniing v logged in wianniaGuiy uazarlilddmsy logout

2 hitps:/110.0.1.1 - Online time: 00:06:54 - Microsoft Internet x...
Logged in to ChilliSpot
.  Logout i
2] B | 8 9 internet

17. uAlawdy /etc/rc.local wialvi firewall.iptables uay chilli finavinousraiiasyaiaias i
WuusTia 2 ussviniidaring

sh /etc/firewall.iptables

service chilli start

L L - —
f[root@dhcp160 ~]# gedit /etc/rc.local
|#!/bin/sh
f#
5# This script will be executed *after* all the other init scripts.
# You can put your own initialization stuff in here if you don't
# want to do the full Sys V style init stuff.

touch /var/lock/subsys/local



fsh [etc/firewall.iptables

‘service chilli start _
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18. $umatactdisWiias 1 ado

19. dofumauiifluduiilatdszuy chillispot wuu web login 16uél

[Day 2]
fauv 2
2.1 nmsdadvTusunsy Mysql
1. findoTulsunsu mysql dnoardesofl
yum install mysql
yum install mysql-server
HAFND
{root@dhcp220 ~]# yum install mysql
Package Arch Version Repository Size
Slnstalling:
mysql 386 5.0.27-1.fc6  updates 3.3M
‘Transaction Summary
:Complete!
?{root@dhcpzzo ~J# yum install mysql-server
: Package Arch Version Repository Size
Installing:
mysqgl-server 386 5.0.27-1.f¢6  updates 10M
éInstaIIing for dependencies:
' perl-DBD-MySQL 386 3.0007-1.fc6  base 147 k
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2. Soisuvnaforidyataiag frod1dodoil
chkconfig mysqld on

HAANS

[reot@dhep220 ~]4# chkconfig mysqld on
[root@dhcp220 ~]#

3. Fu mysqld éuddo
service mysqld start

HRNWE

?[root@dhcpZZO ~]# service mysqld start

éInitiaiizing MySQL database: Installing all prepared tables
Fill help tables

éTo start mysqid at boot time you have to copy support-files/mysql.server

Zto the right place for your system

;PLEASE REMEMBER TO SET A PASSWORD FOR THE MySQL root USER !

fTo do so, start the server, then issue the following commands:
;/usrfbin/mysqladmin -y root password 'new-password’

Husr/bin/mysgladmin -u root -h dhep220.cc.psu.ac.th password 'new-password'
See the manual for more instructions.

éYou can start the MySQL daemon with:

.cd Jusr ; fust/bin/mysqld_safe &

;You can test the MySQL daemon with the benchmarks in the "sgl-bench' directory:
jcd sql-bench ; perl run-all-tests

:Please report any problems with the /usr/bin/mysglbug script!

éThe latest information about MySQL is available on the web at
éhttp://www.mysql.com

?Support MySQL by buying support/licenses at http://shep.mysgl.com

; [ OK ]

‘Starting MySQL: [ OK ]
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[root@dhcp220 ~]#

4. ulasusanubidy admin vas mysql dras1dedofl
Jusr/bin/mysqladmin -u root password ‘abcd1234'

HadWD

[root@dhcp220 ~1# /fusr/bin/mysqladmin -u root password 'abcd1234
froot@dhcp220 ~]#

5. winllas database use user dia radius tRath freeradius TitgiudayafAnidas
Tun1s authentication 16 dadl

mysal -uroot -pabcd1234

8579 database #a radius il

CREATE DATABASE radius;

#5179 user MilanaTu database dail

GRANT ALL PRIVILEGES ON radius.* to 'radius'@'localhost’ IDENTIFIED BY "abcd1234',
FLUSH PRIVILEGES;

aanan mysql oA &

quit

HAAWE

E[root@dhcpzzo ~]# mysql -uroot -pabcd1234

‘Welcome to the MySQL moniter. Commands end with ; or \g.
;Your MySQL connection id is 3 to server version: 5.0.27

Type 'heip;’ or "\h' for help. Type "\’ to clear the buffer.
émysql>

‘mysql> CREATE DATABASE radius;

‘Query OK, 1 row affected (0.00 sec)

g_mysql‘) GRANT ALL PRIVILEGES ON radius.* to ‘radius'@’localhost’
IDENTIFIED BY ‘abcd1234';

ézQuery QK, 0 rows affected (0.00 sec)

‘mysql> FLUSH PRIVILEGES;

;Query QK, 0 rows affected (0.00 sec)

-mysgl> quit

foe
[roct@dhcp220 ~1#
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6. 1d database schema snod&adotl (arvgaulantaidunau)

7. vl mysal dnafadiusde

mysql -urcot -pabed1234

daldgiudayada radius

use radius;

wdrlddanasiariig

VeyBr 14 fredf aslédudna 3 9 TuosaTu (10800 3unit) liildgsan 90 41Tu9 (324000 i)
gnimuaildae (session) 1 MTussanss (3600 Su#) waraunseniiuanlén 56K
uarddivaatad 33.4K

ey 14 barney av185udna 3 Hiuesatu (10800 5nl) wazgaimuatilidonls 1 HiTuesa
FI%;O

Wey B4 dialrouter axldsuavatdauar 90 1Tua (324000 3t1) uasgnavuailivule 30

wisiansa

INSERT INTO radcheck {UserName, Attribute, Op, Value) VALUES ('fredf', 'Password’, '==',
‘wilma');

INSERT INTO radcheck (UserName, Attribute, Op, Value} VALUES ('fredf', ‘Max-Daily-
Session', ":=', "10800');

INSERT INTO radcheck (UserName, Attribute, Op, Value) VALUES ('fredf’, 'Max-All-Session',
h=', 3240004,

INSERT INTO radcheck (UserName, Attribute, Op, Value) VALUES ('barney’, 'Password', '==",
‘betty’);

INSERT INTO radcheck (UserName, Attribute, Op, Value) VALUES ('barney’, 'Max-Daily-
Session', ":=', '10800');

INSERT INTO radcheck {UserName, Attribute, Op, Value)} VALUES {'dialrouter’, 'Password’,
'==", 'dialup');

INSERT INTO radcheck {(UserName, Attribute, Op, Value) VALUES ('dialrouter’, 'Max-Monthly-
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Session', ':=', '324000");

INSERT INTC radreply (UserName, Attribute, Op, Value) VALUES (fredf', '1dle-Timeocut’, ":=",
'1800";

INSERT INTC radreply (UserName, Attribute, Op, Value) VALUES (fredf', "Session-Timeout',
=" '3600');

INSERT INTQ radreply (UserName, Attribute, Op, Value) VALUES {'fredf', "WISPr-Bandwidth-
Max-Down', ":=', '56000");

INSERT INTO radreply (UserName, Attribute, Op, Value) VALUES {'fredf, '"WISPr-Bandwidth-
Max-Up', ':=', "33400');

INSERT INTO radreply (UserName, Attribute, Op, Value} VALUES ("harney', 'Idle-Timeout',
=", '18007);

INSERT INTO radreply (UserName, Attribute, Op, Value) VALUES ('barney’, 'Session-Timeout’,
=", '3600");

INSERT INTO radreply (UserName, Attribute, Op, Value) VALUES ('dialrouter’, 'Tdle-Timeout’,
h=", '900");

INSERT INTO radreply (UserName, Attribute, Op, Value) VALUES ('dialrouter’, 'Session-
Timeout', ":=", "1800');

INSERT INTO usergroup {UserName, Groupiame) VALUES ('fredf, 'dynamic’);
INSERT INTO usergroup {UserName, GroupName) VALUES ('barney’, 'static');
INSERT INTO usergroup {UserName, GroupName) VALUES ('dialrouter’, 'netdial'};

INSERT INTO radgroupcheck (GroupName, Attribute, Op, Value) VALUES ('dynamic’, "Auth-
Type', 1=, 'Local’);

INSERT INTO radgroupcheck {GroupName, Attribute, Op, Value) VALUES ('dynamic’,
'Simultaneous-Use', :=','1");

INSERT INTO radgroupcheck {GroupName, Attribute, Op, Value) VALUES ('static’, 'Auth-
Type', ':=', 'Local");

INSERT INTO radgroupcheck {GroupMame, Attribute, Op, Value) VALUES ('static’,
'Simultaneous-Use', =", '1");

INSERT INTO radgroupcheck {GroupName, Attribute, Op, Value) VALUES ('netdial', 'Auth-
Type', =", 'Local');

INSERT INTO radgroupcheck {GroupName, Attribute, Op, Value) VALUES ('netdial’,

‘Simultanecus-Use', ":=", '1");
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INSERT INTO radgroupreply (GroupName, Attribute, Op, Value) VALUES (‘dynamic’, 'Service-
Type', 1=, 'Login-User');

INSERT INTO radgroupreply (GroupName, Attribute, Op, Value) VALUES ('static', 'Service-
Type', ':=", 'Login-User');

INSERT INTO radgroupreply {GroupName, Attribute, Op, Vatue) VALUES ('netdial’, 'Service-
Type', ":=', 'Login-User'};

Aduiitiuanstiayatsanasalu table
show tables;

select * from radcheck;

select * from radreply;

select * from usergroup;

sefect * from radgroupcheck;

select * from radgroupreply;
walaanain mysql

HRAWS

i[root@dhcp220 ~T# mysgl -urocot -pabcdl23d
éWelcome to the MyEQL monitor. Commands end with ; or g.

Your MyS50L connection id is 5 to server version: 5.0.27

1 L]

‘Type "help;' or '\h' for help. Type '“c' ftc clear the buffer.
mysglr use radius;
?Reading table information for compietion of table and coclumn rames

éYou can turn off this feature to get a gquicker startup with -4

gDatabase changed
?mysql> TNSERT INTC radcheck (UserName, Attribute, Op, Value) VALUES
?('fredf', ‘Password', '==', 'wilma');

‘Ouery OK, 1 row affected (0.00 sec)

émysql> INGERT INTO radgrouprepiy (GroupName, Attribute, Op, Value)
VALUES
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P

é(‘netdial', '‘Service-Type', ':=', 'Login-User'j};

Query OK, 1 row affected (0.00 sec)

mysgl>» show tables;

| nas |
| radacct I
| radcheck |
| radgroupcheck |
o radgroupreply |
i radippool |
{| radpostauth |
| radreply |

il usergroup |
9 rows in set (0.00 sec)

imysgl>» select * from radcheck;

o —— e o — +
| 1id | UserName | Attribute | op | Value |
i e e o e — fomm e - +
!\ 1 | fredf | Password | == | wilma |
?\ 2 | fredf | Max-Daily-Session [ := | 10800 |
| 3 | fredf | Max-All-Session bor= | 324000 |
{/ 4 | barney | Password | == | betty

i 5 | barney I Max-Daily-Session | = { 10800 |
‘] 6 | dialrouter | Password I == | dialup !
| 7 | dialrouter | Max-Monthly-Session | := | 324000 |
e et et +
7 rows in set (0.02 sec)

;I id | UserName | Attribute | op | Value |
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Fomm b et it fom e +
1 | fredf | Idle-Timeout | := ] 1800 |
{2 1 fredf | Sessicn-Timeocut | = | 3600

| 3 | fredf | WISPr-Bandwidth-Max-Down | := | 56000 |
| 4 | fredf | WISPr-Bandwidth-Max-Up | == | 33400 |

5 | barney | Idle-Timeocut | =] 1800
6 | barney | Session-Timeout | == | 3600
dialrouter | Idle-Timeout | := | 800
dialrouter | Session-Timeout | =1 1800

e e e bt T e +

in set (0.00 sec)

select * from usergrcup;

| UserName | GroupName | priority |
Fom Fomm fomm - +
i fredf | dynamic f 1]
! barney I static i 1]
I dialrouter | netdial | 1 ]
Fomm - e it i +

rows in set (0.01 sec)

ysgl> select * from radgroupcheck;

et et T e fomm e +
| id | GroupName | Attribute op | Value |
i B tomm - o +
\I 1 | dynamic | Auth-Type b o:= | Local |
él 2 | dynamic i Simultanecus-Use | := | 1 |
I 3 | static | Auth-Type I := 1| Local |
| 4 | static | Simultanecus-Use | := 1| 1 |
§\ 5 | netdial | Auth-Type | := | Local |
g\ 6 | netdial | Simultaneous-~Use | := { 1

§+————+ ——————————— fmm to—m +

gmysql> select * from radgroupreply;
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el e e tmmmmm e e e +
é\ id } GroupName | Attribute | op | Value !
§+————+ wwwwwwwwwww e e +
%] 1 | dynamic | Service-Type | := { Login-User |
2] 2 | static | Service-Type | := | Login-User |
él 3 | netdial | Service-Type | := | Login-User |
§+————+ ——————————— fom e e +

;3 rows in set (0,00 sec)

mysqgl> quit
LBye
{{roct@dhcp220 ~]k

8. advTUsunsuiindaly mysql vinewus Ay freeradius 16
yum install freeradius-mysaql

HAaagws

%[root@dhcp220 ~1# yum install freeradius-mysql

] Package Arch Version Repository. Size
%Installing:

freeradius-mysqg! i386 1.1.7-3.1.fc6 updates 17 k

‘Transaction Summary

Complete!
[root@dhcp220 ~]#

9. uily'lv& /etc/raddb/sgl.conf
usaiav 21 uilotid

login = "radius"

password = "abcd1234"
radius_db = "radius”

HRAWE
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[root@dhcp220 ~1# gedit /etc/raddb/sql.conf

# Connect info

server = "localhost”
login = "radius”
password = "abcd1234"

# Database table configuration

radius_db = "radius”

10. uAlulW& fetc/raddb/radiusd.conf

Tu section module {}

ussVind 1261 16w # $INCLUDE ${confdir}/sql.conf
un'luimenisiadnauuusaan flu $INCLUDE ${confdir}/sql.conf
Tu section authorize {}

ussvian 1858 1du files

uflaieansidaamuud hu #files

ussVia 1865 udiu #sql

uilalaanisiatmaniiusaan iy sql

1u section accounting {}

ussvin?l 2028 eu #sql

untuinenisiaimauuusaan iy sgl

HRANWG

f

E[r_oot@dhcpzzo ~1# gedit /etc/raddb/radiusd.conf

f
Line 1261

# This is another file only because it tends to be big.
#

# The following configuration file is for use with MySQL.

#
# For Postgresql, use: ${confdir}/postgresql.conf
# For MS-SQL, use: ${confdir}/mssgl.conf
; # For Oracle, use: ${confdir}/craclesql.conf
#

$INCLUDE ${confdir}/sgl.conf
Line 1858

# Include another file that has the SQL-related configuration.
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Line 1865

i

;
;
j

Look in an SQL database. The schema of the database

#
#
# is meant to mirror the "users” file.
#
#

See "Authorization Queries” in sql.conf
‘Line 2028

# Log traffic to an SQL database.
#

# See "Accounting queries” in sql.conf

- sgl

11. d%da5w radius Twi GradFe
service radiusd restart

LANND

[root@dhcp220 ~]# service radiusd restart
radiusd {pid 2062) is running...
radiusd {pid 2062) is running...
Stopping RADIUS server: [ OK ]
radiusd is stopped
Starting RADIUS server: Wed Nov 28 09:55:07 2007 : Info: Starting - reading configur
ation files ...
[ OK ]

{[root@dhcp220 ~1#

12. vedaunisiintdeu doil

radtest fredf wilma localhost 0 mytestkey

a

HANWE

[root@dhcp220 ~]# radtest fredf wilma locathost 0 mytestkey
Sending Access-Request of id 124 to 127.0.0.1 port 1812

User-Name = "fredf"

User-Password = "wilma"
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NAS-IP-Address = 255.255.255.255

. NAS-Port = 0

i_rad_recv: Access-Accept packet from host 127.0.0.1:1812, id=124, length=62
. Idle-Timeout = 1800

Session-Tirmeout = 3600

WISPr-Bandwidth-Max-Down = 56000

: WISPr-Bandwidth-Max-Up = 33400

Service-Type = Login-User

[root@dhcp220 ~]#

13. anag@avdafianaa e /var/iog/radius/radius.log uaz /var/log/radius/radius.log

HRAND

[root@dhcp220 ~1# tail -f /var/log/radius/radius.log

Wed Nov 28 09:55:08 2007 : Info: Ready to process requests.
| [root@dhcp220 ~14#

[root@dhcp220 ~3# tail -f /var/log/mysqid.log

EInnoDB: Creating foreign key constraint system tables

InnoDB: Foreign key constraint system tables created

071128 9:16:14 InnoDB: Started; log sequence number 0 0

071128 9:16:14 [Note] /usr/libexec/mysgld: ready for connections.

Version: '5.0.27" socket: '/var/lib/mysgl/mysqgl.sock’ port: 3306 Source distribution

é[ro_ot@dh_cpzz_o ~]#

Wed Nov 28 09:55:08 2007 : Info: rim_sqgl_mysql: Starting connect to MySQL server for #0
Wed Nov 28 09:55:08 2007 : Info: rlm_sqgl_mysqi: Starting connect to MySQL server for #1
Wed Nov 28 09:55:08 2007 : Info: rim_sgl_mysql: Starting connect to MySQL server for #2
Wed Nov 28 09:55:08 2007 : Info: rim_sql_mysql: Starting connect to MySQL server for #3
Wed Nov 28 09:55:08 2007 : Info: rim_sgl_mysql: Starting connect to MySQL server for #4

14. esragaugdayanains login uasfifu freeradius aztAulinlasnva’
/var/log/radius/radacct/127.0.0.1/

HAANS

%[root@dhcpzzo ~1# more jvarflog/radius/radacct/127.0.0.1/detail-20071128
‘Wed Nov 28 10:11:04 2007
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Acct-Status-Type = Start

User-Name = "fredf"

Calling-Station-Id = "00-13-02-69-41-FA"
Called-Station-1d = "00-01-03-18-BA-59"
NAS-Port-Type = Wireless-802.11
NAS-Port = 0

NAS-Port-Id = "00000000"
NAS-IP-Address = 0.0.0.0

NAS-Identifier = "nas01"
Framed-IP-Address = 10.0.1.2
Acct-Session-1d = "474cdc1f00000000"
Client-IP-Address = 127.0.0.1
Acct-Unique-Session-Id = "0db96d0b6e7fdf38"
Timestamp = 1196219464

Wed Nov 28 10:13:39 2007

Acct-Status-Type = Stop
User-Name = "fredf"
Calling-Station-Id = "00-13-02-69-41-FA"
Called-Station-1d = "00-01-03-18-BA-59"
NAS-Port-Type = Wireless-802.11
NAS-Port = 0

NAS-Port-Id = "00000000"
NAS-1P-Address = 0.0.0.0

NAS-Identifier = "nas01"
Framed-IP-Address = 10.0.1.2
Acct-Session-1d = "474¢dc1f00000000"
Acct-Input-Octets = 3061
Acct-Output-Octets = 4548
Acct-Input-Gigawords = 0
Acct-Output-Gigawords = 0
Acct-Input-Packets = 19
Acct-Output-Packets = 23
Acct-Session-Time = 155
Acct-Terminate-Cause = User-Request
Client-IP-Address = 127.0.0.1
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Acct-Unique-Session-Id = "0db96d0b6e7fdf38"
: Timestamp = 1196219619
[root@dhep220 ~]#

AUTLNAMGN

ni1sidaAa sqlcounter

u freeradius 13a$du 1.1.7 2zl modules sqicounter ina? (s R BIUsLAL
noresetcounter
dailycounter
monthlycounter

u section fa authorize ustiuas asvirlviamisalio session-timeout uay du q 16
ANUUNUIE
noresetcounter

the counter that never resets, can be used for real session-time cumulation

dailycounter

the counter that resets everyday, can be used for limiting daily access time (eg. 3

hours a day)

monthlycounter

the counter that resets monthly, can be used for limiting monthly access time (eg. 50

hours per month)

Tu freeradius Lastusinia 1.1.7 arasnfludiasas sqicounter.sg Waduunivimaute

A u'las

http://wiki.freeradius.org/index.php?title=RIm_sglcounter&printable=yes

15. uilawdn /etc/raddb/radiusd.conf t# Al sglcounter name ¥a 3 dalu section authorize {

.}

LY

HAANWE

[root@dhcp220 ~}# gedit /etc/raddb/radiusd.conf

authorize {




f1-40

...some entries here...

# Append at last line in this section by wiboon
noresetcounter
dailycounter

monthlycounter

16. vAu sqgicounter name #ia noresetcounter wiaumaazidus tavanuawialdainTuwdy
Jetc/raddb/radiusd.conf
Wiunsn1ilna 1 7 sqlcounter name fia dailycounter

HAANWEH

[root@dhcp220 ~J# gedit /etc/raddb/radiusd.conf

sglcounter noresetcounter {
counter-name = Max-All-Session-Time
check-name = Max-All-Session

sglmod-inst = sql

key = User-Name

reset = never

3 query = "SELECT SUM(AcctSessionTime) FROM radacct WHERE
UserName="%{%%k}"

¥

2.1 nadayu authentication Teulad username/password sav Mysql

1. wagaunsuiinlduainiaiasTiataéin username fredf aziiuindidaian session time anas
dan 4 nadwsdaql



File Edit “ew Favorites Tools Help

Address a'@ https:,l‘,fm.B.l.1J'cgivbim'hntspotlogin.cgi?res=¥ailec;"'ﬁéz;

fE el

rw;] f“} Search *‘"iil? F.avorites @ - :

2 @,.

| Your maximu

@j Done
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3. nadaumsidin g uaag username fredf luafoi 2 lunaitdidaliuaddniaiag

HRAWEEITY _ B
B a Ch:lllﬁpnt Logm Mlcrusnﬂ: Internet E

AL ALY

nsdlitdasnisausiudiaua fa radius uaraioluwivinléidail

i mysql snaadadail

mysql -uroot -pabcd1234

idnds

DROP DATABASE radius;

CREATE DATABASE radius;

GRANT ALL PRIVILEGES ON radius.* to 'radius'@'localhost' IDENTIFIED BY 'abcd1234;
FLUSH PRIVILEGES;

ilasudiaya

use radius;

8519 schema Tanldddninidnda \. (Wsestioaunaidunas freeradius arauldaulal)
\. /usr/share/doc/freeradius-1.1.7?/examples/mysql.sql

dnsarasaanuin (AaaandayaalativutAiu'ld /root/chilli-sgl-example.sql)

\. /root/chilli-sql-example.sql

N-42
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2.3 n1sdndgsTi/sunsu radiusContext 1imvivsiaviunisizdou freeradius

Asaan3in Aseaea radius server éanlusunsu freeradius (18-01-2550)
http://rd.cc.psu.ac.th/content/view/35/46/
asuasdnas audduaasm Tlsunsuuisonin
2aUUZUNAI 2 TUSUATUUERINRTIEIY
* guuwasiiayada http://www.tummy.com/radiusContext/
guisaléanilnasTlsunsulai
ftp://ftp.psu.ac.th/pub/freeradius/radiusContext-1.93.tar.gz
* 'tﬁm'ni'iuammuémmuuﬂmﬁu'ﬁﬁ /root frufaiaFde
tar -C /root -zxvf radiusContext-1.93.tar.gz
* #5719 directory @ MSUULERIRNRLULIL Haat1IAa
mkdir /var/www/html/radius-report
AsuaAIHALUTaNwWS hitp://x.x.x.x/radius-report
* ghade dueauilddmiulsananasmudayainn
/var/log/radius/radacct MAN W audaanait /var/www/html/radius-report
=% aqplu /var/log/radius/radacct arunmiudiayaiiu directory nav
waavymnsay ip vintatateandanissiunindaya
/root/radiusContext-1.93/raddetail /var/log/radius/radacct/ *f*
/root/radiusContext-1.93/stdreport -D /var/www/html/radius-report
*** gaglfdrdnuariinnadodadiulsonasiaau

* yadaunasuanldani http://x.x.x.x/radius-report

1. fadaeTUsunsuausuuziidrouuil

HRAWE

%[root@dhcpZZO ~]# wget ftp://ftp.psu.ac.th/pub/freeradius/radiusContext-1.93.tar.gz
;[root@dhcpZZO ~1# tar -C froot -zxvf radiusContext-1.93.tar.gz

%[root@dhcpzzﬁ ~J# mkdir fvar/www/htmi/radius-report

%[root@dhcpzzo ~]# froot/radiusContext-1.93/raddetait /var/log/ radius/radacct/*/*
%[root@dhcpzzo ~J# /root/radiusContext-1.93/stdreport -D /var/www/html/radius-report
;[root@dhcp220 ~#




2. inTdsuasu Mozilla ud¥1U¥ http://127.0.0.1/radius-report/ aziviustaaiunsidou

3. & linux ¥itnsdavinsaaulminndalue Teald crontab
1idds more maaauguily /etc/crontab

HAANWE

é[root@dhcpzzo ~1# more /etc/crontab
éSHELL=/bin/bash
PATH=/sbin:/bin:/usr/sbin:/usr/bin

E MAILTO=root

HOME=/

E# run-parts

01 * * * ¥ poot run-parts /etc/cron.hourly
02 4 * * * rgot run-parts fetc/cron.daily
22 4 * * () root run-parts /etc/cron.weekly

;542 4 1 * * root run-parts /etc/cron.monthly
[root@dhcp220 ~]#
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4. gowdnAudddavinnaou dedlath radius-report érard
gedit fetc/cron.hourly/radius-report

tddaniu 2 ussviail

/root/radiusContext-1.93/raddetail /var/log/radius/radacct/*/*
Jroot/radiusContext-1.93/stdreport -D fvar/www/html/radius-report
uarldsuTuuauaduiduiiu execute daor ds

chmod +x fetc/cron.hourly/radius-report

HRAWE

g[root@dhcpzzo ~1# gedit /etc/cron.hourly/radius-report

/root/radiusContext-1.93/raddetail /var/iog/radius/radacct/*/*
‘/r_oot/ radiusContext-1.93/stdreport -D fvar/www/html/radius-report

g[root@dhcpzzo ~]# chmod +x /etc/cron.hourly/radius-report
[root@dhcp220 ~]#




[Day 3]

Aauv 3

3.1 nsdadvTsunsu Squid

1-45

Tusunsu squid AaTalsunsuivinaudlu proxy / webcache server iialddumasitiaru

wiand

1. faseTlsunsu squid faae A9
yum install squid

HaSWG

[root@dhcp220 ~]# yum instalt squid

Package Arch Version Repository Size
§Installing:

' squid 386 7:2.6.STABLE13-1.fc6 updates 12 M
Installing for dependencies:

pert-URI noarch  1.35-3 base 116 k

‘Transaction Summary

Complete!
%[root@dhcp220 ~]#

2. daliTdsunsy squid vinonulumsiysiaiaslunfosaly drudde
chkconfig squid on

HAdNE

[root@dhcp220 ~]# chkconfig squid on
[root@dhcp220 ~]#

3. #nvlaisavnaiialAudayaliuuay GEE1AY
squid -z

HARNE

Troot@dhcp220 ~J# squid -z !
?2007/11/29 10:44:51) Creating Swap Directories
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[root@dhcp220 ~}#

4. Suussurdunauin /etc/squid/squid.conf Wiz ausail
vindlu tranparent proxy

http_port 3128 transparent

1% parent cache Tumisaanaduwmadiie (cache.your.domain Aadia parent proxy nasmiasu
Am)

imnvh parent cache dalatila port 8080 uwu 3128

cache_peer cache.your.domain parent 8080 0 no-query

(&7'hifi parent cache w3a 1§ parent cache Aaax'ls cache_peer hisiasdiaasu)

iiAn log 1ifie dump memory

cache_store_log none

Awuslafiuaniassidatnodauanatildou proxy server ills
fativauaInawie net aashisiad

FMSOIRNTIEMS our_networks ussviaf 2,3,... lélasatniauvinliti
acl our_networks src 10.0.1.0/24 192.168.2.0/24

http_access allow our_nebtworks

frmuaTafiuduiy access.log 2 udumnuisuwinndsuiu fa access.log uay access.log.0

logfile_rotate 1

frvunTildausinu parent cache wimiu az'liifinas direct port 80 llauwnasiiaias
never_direct allow all

(6712l parent cache wia “1i§31 parent cache &aaz'ls never_direct ‘Lisiaatdieniy)

dmualinlldoSudunsiiielanigasld proxy 2adis Waasainausauas
FsaRNTIEATS intranet_server téasanafinvin 130

acl intranet_server d§t 192.168.0.0/255.255.0.0

acl intranet_server dst 172.16.0.0/255.240.0.0

acl intranet_server dst 10.0.0.0/255.0.0.0

always_direct allow intranet_server
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Line 89
http_port 3128 transparent

£
H

Line 583

§cache_peer cache.your.domain parent 8080 0 no-query

Line 1123

gcache_store_log none

gLine 2548

‘act our_networks src 10.0.1.0/24 192.168.2.0/24

-http_access allow our_networks

Line 2987

Elogﬁle_rotate 1

Line 3400
énever__direct allow all
Line 3366

acl intranet_server dst 192.168.0.0/255.255.0.0
acl intranet_server dst 172.16.0.0/255.240.0.0
ac! intranet_server dst 10.0.0.0/255.0.0.0

-always_direct allow intranet_server

5. §aTuTalsunsu squid viteu éradqda

service squid start

HAANWD

[root@dhcp220 ~1# service squid start
%Starting squid: . [ OK ] -
[root@dhcp220 ~]#
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3.2 m5¥i1 transparent proxy aas iptables

1. uilaudu /etc/firewall.iptables TautANLITTIR

##Allow transparent proxy {wiboon 1/2)

$IPTABLES -A INPUT -p tcp -m tep --dport 3128 --syn -j ACCEPT

(et

# #Allow transparent proxy (wiboon 2/2)

$IPTABLES -t nat -A PREROUTING -i tun0 -p tcp -m tcp --dport 3128 --syn -j DROP
$IPTABLES -t nat -A PREROUTING -i tunQ -p tcp -m tep -d 192.168.0.0/16 --dport 80 -j
RETURN

$IPTABLES -t nat -A PREROUTING -i tun0 -p tcp -m tcp -d 172.16.0.0/12 --dport 80 -
RETURN

$IPTABLES -t nat -A PREROUTING -i tun0 -p tcp -m tcp -d 10.0.0.0/8 --dport 80 -j RETURN
$IPTABLES -t nat -A PREROUTING -i tun0 -p tcp -m tcp --dport 80 -j REDIRECT --to-ports
3128

HRAWD

%[root@dhcpzzo_ ~1# gedit fetc/firewall.iptables

[PTABLES="/sbin/iptables"
EXTIF="gth0"
[INTIF="eth1"

i
i
:

;#Flush all rules
$IPTABLES -F
$IPTABLES -F -t nat
$IPTABLES -F -t mangle

%#Set default behaviour
§$IPTABLES -P INPUT DROP
§$IPTABLES -P FORWARD ACCEPT
§$IPTABLES -P QUTPUT ACCEPT

-#Allow related and established on all interfaces (input)
‘$IPTABLES -A INPUT -m state --state RELATED,ESTABLISHED -j ACCEPT

#Allow releated, established and ssh on $EXTIF. Reject everything else.
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$IPTABLES -A INPUT -i $EXTIF -p tcp -m tcp --dport 22 --syn 5 ACCEPT
$IPTABLES -A INPUT -i $EXTIF - REJECT

%#Aliow related and established from $INTIF. Drop everything else.
§$IPTABLES -A INPUT -i $INTIF -j DROP

%#Allow http and https on other interfaces (input).

E#This is only needed if authentication server is on same server as chilli
§$1PTABLES -A INPUT -p tcp -m tep --dport 80 —-syn -j ACCEPT
“$IPTABLES -A INPUT -p tcp -m tcp —-dport 443 --syn -j ACCEPT

%#Allow 3990 on other interfaces (input).
§$IPTABLES -A INPUT -p tcp -m tep --dport 3990 --syn -j ACCEPT
g##Allow transparent proxy (wiboon 1/2)
§$IPTABLES -A INPUT -p tcp -m tcp --dport 3128 --syn -j ACCEPT

;#Ailow ICMP echo on other interfaces {input).
§$IPTABLES -A INPUT -p icmp --icmp-type echo-request -j ACCEPT

§#Allow everything on loopback interface.

§$IPTABLES -A INPUT -i lo -j ACCEPT

‘;##Aliow transparent proxy (wiboon 2/2)
§$IPTABLES -t nat -A PREROUTING -i tun0 -p tcp -m tcp --dport 3128 --syn -j DROP
§$IPTABLES -t nat -A PREROQUTING -i tun0 -p tcp -m tcp -d 192.168.0.0/16 --dport 80 \
} RETURN

§$IPTABLES -t nat -A PREROUTING -i tunQ -p tcp -m tcp -d 172.16.0.0/12 --dport 80 \
] RETURN

§$IPTABLES -t nat -A PREROUTING -i tun0 -p tcp -m tcp -d 10.0.0.0/8 --dport 80

-j RETURN

§$IPTABLES -t nat -A PRERQUTING -i tunQ -p tcp -m tcp --dport 80 3

—] REDIRECT --to-ports 3128

# Drop everything to and from $INTIF (forward)

# This means that access points can only be managed from ChilliSpot

§$IPTABLES -A FORWARD -i $INTIF -j DROP
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§$IPTABLES -A FORWARD -o $INTIF -j DROP

;#Enable NAT on output device
§$IPTABLES -t nat -A POSTROUTING -o $EXTIF - MASQUERADE

windaanisiile port sinu eth0 Tauaus port 443 waz 10000 WAy 2 ussviadvatvildaving

ussvindaunns port 22

#Allow https to web account management (wiboon).

$IPTABLES -A INPUT -i $EXTIF -p tcp -m tcp --dport 443 --syn -j ACCEPT
#Allow any port i.e. 10000 to this server (wiboonj.

$IPTABLES -A INPUT -i $EXTIF -p tcp -m tcp --dport 10000 --syn -} ACCEPT

2. & iptables vinonwiiu firewall ey /etc/firewall.iptables T RE &
sh /etc/firewall.iptables

HAANWS

;[root@dhcp220 ~1# sh fetc/firewall.iptables
[root@dhcp220 ~]#

3. nadaunsldouieiaslaataus anslildaiulaed google
randagtuudy /var/log/squid/access.log

HAaAND

%[root@dhcp220 ~14# tail -f fvar/log/squid/access.log
21196309038.756 2449 10.0.1.4 TCP_MISS/200 2551 GET http://www.google.co.th/
- TIMEQUT FIRST_UP_PARENT/cache.psu.ac.th text/html '

11196309220.447 181690 10.0.1.4 TCP_MISS/504 1480 GET http://www.google.co.th/
;gen_204? - DIRECT/72.14.235.104 text/html

Ectrl—c break

3.3 msévransiu access.log ynéu

1. @59udu shell script Tusifia rotate_and_keep_proxy_log

Wauusaiaedailitunis rotate log uasifiy log tustuuuia watvaudinsuarlssudaiiiai

Taalddde

gedit /etc/cron.daily/rotate_and_keep_proxy_log



udldsuTvuazasududiu execute
chmod +x fetc/cron.daily/rotate_and_keep_proxy_log

HRAWS
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E%[root@dhcpZZO ~1# gedit /_etc/cron.dain/rotate_and_keep_proxy_lo_g

%#!/bin/bash

%day= " date "+%Y%m%d"

if [ -f /root/logs/access.log.cache.${day} ], then

- exit0

ésquid -k rotate

Ecat Jvar/log/squid/access.log.0 | awk {print $1" " 3" " $6 " " $7}" | \

perl -pe 's/M\d+\.\d+/localtime($&)/e;' > [root/logs/access.log.cache.${day}

E[TOOt@dhCDZZU ~]# chmod +x Jetc/cron.daily/rotate_and_keep_proxy_log
[root@dhcp220 ~]#

2. winifadisanivigona snfluardasirliuiadiuaderdu Dildedo scp Aaaanuiy

1 Gasui'la shell script 8niantian
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mséiade phpMyPrepaid 0.4b3 Tal3audu ChilliSpot

wiadisLidasaTilsunsy freeradius vinanueiodl
anavllsunsy freeradius @rad1da
yum install freeradius

wAtativinoumnadoitynaias
chkconfig radiusd on

Hivinudindrdain
service radiusd start

Tunsin Wi uade salviudly secret T fadraiziu dalwiilu mytestkey .
Tiualauru /etc/raddb/clients.conf masTusunsu freeradius Mifiadadiatinail
client 127.0.0.1 {

ussiavi 35 (éu secret = testing123
uAlamilu secret = mytestkey

@5 aud2 T restart szuy radiusd Twiidnaends
service radiusd restart

mnﬁ’o'l.:iﬁms‘?oiﬂmnsu mysq Tivineudeil
HadaTdsunsu mysql snaddadoil

yum install mysq!

yum install mysql-server

Falvidunnaaitdyuairiae drodrdodail
chkconfig mysgld on

$u mysald éraada
service mysqld start

wAsuswaruvidu admin 1as mysql frofdedetl
/usr/binfmysqladmin -u root password 'abcd1234'

wingdTusunsu mysql @2 username @a root uay password Aa abed1234
mysql -uroot -pabcd1234

a%'mg‘m'ﬂmga'ﬁ“a phpmyprepaid
CREATE DATABASE phpmyprepaid;

AnuadndTiAuTaddideuuuy mysql #a radius wian password da abed1234

GRANT ALL PRIVILEGES ON phpmyprepaid.* to 'radius'@"ocalhost’ IDENTIFIED BY

'abcd1234;
FLUSH PRIVILEGES;




9.

10.

aananFIde mysql
quit

fasaTusunsuuAy
yum install freeradius-mysql

wAlalwa /ete/raddb/radiusd.conf iRallatldeu mysql
win freeradius vasiu 1.1.3

Tu section module {3}

ussViad 1248 (i # $INCLUDE ${confdir}/sql.conf
wilateamsianaauuudaan fu $INCLUDE ${confdir}/sqgl.conf
1u section authorize {}

ussviad 1837 18 files

uAlaTegmsladaauiuud fu #files

ussvian 1844 1fu #sqgl

wilaTaanisiaaautuusdaan iy sal

1u section accounting {}

ussvian 2001 6n #sgl

uAlaTaumsiannauuudaan th sgl

uIn fr_eeradius nastu 1.1.7
AragRussia 1261, 1858, 1865, 2028 muaisiu

HRAWETIGAINNT
module {
$INCLUDE ${confdir}/sql.conf

authorize {
# Read the 'users' file
#files

#

# Look in an SQL database. The schema of the database
# is meant to mirror the "users” file,

#

# See "Authorization Queries” in sgl.conf

sql

accounting {
# Log traffic to an SQL database
sql
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uilnudty Jetc/raddb/sqgl.conf tRatwiunldigutiaya phpmyprepaid shadnidlugld

radius Baii password flu abcd1234
# Connect info
server = "locathost”
login = "radius"
password = "abcd1234"
# Database table configuration
radius_db = "phpmyprepaid”

wwiaua1i restart syuw radiusd Tnidaende
service radiusd restart
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12.

13.

14,

15.
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mauil ¥a freeradius uar mysql wiau database phpmyprepaid 319 9 wiauua?
saluazvinnisdesalusunsu phpmyprepaid uahiuldsunsuruivusias
NAtUITGAAIA 9 vuniniu vinlile table sg 9 Aduduldouihadu

aniTuaaTusunsu phpmyprepaid vasiiu 0.4b3 érueda waet dafl
wget http://downloads.sourceforge.net/phpmyprepaid/phpmyprepaid04b3.tgz

fedldlulaisnnad /var/www/htmi
cd /var/www/html

aataudnaanuazlalasanad phpmyprepaid
tar -zxvf /root/phpmyprepaid04b3.gz

vinldaudauuninnsiiadednidntianidlaisnvna3 phpmyprepaid/doc
cd phpmyprepaid/doc
more INSTALL

wasudndanniudizasuiadlu l4dia apache uaznfilfia apache
chown -R apache:apache /var/www/html/phpmyprepaid

fnevlilsunsu php uay rrdtool énaends
yum install php

yum install php-mysql

yum install rrdtool

atifilsandsnadilfase (i browser
uarldoiulaie http://localhost/phpmyprepaid/www/install/setup.php

o

avfiguaaulv setup 9 Tumau

[ L http-/Mocathost/phpmyprepaid/www/install/setup php

sra Project || Fedora

 Arrikitauntt




16. dumaudi 2 Licence Windn accept uazadn Next
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2.Licence

‘parts of the General Public License. Of course, the commands rou use may
be called something other than “show w' and "show ¢’; they could even be
mouse-clicks or menu items--whatever suits your program.

| Wou should also get your emplover {if you work as a programmer! or your
‘mchool, if any, te sign a “copyright dimclaimer® for the program, if
‘necessary. Here ig a sample: alter the namens:

Yoyodyne, Inc., hereby diaclaims all copyright intereat in the progtam
‘Gnomovision' {which makes pasaes at compilera) written by Jamez Hacker.

<gignature of Ty Coon>, 1 April 1989
Ty Coon. President of Vice

Thins General Public License does not permit incorporating your program into
proprietary programs. If your program is a subroutine library. you may
consider it more useful to permit linking proprietary applicationa with the
Nibrary. If this is what you want to do, use the GHU Library General
Public License instead ot this License.

¥ L Accept

17. dumauii 3 Environment Configurations Tvinan Next ) )
anIdaugIuEardaIgnaaudd wmuwud aubdebilaaaay RRDTool 39fadvuainaum
winil

Environment Configurations

PhpMyPrepaid install ]/varfwww!phpmyprepaid
directory )

FreeRADIUS binary  Just/sbin/

files directory

FreeRADIUS contig  Jetc/raddb/

files directory

FreeRADIUS ;lusris‘hare]freemc!il.:sjr

Dictionary directory

FreeRADIUS Jetc/init.d/radiusd

start/stop/restart/status
script

RRDTOOL binary yusribin!rrdtool

path

Sudo binary path Jusr/bin/sudo

System log file path yvar/log/messages

FreeRADIUS g‘var/?og!radiuslradius,log

radius log file path

R adclient command ;fUSF.(biﬁfﬁ dclient

MySQL client {fusr!binfmysql

command

snmpwalk command i,l'U sr/bin/snmpwalk

snmpget command %iusrfbinfsnmpget
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19.
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dumaudi 4 Verifying Configuration
as13awudn OK wum Tindn Next

4. Verifying Configuration

' Component :
. PHP Version 5.X supported OK {ver5.1.8)
. Writable PhpMy Pre paid Configuration File {phpmy pre paid.conf.php) oK

PHP Memory Limit >= 16 MB OK {16M}

Check for your Operating System QK

Back | Next

Recheck |

ffumauvi 5 Database Configuration

Root password for Mysqgl: abed1234

PhpMyPrepaid Database Name (phpmyprepaid): phpmyprepaid
PhpMyPrepaid Database Password: abcd1234

Confirm Password: abcd1234

Database location (localhost) localhost

FreeRADIUS location (localhost). *Not applicable by now localhost
FreeRADIUS version. *Not applicable by now: 1.x

5. DataBase Configuration

Root passwordforMysql = [reeeeess

PhpMyPrepaid Database Name {phpmyprepaid} Ephpmyprepaid

PhpMyPrepaid Dahﬁse F;ax;sword é-- srsssssssnn
. Confirm Password [rorrarerannas
= 3: Database location (localhost) {Iocalhnst

FreeRADIUS location {localhost). *Not applicable by now flocalhosy
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20. dfumau® 6 User Interface Configuration
Administrator login for PhpMyPrepaid ccadmin
Administrator password for PhpMyPrepaid abcd1234
Confirm Password abcd1234
Administrator name for PhpMyPrepaid Yours
Administrator surname for PhpMyPrepaid Yours
Administrator email for PhpMyPrepaid Yours

6. User Interface Configuration

Administrator login for PhpMyPre paid ccadmin i .
Administrator password for Phphly Pre paid 3" """" i -
- Contirm Password j """ ekt i o
Administrator name for PhpMyPrepaid Miboon |
~ Administrator surname for PhpMyPre paid . Warasittichai ;
~ Administrator email for PhpMyPrepaid WbOOH‘W@PSU-BCIﬁ i

" Administrator language for PhpMyPrepaid. *Only english en 'i .
is supported by now. .

Back  Next

21. dumauii 7 Creating Database dtnagwuiiaziid1ia Done atj 4 ussiin

7. Creating Database

- Configuration file

'_ Database Creation den

Database user phpmyprepaid don

Database updated done

Back | Next




f-58

22. drumauil 8 Location Setup and Default Configuration
Location name FLR_2
Location Domain CC
Location Country Code THAILAND
Location Area code --
Location City Hatyai

8. Location setup and default
configuration

Component Status

Localipn name I

Location Domain |

Location Country Code iL_J“'H‘JDORRI’&

. Location Area code

~ Location City

23. dumaufi 9 Installation Finished Wim@n You can now return to your configured
interface.

9. Installation Finished

low PhpMyPr&pan o clu

To aliow phpRADM wiite G fmyour histo

chmod -R' apache apa::he ;-’Vari\mwwfphpmyprepawdu WWwfmiudeirog? :

Plea‘ég_ be sure t_!‘:lai your r_a_dil_.:sd stangp script (ﬁet::‘?nit_dfrédigsc_!)_ h}lﬁe restart a_ﬁd_ é_iét}sbﬁﬁﬁn

.Go b'Optlons section and conrsgure as you' _eedsf tal
bck mdlfy and genera ﬁtes_andrestan i

o) authenbcah o sql database -

: _he'acn PhpMyFr_epaid. :

Help us to make

NOTE: This documentation is from scraich and over GG 2.5 License.

- Youcan now retum 'k'j'y.'o:ti_r'.conﬁgufe;i interface. -
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24, mauﬂavaum http: //localhost/phpmyprepaid/www/

ﬁ' . ,_5 hﬁp fﬂucamcsn‘phpmyprepaldiwww! o ] E} @ 50

a5 f@redora Project L} rejdura Weekly News

Version 0.4 beta3d

 Installation Direetory arwi tmiphpmyprepar www/insml s k. Dekio hadieciory
prevent security problem. Please change directory pe forvariwww/ yorepadiwew'
with chmod 755 "har‘www/himlphpmyprepadiwww’

User:

Password:

fifaanuudalriiranlasnnas install ol mutd@aniavinelifiulinaudofl
mv /var/www/html/phpmyprepaid/www/install/ /root/

warudein sl dsuTvuauasudn ivindodl
chmod 755 /var/www/html/phpmyprepaid/www

25. saldbidinlduasiiugla username Aas1alumauusn da ccadmin
s b i _

PHPMyPropeid0.a betad

SESSION ID : v909I8uo438ftiok3fqvoSbme4
USER STATUS :3

LOCATION 1

LOCATION NAME :FLR_2

Quick Print

130 minutes |

Users have used :

® 0 seconds this month
& N NN KRe Attnist hvtas thia manth




26.

27.

UAIMARDIFTI user 1Haug

SESSION ID : ve09l8uo438f1 iok3fgvosbms4
USER STATUS :3

LOCATION : 1

LOCATION NAME : FLR_2

BUTTON : timed

PublishBp="1"

Select your Billing plan?

Tlsunsuarasiv username uay password T4
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select id.NameBp, TimeBp From BillingPlan where TypeBp="Time' and LocationID="1" and

How many tickets would you like? E:]

= 30 minutes
< 10 hours

CREATE CARDS

Username |Password | Validity

io-olaian 1 eyn 30 minutes

nadausIuA1da radtest
radtest username password localhost 0 mytestkey
avlenaangin Access-Accept

nadgaudultaia
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ANSLAIA WA AL AWA LG El ia Linksys 41 WAP54G

1. set uanrawaosn Wiiilu factory default Teunailu Reset Avolidstunan 10 5w

2. wiasafivunmanlavivilu 192.168.1.245 uar SSID (flu linksys

3. Tdian IP Address TiAuasasTintjauflu 192.168.1.3 subnet mask 255.255.255.0
4. \fiansialetasnaniawansiinfuaiac Tuaiie nmiudleusiasuiha e luiud)td
192.168.1.245 Tuzay Address

5. Wingniseaufntnaday Username daaaitaliuazdag Password 1iu admin

msrauRananiaawandviiduuy Open sanu chillispot
AdRWAY Wireless > Basic Wireless Settings
Mode: Mixed
Network Name(SSID): groupl-open
Channel: l@anauvuaunay
SSID Broadcast: Enabled
nanly Save Settings
aanuny Setup > Network Setup
Tuau Configuration Type: dandovunaalaiuuu Automatic Configuration-DHCP (déiry
a1 chillispot azvinouliladdaniflu static)
m&nilu Save Settings
udaannaamb Apply Tludnrhignsaddteaufinuanigawasanvusmadadnaaly twe
Tuauwalad 192.168.1.245 Tudy uazuldmuilusuanlafiain dhep

tuduflazannsaldnuuuu Open urr Web Login léuan
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| msimuanarawagdiiia 3Com fu 3SCRWE454G72

1. set uaniawans Wit factory default Taavintusaudotl

aana W@ nvaanIndnaniuanane

anily Reset @rotilunaddouanaTifoonaudinll dnasiu Alert aznznin BinadAal
Yszana 30 3w udilsanily Reset salvinanigananaiuadutvi W Alert azduta
2. ldwan IP Address TridumaiaaTiustimilu 169.254.3.5 subnet mask 255.255.0.0 uay default
gateway 169.254.3.1
3. ansanananagdidifuaias tiatla antulifuTalsunsuy Setup TunHuEER T Auwan
tanaas 2elauiiney 3Com OfficeConnect Wireless 119 Access Point
4. a&n Run Discovery Application azusinguinsing 3Com OfficeConnect Discovery V5.0 T1
adndandwmeanvadiutaumdaiiBansasuuansawaadudindntly Next
5. TsunsuarudRanaWanswLwi auwnmanlaflunan 169.254.x.x iadnilu Next

-~ 6. Tuntisadeun alnailly Finish lsunsuandausasdaingniraaufnuaniaawans i

Tnaam U@

7. vingniseaufiniaold default Password 1ilu admin

nsaaufnuaniganaes ilduuy Open sasiu chillispot
A&n Wireless Settings vinauditudie
aanuviu Configuration
Enabel Wireless Networking: aangaitinuand
Channel: \@annunuNulaunay
Service Area Name/SSID: groupl-open
aantju Apply
A&n LAN Settings iuaugnuding
IP Allocation Mode: tdandavunutazlaWuuy Dynamic (DHCP) (ahdenn chillispot ax
viroldtsdndamtu static)
adnilu Apply
wavanednile Apply Tdudrsbigunsadinaufauasidanamivinousieasladasaly wse
Huulowiluimaaladann dhep

Tudutiazaunsminlal i uuuy Open uaz Web Login léfiawdiansadu chillispot
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Asiauaniawandiva Cisco Ju Aironet1100 (802.11b)

1. set uamaawana iy factory default Taavindumausafl

apaa e Widsaaanaindinaniaawass

actly MODE daliluraridi@ouaie i@ mandmdrld waznadalidlssna 10 Jui LED
vuskanzawassuldnniuduae udiladan wanmawamiativanoaeladiiiu 10.0.0.1 uasi
SSID il tsunami
2. 1Tdian IP Address TiAuasasTiiafaiiiy 10.0.0.3 subnet mask 255.255.255.0
3. Wlansauaniawansiindmasas Wiads amiuflausniadningrelmi udla 10.0.0.1 u
o2y Address

4, vingnsraufinlaeld Username was Password lu Cisco Waaaden

aseaufinuanieawans TATduny Open sasinu chillispot
n&n NETWORK INTERFACES > Radio0-802.11B Auausiiugine

adnuviy SETTINGS

Default Radio Channel: \dansnuuunaiaunau

aaniln Apply
nén EXPRESS SET-UP Aunugitudig

Configuration Server Protacol: a&nidan DHCP (dhdryunn chillispot avvinouliblsdudamilu
static)

SSID: groupl-open

adnily Apply
wavsaandniu Apply ldudarshisansadeaufauamaswamivisusnaslGdndald e
Juauianla® 10.0.0.1 Wuds uanddswiluiuanlaiain dhep

Tuduiiazaunsmirhitduuuy Open war Web Login léua)
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e

nisiiahisiadisnaasivia NETGEAR qu DGB834G

1. set ‘Lisiaainaashidlu factory default Tnunenlu Restore Factory Setting @19'l31szunan
10 3un¥ LED test (tA3asvunugn) asdafiunt Didaasuudrbiiasisuaaiadiyadulmi
2. \davaviivanaarlafiily 192.168.0.1 war SSID (ilu NETGEAR
3. Tawaa IP Address TiAua3asTimiaudiu 192.168.0.3 subnet mask 255.255.255.0
4. \dansatetasbislaaiaasiinAuTiania Tausad1ivwain LAN wasalowasaniouu
Bfass e NnthudlavsaaininsgeiminéiTd 192.168.0.1 Tuzas Address
5. uhaniseauilniaald Username ilu admin uay Password tflu password
6. man Basic Settings 1éiwadia Setup Auaududitg

Does Your Internet Connection Require A Login?: No

Account Name: 114

Domain Name: 1ila

Internet IP Address: Ldan Get Dynamically From ISP

Domain Name Server (DNS) Address: 1&an Get Dynamically From ISP

NAT (Network Address Translation): \§an Disable

Router MAC Address: t&an Use Default Address

maanilu Apply

mspaufnhsiassuaashilduwuu Open dadu chillispot
Afin Wireless Settings Téwhdia Setup fiuauguging
Tudru Wireless Network
Name (5SID): 1d groupl-open
Region: \&an Asia
Channel: \danaumvuialaun&ay
Mode: 1&an g&b
adniu Apply

Tuduilazauisatioruuny Open uar Web Login 16udn
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IPTABLES="/sbin/iptables”
EXTIF="eth0"
INTIF="eth1"

#Flush all rules
$IPTABLES -F
$IPTABLES -F -t nat
$IPTABLES -F -t mangle

#5Set default behaviour
$IPTABLES -P INPUT DROP
$IPTABLES -P FORWARD ACCEPT
$IPTABLES -P QUTPUT ACCEPT

#Allow related and established on all interfaces (input)
$IPTABLES -A INPUT -m state --state RELATED,ESTABLISHED -j ACCEPT

#Allow releated, established and ssh on $EXTIF. Reject everything else.
$IPTABLES -A INPUT -i $EXTIF -p tcp -m tep —dport 22 --syn -j ACCEPT
$IPTABLES -A INPUT -i $EXTIF -3 REJECT

#Allow related and established from $INTIF. Drop everything else.
$IPTABLES -A INPUT -i $INTIF -j DROP

#Allow http and https on other interfaces (input).

#This is only needed if authentication server is on same server as chilli
$IPTABLES -A INPUT -p tcp -m tcp --dport 80 --syn -j ACCEPT
$IPTABLES -A INPUT -p tcp -m tcp --dport 443 --syn -j ACCEPT

#Allow 3990 on other interfaces (input).
$IPTABLES -A INPUT -p tcp -m tcp --dport 3990 --syn -j ACCEPT

#Alow ICMP echo on other interfaces (input).
$IPTABLES -A INPUT -p icmp --icmp-type echo-request -j ACCEPT

#Allow everything on loopback interface.
$IPTABLES -A INPUT -i lo -3 ACCEPT

# Drop everything to and from $INTIF (forward)

# This means that access points can only be managed from ChilliSpot
$IPTABLES -A FORWARD -i $INTIF -j DROP

$IPTABLES -A FORWARD -0 $INTIF -j DROP

#Enable NAT on output device
$IPTABLES -t nat -A POSTROUTING -o $EXTIF -j MASQUERADE
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