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1. ﬁl,]ﬂiﬂﬂ’lll’li anuﬁﬁqﬁmﬁniﬂmm# - Integer overflow in Sun RPC XDR library routines
A - Buffer Overflow in CDE ToolTalk

- Integer Overflow In XDR Library

- Exploitation of Vulnerability in CDE Subprocess
Control Service

- Buffer Overflow in CDE Subprocess Control
Service

- Two Input Validation Problems In FTPD

- Remotely Exploitable Buffer Overflow Vulnerability
tn mountd talkd Vulnerability

- Four Vulnerabilities in the Common Desktop
Environment

- Vulnerability in suidperl(sperl)

- Multiple vulnerabilities in Mozilla products

- A Exploitation of phpBB highlight parameter
vulnerability

- Double Free Bug in zlib Compression Library

- Multiple Vulnerabilities in PHP fileupload

- Multiple Vulnerabilities in ISC DHCP 3

- Buffer Overflow in Sendmail

- Buffer Management vulnerability in OpenSSH

- Multiple Vulnerabilities in Snort Preprocess
YU#139129 and VU#16785

- Buffer Qverflow in ISC DHCPD Minires Library

- Multiple Vulnerabilities in $SH Implementations

- Buffer Overflow in Solaris X Window Font Service

2. fynynSenldamTusunsudrwdniveadines | - Multiple Vulnerabilities in BIND(VU#852283)
4 S ) i
Tsunsuiidiugagon Falaoialedudlint | - Apache/mod_ssi Worm

finigaga n3ofldnNanifiey
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- Multiple Vulnerabilities In OpenSSL

- Vulnerability in PHP

- Buffer Overflows in Multiple DNS Resolver
Libraries

- OpenSSH Vulnerabilities in Challenge Response
Handling

- Input Validation Problem in rpc.stated

- Format String Vulnerability in ISC DHCPD

- Heap Overflow in Cachefs Daemon (cachefsd)

- Format String Vulnerability in rpc.rwalld

- Recent Activity Against Secure Shell Daemons

- Multiple Vulnerabilities in WU-FTPD

- Multiple Vulnerabilities in Ipd Vu#39001

- Oracle9iAS Web Cache vulnerable to buffer
overflow

- Buffer Overflow in Gauntlet Firewall allows
intruders to execute arbitrary code

- Format String Vulnerability in CDE ToolTalk

- Buffer Overflow Vulnerability in Calendar Manager
Service Daemon, rpe.cmsd

- Vulnerability in statd exposes vulnerability in
autornountd

- Vulnerability in xlock

- Vulnerability in Nature Language Service

- SATAN Vulnerability: Password Disclosure

- Buffer Overflow in Sun Solstice AdminSuite
Daemon sadmind

- Buffer Overflows in SSH daemon and RSAREF2

Library
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35190 2.1 (AD)

dungnléndainF1$ luszuy

HONITNY yasoulussuy

- Vulnerability in webdist.cgi

- Buffer Overflow In Sun Solaris in.lpd Print Daemon
- Remote Buffer Overflow in Sendmail

- Buffer Overflow in Some Implementations of IMAP
Servers

- Buffer Overrun Vulnerability in Count.cgi cgi-bin
Program

2. fyninldnFednivoudweaTisunsunde | - Buffer Overflow in Kerberos Administration
fdsiiiiugasou Anivesd1dAdansay s | Dacmon

oygalumsfanveangui1dou INRAANE | - Recent Activity Against Sccure Shell Daemons
voef¢iidanBqaqa VUH157447

HP-UX newgrp Buffer Overrun Vulnerability

- MIME Conversion Buffer Overflow in Sendmail
Versions 8.8.3 and 8.8.4

- HP-UX newgrp Buffer Overrun Vulnerability

- Sendmail Group Permissions Vulnerability

- Sendmail Daemon Mode Vulnerability

- Sendmail Vulnerabilities

- Vulnerability in expreserve

- Vulnerability in rdist

- Vulnerability in the dip program

- Vulnerability in suidperl

- NIS+ Configuration Vulnerability

wu-ftpd Misconfiguration Vulnerability

- 8GI Ip Vulnerability

- Telnetd Environment Vulnerability

- Sun 4.1.X Loadmodule Vulnerability

- Sun Sendmail Vulnerability
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3. afuanudenounszyy vieldTudnives
mgﬁﬁﬁﬂ‘qu f[Avulnerability can crash the server,
or be leveraged to gain root access
fuagniianihfudwoshidande Tsunsud
dhugaseum Waunsodadnozien 1§ T suny

WWanidngildsy

- Solaris ps Vulnerab

- Spoofing Attacks and Hijacked Terminal
Connections

- NFS Vulnerability

- IBM AIX bsh Vulnerability

- fipd Vulnerabilities

- Writable /etc/utmp Vulnerability

- SunOS rdist Vulnerability

- Solaris System Startup Vulnerability

- xterm Loggong Vulnerability

- Sun05/Solbourne loadmodule and modload
Vulnerability

- UMN UNIX gopher and gopher+ Vulnerabilities
- SunOS Expreserve Vulnerability -

- SunOS File/Directory Permissions

- AIX crontab Vulnerability

- AIX Anonymous FTP Vulnerability

- AIX /bin/passwd Vulnerability

- AIX uucp Vulnerability

- AT&T System V Release 4 /bin/login Vulnerability
- DEC Ultrix Vulnerability

- SunOS in.telnetd Vulnerability

- Trojan Horse in IRC Client for UNIX

- Buffer Overflow in telnetd

- Syslog Vulnerability - A Workaround for Sendmail

- Majordomo Vulnerabilities
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Hudrwes saisamsaoyealdd a1

fntouuas@ouuiuszuuld

- Integer overfiow in Sun RPC XDR library routines
- Integer Overflow In XDR Library

- Multiple Vulnerabilities in Oracle Servers

- Double-Free Bug in CVS Server

- fipd Signal Handling Vulnerability

- Multiple Vulnerabilities in Oracle Servers

- Oracle91AS Web Cache vulnerable to buffer
overflow

- Oracle9iAS Web Cache vulnerable to buffer
overflow

- Continuing Compromises of DNS

Servers

- Sun Sendmail Vulnerability

- Commodore Amiga UNIX finger Vulnerability
- Vulnerability in the httpd nph-test-cgi script

- Ghostscript Vulnerability

- Vulnerability in WorkMan

- Multiple Vulnerabilities in CDE ToolTalk

- Multiple Vulnerabilities in Oracle Servers

- Double Free Bug in zlib Compression Library
- Multiple Vulnerabilities in PHP fileupload

- Vulnerability in SGI login LOCKQUT

- Vulnerability in rpc.statd

- Vulnerability in IRIX esetup

- Multi-platform Unix FLEXIm Vulnerabilities
- Vulnerability in Solaris 2.5 KCMS programs
- Vulnerability in Solaris admintool

- Vulnerability in Solaris vold
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- Vulnerability in fm_fls

- Vulnerability in expreserve

- Vulnerability in IRIX csetup

- Sendmail v.5 Vulnerability

- Vulnerabilities in /bin/mail

- Revised Patch for SunOS /usr/etc/rpc.mountd

Vulnerability

¥
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#hiidntluszuvannsodhgssuonld

- Vulnerability in the at(1) program

- Vulnerability in suidperl(sperl)

- CVS Heap Overflow Vulnerability
- wuarchive ftpd Trojan Horse

- Continuing Compromises of DNS servers

- GNU Project FTP Server Compromise

- Multiple Vulnerabilities in Oracle Servers

- Double-Free Bug in CVS Server

- Multiple Vulnerabilities in SSH Implementations
- Buffer Overflow in Solaris X Window

Font Service

- Buffer Overflow in CDE ToolTalk

- Multiple Vulnerabilities In OpenSSL
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A15197 2.3 (A1)

HONSZNUDU 9

HanIENU yreonluszuy

- Integer Overflow In XDR Library

- Buffer Overflows in Multiple DNS Resolver
Libraries

- OpenSSH Vulnerabilities in Challenge Response
Handling

- Input Validation Problem in rpe.stated

- Multiple Vulnerabilities in Oracle Servers

- Double Free Bug in zlib Compression Library

- Buffer Overflow in System V Derived Login

- HP-UX Line Printer Daemon Vulnerable to
Directory Traversal

- Multiple Vulnerabilities in Ipd

- Buffer Overflow in telnetdCA-2001-05 Exploitation
of snmpXdmid

- Multiple Buffer Overflows in Kerberos
Authenticated Services

- FTP Buffer Overflows

- Buffer overflows in some POP servers

- Buffer Qverflow in NIS+
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setuid(uid_t uid) Yn1¥Nei muan1ves UID way EUID veaTusaad
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Tsiwatuvwziy Taohd1 UID ssqoulaeuldiiawiius ruid AszyluiladFuluvmsiis
- ISP Voo . = A 4 A A
EUID vodlswmozgnuldouldiinuidudr euid fgnszymefoudnilumsiinly

0517



il A

gk

31

2.8.1.4 setregid(gid_t rgid, gid t egid)
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U521 set-user-ID 138 set-group-ID i Tomafiaziinisnldeunasmves UD wie
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34

2.9.2  aaius (State)
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2.9.2.3 amul¥gega (Superuser State)
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execve() setuid

start program
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execve() setgid
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normal state program
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