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715199 3.1 duniisveanan lannn1saanunisison 14 system call voamda “Is” Tnold

.
o

T4 ktrace

U39NA PID  cmd trpoints syscall{parameter / return value)
1

2 1"

3 2023 ksh RET write 1

4 2023 ksh CALL read(0,0xbfbff237,0x1)

h] 2023 ksh GIO fd 0 read 1 bytes

6 "s"

7 2023 ksh RET read 1

B 2023 ksh CALL write(0x2,0x8074290,0x1)

9 2023 ksh GIO fd 2 wrote 1 bytes

10 e

1N 2023 ksh RET read 1

12 2023 ksh CALL write(0x2,0x8074290,0x2)

13 2023 ksh GIO fd 2 wrote 2 bytes

14 "

15 vaas

16 2023 ksh NAMI “/bin/ls”

17 2023 ksh RET __statl3 0

18 2023 ksh CALL access(0x807d0¢8,0x1)

19 2023 ksh NAMI "/bin/ls"

20 2023 ksh RET access 0

21 2023 ksh NAMI "/binfls"
22 2023  ksh RET _ statl3 0
23 2023 ksh CALL access(0x807d0c8,0x1)
24 2023 ksh NAMI "/bin/ls"
25 2023  ksh RET access ()

26 2023 ksh CALL fork

27 5591  ksh EMUL "netbsd”

28 2023  ksh RET fork 5591/0x15d7

30 5591 ksh CALL execve(0x8079408,0x807d024,0x807e020)
31 5591 ksh NAMI "/bin/ls"

32 5591 ksh NAMI “/libexec/ld.elf_so”

33 5591 Is CALL mmap{0,0x8000,0x3,0x 1002, 0x fITFTT,0,0,0)
35 5591 Is CALL exit(0)

36 2023 ksh PSIG SIGCHLD caught handler=0x8064a28 mask=(20) code=0x0
37 2023  ksh CALL getrusage(0,0xbfbff3c0)
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|

us3viA| UID EUID GID EGID PID | cmd trpoints syscall(parameter / return value)
0 AU 1

1 e

2 ""

3 1000 1000 100 100 2023 | ksh RET write 1

4 1000 1000 100 100 2023 | ksh CALL  read(0,0xbfbff237,0x1)

5 1000 1000 100 100 2023 | ksh GIO fd O read 1 bytes

6 "s"

7 1000 1000 100 100 2023 | ksh RET read 1

8 1000 1000 100 100 2023 | ksh CALL  write(0x2,0x8074290,0x1)
9 1000 1000 100 100 2023 | ksh GIO fd 2 wrote 1 bytes

10 .

11 1000 1000 100 100 2023 | ksh NAMI  "/bin/ls"

12 1000 1000 100 100 2023 ksh RET __statl3 0

13 1000 1000 100 100 2023} ksh CALL  access(0x807d0c8,0x1)

14 1000 1000 100 100 2023 ksh NAMI  "/bin/ls"

15 1000 1000 100 100 2023| ksh RET access 0

16 fhudi 2

17 1000 1000 100 100 2023 | ksh NAMI  "/bin/ls"

18 1000 1000 100 100 20231 ksh RET __stati3 0

19 1000 1000 100 100 2023 | ksh CALL  access(0x807d0c8,0x1)
20 1000 1000 100 100 2023 | ksh NAMI  "/bin/ls"

21 1600 1000 100 100 20231 ksh RET access O

2 L

23 daui 3

24 1000 1000 100 100 2023 | ksh CALL fork

25 1000 1000 100 100 5591| ksh EMUL "netbsd"

26 1000 1000 100 100 2023 | ksh RET fork 5591/0x15d7

7| o ,

28 dmn 4

29 1000 1000 100 100 5591 | ksh CALL  execve(0x8079408,0x807d024,
30 0x807e020)

31 1000 1000 100 100 5591 ksh NAMI "/bin/ls"

32 10GO 1000 100 100 5591 | ksh NAMI  "libexec/ld.elf_so"

33 1060 1000 100 100 55911 1Is EMUL "netbsd"

4 1000 1000 100 100 5591 Is RET execve JUSTRETURN

i 1000 1000 100 100 5591] Is CALL

16 mmap{0,0x8000,0x3,0x 1002,0xfTTE,0,0,0)
kY AR

38 1000 | 1000 100 100 5591 Is CALL  exit(0)

39 i 5

40 1000 1000 100 100 2023 | ksh PSIG  SIGCHLD caught

41 handler=0x8064a28 mask=(20) code=0x0
42 1000 1000 100 100 2023 | ksh CALL  getrusage(0,0xbibfI3c0)
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WATZVIUMIMINUVBINTS passwd WuRvsiarugnuldouFouTeouda lulsimuida
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MINN 3.4 druntisvewan lMannsaamumsiSonld system call voss gy Tno ¥

v
o o

A9 ktrace A lvida

UsIYia| UID EUID GID EGID PID cmd trpoints syscall{parameter / return value)
0 —

L A 2

2 1000 1000 100 100 4520 ksh CALL access(0x807d0¢8,0x1)
3 1000 1000 100 100 4520 ksh NAMI "fusr/bin/passwd"”

4 1000 1000 100 100 4520 | ksh RET access 0

5 U

6 a3

7 1000 1000 100 100 4520 ksh CALL fork

8 1000 1000 100 100 10873 | ksh EMUL "netbsd"

9 1000 1000 100 100 4520 ksh RET fork 10873/0x2a79

10 1000 1000 100 100 10873 | ksh RET fork 0

1 e

12 | a4

13 1000 1000 100 100 10873 | ksh CALL execve

14 {0x807d0c8,0x807d024,0x807020)

15 1000 1060 100 100 10873 | ksh NAMI "/usr/bin/passwd”

16 1000 1000 100 100 10873 | ksh NAMI "fust/libexec/id.elf so"
17 1000 0 100 100 10873 | passwd EMUL “netbsd"

18 1000 0 100 100 10873 } passwd RET execve JUSTRETURN
19

20 1000 o 100 100 10873 | passwd CALL  open(0x480708c0,0xa01,0x180
21 1000 0 100 100 10873 | passwd NAMI  “/etc/ptmp”

22 1000 o 100 100 10873 | passwd RET open 3

23 1000 0 100 100 10873 | passwd CALL  umask(0x12)

24 1000 0 100 100 10873 | passwd RET umask 0

25 1000 0 100 100 10873 | passwd CALL  open(0x804b0d0,0,0)
26 1000 0 100 100 10873 § passwd NAMI  "/etc/master.passwd"
27 | ..

28 | duns

29 1000 0 100 100 10873 | passwd CALL  exit(0)

30

il 1000 1000 100 100 4520 ksh CALL  write(0x2,0x8074290,0x2)
32 1000 1000 100 100 4520 | ksh GIO fd 2 wrote 2 bytes

13 "
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Aug 12 00:11:09 tualek idssysc: pid 319 ppid | pgid 319 sid 319 trepid 401
Aug 12 00:11:09 tnalek idssysc: pid 342 ppid | pgid 342 sid 342 trepid 405
Aug 12 00:11:09 tualek idssysc: pid 304 ppid 1 pgid 304 sid 304 trcpid 378
Aug 12 00:11:09 tualek idssysc: pid 188 ppid 1 pgid 188 sid 188 wrepid 409
Aug 12 00:11:09 tualek idssysc: pid 157 ppid 1 pgid 157 sid 157 trepid 370
Aug 12 00:11:09 tualek idssysc: pid 12 ppid 1 pgid 12 sid 12 trcpid 414
Aug 12 00:11:09 tualek idssysc: pid 1 ppid 0 pgid 1 sid 1 trepid 366
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idstrace()
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int idstrace(int pid, int tracepid)
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load2Buff()
stuyumslgau
int Load2Buff{)
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fread_tail()
sUuuums

int fread_tail({char *)&ktr_header, sizeof(struct ktr_header),1,fp)
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ktrsyscall()
sluuunisidan

void ktrsyscall ((struct ktr_syscall *));
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chk _cmd()
PTG EACARIY
int chk_cmd(char pcmd([])
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chk_path()
sUuuums g

int chk_path(char pcmd[], pid tc_pid)
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chk_flg mode()
sduvums g
int chk_flg_mode (int, int)
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chk_mode()
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chk_mode (int)
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ktrsysret()
sUuuums 1

ktrsysret (struct ktr_sysret *, int)
fesuy
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ktrnamei()
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ktrmamei (char *, int)
MBI

Qs H 4/ 1 -] T A
AudarFun 14 unissumassiumiasFova iy



86

killsid()
stuuums g
killsid(pid_t,int rule,int ,pid_t,pid t);
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# Chk_State()
Ifprocess uid equal to owner uid = (0

exit ()

Set curent process id to previous process id

Eise
End if

Do while process not terminate
If process uid not equal process euid
if process uid not equal the owner uid
if previous system call is setreuid
Set state = setreuid state

Do check_ids(}
Else
Detectedy)
Endif
Else
Set state = setuid state
Do check_ids()
Endif

Endif
If process gid not equalto process egid
if process gid not equal tothe owner gid
if previous System call is setregid
Set state = setregid state

Do check_ids(}
Else
Detected()
Endif
Else
Set state = setgid state
Do check_ids(}
End if
End if
End While

# Check_ids()
If System call = execve()
If not in except_execve_group

Do detected()
Else
Do Chk_State()
Endif
Else
Do Chk_SysCall()
Endif

# Chk_SysCall()
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If System call in Stricted _SysCall List

Do detected()
Else
If System call in Setuid_Setgid List
Do detected(}
Else
If System call is Open()
Do Chk_argv()
End if
Endif
End if

// Chk_argv()
Iffile in system_file_list and option try to modify these file

Do detected()
Endif
Iffile in create_new_user_list and option try to create new user
Do detected()
End if
/ Detected()
write ids_log_file
kill login process
314 aypl
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